RIb

OTSUKA LABORATORY

=/

U
pl

Blockchain X Al Security

Fully Homomorphic Encryption, Zero-Knowledge Proofs.
Y J$ YE 8 .

Deep Learning. Attention. Adversarial Examples.

Cyber Reasoning Systems. Ro P/DoP, Cyberrange., ...

Plaintext

State Transition

2(t)A(t) + u(t)B(t) = a(t +1) =0
2(1)C(t) - y(t+1) =0

Preservation
Vi, a5+ 30— 1=0
Vi, $ibi—1=0
Noninvolvement of some i
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Open traceability model

encryption

zero-knowledge proof of 0
zero-knowledge proof of 0

Ciphertext
State Transition (Trade Privacy)
() A(t) +a(t)B(t) - z(t+1) €0

2(t)C(t) —g(t+1) €0
Preservation

Vi, 85+ 5,6 - 1€0
Vi, 3;bi;—1€0
Noninvolvement of some i
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Encrypted traceability model

Mitani Tatsuo, Akira Otsuka, “Traceability in Permissioned Blockchain,” IEEE

Access, Vol. 8, pp 21573-21588, IEEE 2020

Offline Payment

1. Payee charge b, to Payer.
2. When 7, is sent from the wallet, Payee checks... Payee ic:ain
(a) 7 is in the payee’s chain.

(b) 7, is Valid w.r.t. Payee’s chain.

if (balance > b,)
balance « balance — b,
7, - Sign(skw;w — y,b,)
proof « Sign(skr; 7o, 1, 71)|

\else reject ‘accept 7, and proof iff

2.7, proof, certr

2
ﬂ ‘ 3.Sign (sky; status)

Verify(PKr:proof) = 1
7o € (Vey N Sign(skw; w - -,by))

certy is trustworthy
7 € (CY N Sign(s- = w,by)

Taisei Takahashi and Akra Otsuka. “Short Paper: Secure Offline Payments in
Bitcoin,” In Proceedings of 3rd Workshop on Trusted Smart Contract, WISC'I9. St
Kitts, IFCA 2019. Lecture Notes in Computer Science, LNCS 11559, pp.12-20,
Springer, 2020,
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Yuhei Otsubo, Akira Otsuka, Mamoru Mimura, Takeshi Sakaki, Hiroshi Ukegawa, “o-

glassesX: Compiler Recovery with, from a Short
Code Fragment,” Proceedings of NDSS Workshop on Binary Analysis Research

(BAR2020).



