P AN—HBOWEFEE THDRMBEEDOLHTITFERIT
EZETHHED: H ORI 2l

L —ER

BV

M=

BT A /3=t 2T 4 FROBE KRS D720, FLAN A/ —f U7 HlE |
ZRIREIREL, T ANN—EX 2 DT FAREEOUIE L EH I TR YA S —BHE 12D
T TH U L LA ST S0 9 DL R B O /o i E Ol TEA TR D
T, LU EEA L 755 BN TOBZ NS, #EE TH AT LA T
A —BH D B AR END.

FZCHEEFL, passive defense & offense D7 LA >/ =128 5 active cyber defense [ZBIL
T, KETHRAME T2 WS ES EF 2L VO RBO#E A, St R0 RES 2T
SHTUT. B ROV AN =GB 1D 525 2 HEE, KETOH AL DO EEONEICE
RTAZEITTERRVN, D7 & attribution DYRINE, ANRETAITIELLD cyber hygiene £ T
ITFFESNAREEEZD.

Z OB, OREICEADOBEEL T, B DOARKTHI7R BE O R | OffRE, A4
— Ay FOBATHVRFER ISP FE~DHRFRFIDOZAUICEIL T, BB ~NEZL2 R R 5.2
MUTED T Bz R TR U, B B0 RO R Okl LAR-T, HasE
DYAS—BHEIRES) D AR LA DN EEZFRA T

1 YAN—EDERFRE, TNEITHT DiEmEEER

1.1 HAN—KEBIZHITIEEED B HRE
P AN—X VT FEROERVEICKH LT D728, BUFIL 2018 47 H 27 HIZH LW

YRR )T RO R B R T IE, B A S — X )T RIS A B (FER ) 2L TV B, AR
WEE OSSR E AN AR TH.
T OB 2T KRR R 2T - VAT AT BT .
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A= 2T BRI | (DL DETHRIG )) Z PRI E L, YA —EF 20T AR EOSIE
F LRG> TIRIRAG Y1 /S —BhiH | (Active Cyber Defense = ACD' ) (23D 3 T #taikiE
L7 L LE ROIGBRIEEEOERHEHEVITERLIZLO D, AN\ —KE~D X HLFE?
MEZETHEINLINDFEmNMEATELT, FTHLHEE THLRMEENPTRVITLRHT
RITOWTIIA I FENED SE.

FRZIEEZZE T 201, ik (legitimacy £7213 legality) T2 mRERETFEEIC
BT, HEFENIOBITITS LV RFEOMM FBH BRI —Iu b SN LS TV DD,
FeBEDOHLE D72V RY B HREE 1L TERVONFRITENDTHD®  Edigm DR EF )AL
IS TWDZELS, ZUJE (intensity 5V severity) D B 1K O FEZHIFT 528
AU TR IR | ORBEBAREICL CODZ RIS A).

fin 7, KENZBWTUTRORF G R0, BIHEIE 2 5:7% ‘A well regulated militia being
necessary to the security of a free state, the right of the people to keep and bear arms, shall
not be infringed.” EHEL TIHY, UM OHERR TIFe B ROMERMTELMESNTNDT 2
ZCHRORA IR — T, IEY B O DI A A D ATREME S EV Y I TRFOH
TR DO—E, 2T -m—DEHE G EHRWIZTE TIFESN ORI DD GERIITE 4 &=
T s D).

ZOIVREREAEIRICLTC, RKETE 2B a— LT THH N F o 7IIx LT,
EHETHOHRMBIEEDPKBE T HIENATHETITR D | BV RG-S, [BTIE TR AIHEZ:
B, MEIZE > TH IRFE OEE S ARETE WO NLERDEHSI CTE I A fRIE, 2oL
KETOFEMmZ, DHREOERIOFITBLUEZ TGEmLLOET LD THS.

U Tgrkms | 12 38 1) 5 TFEMRAG Y- 2 S — B4 | 1% Proactive Cyber Defense & ERJIZEREN TS (B EILER ) 75, ACD L[FEIC

MEINITHFROR MDD LU T AN —BEI L TREBNICBAEIL TOEGR ] &V E R (p.20 1 42) D5iE, 2D 8H

ZHERIS NS FT AR L MRIZ G L TN E T HUTE B IZRHS T _RETH L | WD BOK R A B35 e e H o NEF

AN—TF 2T kIS 2016 —2021 1%, " apply active cyber defense measures to significantly enhance the levels of cybersecurity

across UK networks” IS L CUVA.

P %42 5.3 OFFIEROWIEIZED.

S EBREON B TIE, WEER DRV D T EORFEL Tt FBE (countermeasure) | DFE— %L TV 5 (Schmitt [2017]).

EWNECTORGEIT—EL TRV, K CIEEBEICHETS.

! BEEECIT self-help T A B | ERICERZFRFOH, 5HHEEL TILLU T @ Black’ s Law Dictionary D&t 23IfE THh 5. An
attempt to redress a perceived wrong by one’s own action rather than through the normal legal process.

S OREOBRIEIC B IREEBUE LTS SUTRN0AS, a - HIET IR AEL IR O REZ L o> TED RIE 202 45 2 BHIZE UL, 728

A TPBATLLDOTHSTHO—EEETIUIHEENRLEL, T2 B N TEVETESEEREL-TC, FHTF AR E

1T 2\ LM ERE G SRR E DA T DD THS.

S Sk I RIBERTRF S BURE (B 015) 3 4.

" District of Columbia v. Heller, 554 U.S. 570 (2008).

8 The Small Arms Survey 2015.

http://www.smallarmssurvey.org/publications/by—type/yearbook/small-arms—survey—2015.html

O WHWDIREEFA & 1992 21T, L F LA RICTEAEL T3, NY HRRS T i oo 2 2 v il K1

DEWREK TSR, SIHAEFNOBIES A HTE DIEEZIHDR2 TRV DIZ | EF T2 IAT BRI AJNTTET AT D

D ? 1 FETHEDRTIUTRLON TLEID L EEIDIRSIL T =, EWIHEEZ IV V2 e 038 iu 3 13 S CIT Mg, REClE
Heshiz.
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1.2 YAN—HHICEFTEREERAL (7 DDIEXFTH)

72 B IIBE DB SNDNENIE, T A — EOEIEIT 23T A8 ORFENEHEL
EVOEFEN, 37205 attribution " SHEBL TWDHTHD AT 28 D3 E TERITIUL
S TFBICHR 2 DOBEEL OO T, BEHDH AU YU [EI0 BOpETE14720, 44
AN—=ZERNIHT L wild west 72 ] EWDTEL AR TEZR U DETRES | 120D TRERBRIT YA 73—
Bt 1%, SCFHm0 B 1L T B EIC R B RAE S | WD BB E IR UTE, BTtk D7p 21
— W EMRDDE LAV, attribution [EEE OB CEAE T AU EHI b DB E 2 6
no.

ZITHD T, PAN—BBHZIB W THEE LBHEFE DS TR A EOFA 2> Thd
MEIDERRFEL CTH LD KFE L 1IHR [2016a] %, OB O AEREZ TR EL
TebDTHLNY, P AN—KBHZIBWTUIBEREEEAL, TRDBISFOIERFRI D T 2D
JRE DT TALUTEY, H T Attribution RIEIZIFERFR I 27265 1 OBERIZRD, K

BRI ANCREREENGOND (@ H) ZLzRmLTUA.

MFE1 YA N—X2 VTR DBEEEEAL (T SDDIERTR)

RS TR B VA
OFATEOFFE FAITHEEMET DFERHD Attribution 23>
QFEITITAHDREN | BAZEEZRTFELHY, AL TEE - | KD 7R0D, JRIEA 3 D01
(E7 IR E) 7= hit-and-away %5 DD
OWETE Mk | AFNE L CLRM7eIEGIEY 7N Wz | SO Txbt. 2 P T &7t
BEORLA BT BB — 1SR CH ) FSi

OFE MBI, o

K2 TR (e Be s
12) SN D I RIEL ~V DFEITEIC

(reputation risk & ORI/ ANEHH.
T FRBS R FRaa [N

DR

Sar OF M

TXIHERE S8 2

LHEDORT T 4T LT il . ARL 2 E | EM O A% ENEEA LT, —
® AbF EIE B ) . i N \

BHE(T ) =~ ADMFF) R E B

(—HEFICLD)EETHOBRB LR | REOA 7713 R M 238 BUF 23 B RO
CEZEDE L

S A b [EBRERFr 2 i

D2 —H G

U7 RN E - TUDME R WGEH R G %
wH

(EFX 2T R BRIEO)H RE IR

0 FRIE 22— ar HIASKTATR | R E ) LWV 7B RN, A =X 2 U T DR CILHEAN Y A N — I AT > T
WADDERFET HEVI B TEDIL TN,
W, B FFAEZ ST, RESHICBO IS ORE £ TR SO EE (BH) LL W DR EOER (RF TRk
133 48) Tl attribution FIREIXI EIZ L D03 E I IZEAET 5.

12 = -
——

R ITH— AL TlE 5T,
Bk [2014] [2015]) DIRE—B L CHERML CXI2b O THL.
MO THTHRIE 1, TTCRE O It e BN | 2388 5 (p.6) .

B )T RERS

¥ 10%5 20184 11 H

SR TIE S B 351 D@ 7L, fEBIRARRZRERIL L TTIERS, AR—YR7 — L5 57, b LBHEMm D
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1.3 Attribution fREfZRD RO

20 ALK ETIE, lattribution RBEIZECIZIZMER TERWIEAD | LT 5 —FROHE LD
PABELL TR, 2000 SEARIC 01T DIRALR2 YA /N — BB A320T T, KIEZ UL ISEFTBUR,
TEE#Y—E R (OTT = Over—-The-Top) 122D, X T 0 XA 72 MW AMEE LSO NE
ELEFBEAUIAER, D7 EbRD 2 SORBHB A SNDETITE-> TN,

D Attribution Xl EHEN LWV o7 T XV E O TIEAeL, BEEROMICHEFRIIC
el T A ) =T DHE DT, spectrum, AWM sliding scale (AJ 2 R)) 7225 2 5
TTHD.

@ Fa— )W 9 2 T REK (silver bullet) X723, A>TV = AR & [FlkR
(2, HEEZRES ) DFE A E A TR OE R T2 | ZEITATRE Th D,

ZD I LB HAE - FER &L C Rid [2013] X Rid & Buchanan [2015] DOUT YR A,
%IBD Lee [2015] OOHRENBIRNREFHELTWLIEL) L LAILN > Th A —r T /Ei
~DOFEE (2010 4E) R0, L DRy b3 @ takedown (HEBAFHK) SV > 7= EEEO A K
EWattribution A FERITHER T HZLITTERWL, HIFHFFREOEMTHL I E B2 5
WDAHID 20 (beyond a reasonable doubt) F2EE IZAEBH 3 A2 EHEEL VS, [EFRBOE DB
FEOHTIRITIRFED (strong clues) IT7257 &V HIE D EENTZETHL® .

Z—uZ/ER, (Operation Aurora) I3, #H#E AN RILFIE D Elderwood 7 /LV— 73125 » T
TSN 7-—#E D APT = Advanced Persistent Threat WE IS Tm=v 7 X —AT, #hE
BT ARZEDH T Google N3] (2010 4 1 A 12 H) IZAFRKLT-.24KF, Internet Explorer
DVWTRAR TH-7MEga 1 (2009 400 9 H RS TV 235 (WD Zero—day
W) S, IOy KT BRERE SN2 AFI AL APT HIZEY Gmail DT B
VHMITIEAL, V=R a—RDONN—g B BRIV GBI TV Perforce HBIIEE 7.

— XAV RYLAR R 1, IRD I TSI TEY, TN T EMR FIETH D (McAfee
[2010]).1) BrBEXGIT, —RAMEHSIN TODFRIE IEBY L I EIRT e A—/Vinf LAY
Yhe Ayt —UMEL, 2) ZEENIIEI VT HE, BIEOTAMIGFESN, R~
LT 2 TG d 5, 3) 5223 @ Internet Explorer 73 Zero—day W #® JavaScript #4721
—RLTEEATT D, 9) BEOY— =BT EBITIEA TS TUREDND, 5) UK
ST KT MEIAER, BED C&C H— "—IZXELSND, 6) FEREL T, WEE DK
R DONE AR T —712f=2 AL, SCM (Software Configuration Management) >/ A7 L7 E %
HATLS.

Google |2 T 28X, 2009 4F 12 A 15 B DHESNDD, LRI LRMGSI T

(R

_— =

-
—

B (L 7FR07 Ty A —2EFH LT LML A YO —E AT DT, ZOIHIZMEENS.

16 bot % robot DT, —EDXAZRLUFE HENL T D7D T TV r—ar7 I 05890, vx 27458 T
botnet £ &z, /L7 =7 IELLEH 51T C&C (Command and Control) H— X—OE O FFICEESNAS (Vo) 3 B a—
AREDZ L.

T mEwmA2 e X 2 VT 4B S T Alperovitch D FEEIZL S (Alperovitch [2011]) .Clarke & Knake [2010] &[5

18 2012 AEFKITIXE B AR O Koh 2 TEZ MOV A S —B 8L BEHEOITHESED B, RIEEENSEIFOFRRO FT,
HDENTHE OO LD FTIT2585 A bR Th 5 ) Lk ~7= (Koh [2012]) .
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B SE—EE. I 3t
A A REEOREH Tl D RO TEIL Y - £ T A2 #iC

Wb D BB IFRIED 7259, D7t 20 O RBEAERLELIZL D THDHZLE IV
L, DREINTREEIL TODPEOF RSB OB E DS, KEOEPITIREICER SN T
WDINEINERD T | LS T2 HiB DR B D.

20101 A 4 BTy 7 -RT OEEHTFLRS C&C H— =0T A7 X7 SHUTERRIX
TL, 2010 42 3 A 22 H Google IZH[EAR TR T3y MR —E 2B HEEL, B
b, PENSDT 7 BAZONTIL Google FHHDHAMIBRE T DT 2 LN LIZ.ZO
PR EBUR, FRic7V b BB R BT PEBUMIMEN 2L LRk T5H52LT,
Google Z[HHEANZ L TV=Y DD Google DIT AL, HONEDORIET 78 A%% 11k
(A4 457 A A0 CFAA (Computer Fraud and Abuse Act of 1984) (Z1&R 28 23D
2, ANERITFBEOERZRST, FERFFROEES TN |

— 1, YAN—KED LB | E72o>TND, By by NOBEJRIERIIA 5 il T DI
TWDD, FHTCHERRHBEOL DX 20144 11 AT AENT2ARy bRy NCé 5 Dridex/Bugat
(LU FHLZ Dridex) (Zx8 95, KA/ [E BRI [FIVER T 5 Dridex (X4 RRERI A1) TheA D
ARE <N 27T, e A—/VOUFERZBEL TIANY, i\ DORRGEAE B> Tke 4 vl hE
(29 5. /O A B LS SR A N 2 T2 &d, BREENT 27 [, AFVATIL 30 (ER
JVER, 7 AUF T 10 BRAVOBEENRAECTEV).

Dridex 1%, FDEBNIIREZIED 7= Gameover Zeus ZRB L TT U F AL AR TR~
Dtz 58, peer—to—peer D C&C W — N —EEE D728 LTz, BRIZIZR
Hol=. UL, Fka LT HEER R 12X, 2015 4 10 A 2iX C&C H— " —0DE5%
TR — LT AR L LAY =T ERETAICIZESL T, (IEENR
Y RDP=HA XTI 2 D2—FIZTROLNTND? B K E T, OB T E AT
DR EGZ T bR, RRICEEB L EMEE EALNDE/ARANEHEED Andrey
Ghinkul Z RN ET 72 A2 EEEOIETIHIEL, 2016 4 2 AIZF 7 mATEL TV,

1.4 ZO®BDOER

FlEfeE kENL, WRZER (2B a—4-"\U—, N8, T&H) 27 /Eika kL,
HE NERRGCED 5 4 ORI AL FFL, Sony Pictures Entertainment ~MD4A /3 — &8 |
ALFREED B G- L 72 AR L. 2D DOATEI DGR, A3~ BTk (2015 4 9 H)IZ
BOTHEZFITRMEMBE SO A=K 8 %) Fhi 3 g3 ORI AR TEls

9 KRB OO U REE Y, ZORMEE Hes REEEMO AL RA0TIIZLS, RO B Bt % 5T M2 —Fy
FOFERFTER~OHREE, &R7-H0LHERISND.

20 PJ o Operation Aurora (ZEH9-%50u0 %, Huang [2014] pp. 1247-1249, Center for Cyber & Homeland Security [2016] pp
13-15, MacFee [2010] ¥ #iER2E105D

A NT 2 TINIED C&C Y — 3=~ DNS VI T AN EL, FRRY—/3—D IP TRVATIIRS, AET RLAIHEE TS
TET, AT xT L CRC N — LDl ERI T HI L.

2 DL Eo Dridex (B89 25iRIE, Lo R~A2a-tX 2T (-7 12 [2014], Center for Cyber & Homeland Security [2016] pp.
13-15 %0, FrimiEREICkD.

HREX= U7 s RERY 8105 20184 11 A



OB HI
YA N—BBEDOWEE ThH D REEEDHFIFERITLE Z F THHED © AR Z I

T, KFROZEDY BIZ72o 7o EOFHIbHS” . LnL, ZOIH kI, KE DO K7etA /3
—TRENBZEHEL THIO THBRICRST2H O THY, hodg E BRI geL X E b/
V(AR [2017a], AFE 5.4 DXFE 9. BLOE 8 BHLEMR).

HBUZARSE 9 A 20 AIZIEERINT-KIE D Natinal Cyber Strategy® ([ZBWTIL, A ¥ —F%
MICKENELHLIZEW) HAELHIEICE DX, "an open, interoperable, reliable and
secure Internet’ ZAEFRFL, MEAD B, SiwOHH, TSGR, 7T/ — |REDT A
VA EIE A SF S 72012, SEEICSL DL DRNEREREZL TS (p.2) bokh, ZOHMKIT
cybersecurity strategy Cld72< cyber strategy 72D CTHIFHNIAL, B ERIKN G 5.
ZZTITHBHED Tt KL T, 7 AN —F ey T -HE- AT JbalfiEr 4 ELL
To AR =B IEEE R OB C, Bl T, A F o — 2Rl et 2 T
DRELRR?, HIF M PEDIRFE AR EL ORI AU R /2 L2 imFH L T D,

1.5 Hack Back %

1.3 DFEATEIOO S, B RATFEIZOWTL, 4%bESE R ChtldbnstBbins” .
%7~ Operation Aurora XD LI 72— EICIARPIFERICEIL T, ZOH% bk L TV
HERDHND Black Hat OFAEICLIVTEHR X2V T 4IRS S 36 % (EMEIIE,
frequently 13% &, once 23% DFN)N, FIEAY72/ %7 (Retaliatory Hacking) Z4772> T\
LHIEBELNTNANHTHDL™ .

72720, TAE R e~ 7 ORI B T, <O 3CHkA [ Hack Back 1314/
PSS TR | &R ~TIsY, F 447 Hack Back Debate T BIREZRfE fwA3 H CU 2 &
B RAUE, EORREDFIEOXHURILT LS TIERW. E R ORI E LB I,
PO TUXRDBDVLAE A B LT FBED, Y7 NI =7 <3y r— U THIRBIZAR D72 E O ZE k)
ETHIELHDT .

ZZ T Hack Back Debate (Z2WTC, FHFATELTIBII. 24T 2012 412 Baker (NSA 5,
Steptoe & Johnson M/ —kF—), Kerr (GTFIED, H George Washington KZ#%), Volokh
(UCLA ##%, Volokh Conspiracy DEIFRE) DB TARHOINTZAV) 7727 a7 (Steptoe
Cyberblog [2012]) Td»%.Baker %} Kerr, Volokh %t Kerr ¢ 2 ¥l &72-5CHY, Baker 231
TN 2 ADRRERZE L LT, Volokh 3 Law & Technology MELFHZE LT, 412 hack back
B FRET DN D Kerr (IZHRER L7273, Kerr 2MEBE 7255 7k am C ISP~ 721 O 72 H]

B ZOFMBEAL T, 1B [2015] 2222 .IOGEO%, FENPINETHFESFEZ I TErs TIZRFHL 2 Eak

RONDIEFFHI T DIMENHH—7C, HEIRITR B L EE HH TS,

2 https://www.whitehouse.gov/wp.../09/National-Cyber—Strategy.pdf

% Lefi sy B O -OX, Harrington [2014] pp. 35-36 Z&MR.7272L Rowe et al. [2011] 2RI DI, 1EHAE T 412

BT ZATIRNAE T DHNT D72 NI THD.

% Boose [2012] DFLHAIICT, Harrington [2014] % Jasper [2017] HZAUTKIL TS FI- RAFEIZLD ACD OFHAIIE, £
B ESIN TS (Glosson [2015] 7 a5 [R) .

2T Center for Cyber & Homeland Security [2016] 1Z1%, $R4T1611TY 7 F3BAZE &40 passive defense DFAPHNNE FE-T-FlDFET&
TS (p.24).
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B SE—EE. I 3t
A A REEOREH Tl D RO TEIL Y - £ T A2 #iC

Ru2T5

ZLTH DN GO 5, 7154 CCIPS (Computer Crime & Intellectual Property
Section) (Z&D, RO LA MR DL LHERS D™ .

‘Although it may be tempting to do so (if the attack is ongoing), the company should not
take any offensive measures on its own, such as “hacking back” into the attacker’s
computer———even if such measures in theory be characterized as “defensive”. Doing so may
be illegal, regardless of the motive. Further, as most attacks are launched from
compromised systems of unwitting third parties, “hacking back” can damage the system of

another innocent party’ .

1.6 HAN\—[FHHDOEE

2010 EARPIEEDBBLFERA T OVTE 72 ACD 1, IFEICE - TR X ITEEL 2 2h 5T
RADIEEL, TOREZLTO 3 RITERTELEEZ TV,

O BUNIMT8E 2R EL R I BZINZ D | ZEEBEL TN, IREIZIHEENE
UCh RHNCEET L HDOVITREFL, TR EE Lb A7 U MERE A L Tl
RO 5 | ZEZHE SN D55 (counterattack 7> neutralization &5V M mitigation
~),

@ attribution OEED EFUTIGUTEIL, BANLLIREEICHITDILAREETT V)
ZIBRL TV, A4 TIEMRIZETE 2R E TERITH, XYM —IHLWNIIT AT

LIS EE JIZL, [ —SHDWEE— 7 =TI LD BB DO EFRIER S WFEL DU,
TOWEEZRETH|ZE% attribution EHEZXDFEEEICTE(LL TWD (FATH DRFEND
IBAER R — BB E K O FFE ),

@ ZIUTHANR—FHRORURICHONT, WERH R TH CTh o558 & (R 01T
f#i =use of force <°HJI 1k =deterrence 72&") B EEILT, M H O &S FIEEZ AL HFD
ETDENE LR HIENTEL.TZEL, ZORRICHW BT Ty — N CTh ORI
ha v, EREBZ DT LVEEAE LI LTS,

EFE O O#FRIT, TACD (Ti3 hack back &5 7220 | &V RUZBIL TR, 1 FIE L Ofafab
—HLTWHILITEST, fifhsitde A9 . Hack Back 13EF U7 14 \EJ’“C &L Ebis
FHFETT, 2003 E23HH LV (Harrington [2014] p.3 [4]), #aR@ Center for Cyber &
Homeland Security [2016] (23T AEFE T, offensive TIHHEL T active defense 235544
HZELIRY, FOE O TS Hoffman & Levite [2017] HZ DA REEL TWD. KA IC
KE DO HFET active defense & 1%, “the employment of limited offensive action and
counterattacks to deny a contested area or position to the enemy’ % T&HAND, T EITE

B Z 3 Kerr 285 HHL72H, 07223, Bi4T0D Prosecuting Computer Crime Manual (ZH 4L [F]l—DEHNHD.
htpps://.justice.gov/criminal-ccips/ccips—documents—and-reports
2 US DOD Joint Publication 1-02, DOD Dictionary of Military and Associated Terms 2 (2012)
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STEREBHTHILITRD.

F7- @ 1%, ZL<DOFENY attribution 2RV IAFRICHIRL WAL, EDNENO B2
HOTIEZ e spectrum 72T ARG EGFAEL THWA.ARETYH, ZOHEEY @ OFEWRTHWS
ZEIZLN.

L7 FAROBRERRETE

AREIL, LRRoOEmORBRMAREZ T, DMRENCIITD TFEMmI 3 S — Bt 2 B4R kL
JOLT LD THL. oL, HEEZDRE ) EREEORIKI G- T, BETONHL A2 LU T O
PHIZIRE TS 2245720,

O HBARDOEHENT, AARETESWTTRIFERICREL, EBREDZEHIERS .2
IT— R, EBEORNALZ =Ry MIOWTHLERMRESIKZEIZE-T, 2B EiE
DL OB LAV L LR, EEREO B CORmI 0T LHHELL
TWDHEIEE 2720 (Tallinn Manual 2.0 = Schmitt [2017] (28 Ch, HEHHEDIR S
HZOW TR O RN H D) DT, 1@ 7 a2 HZ LI k> Timm O B i kA
X5 D EHRL T2 & 720

@ HARBUENFEERERSTEMT 2O TIEARLS, REMEENERERDFEICRE T 5.
ZHUF EREDO IR R AR D Z LWL TH D T22L, BRI ETIIHREFICA
WY .

® T NVELTULKENCBT DI AN—HBOYPHE THLRMEZHED B /R 12T
DN T 2 K ENIZZLOER LR OE RN H LT, LE~OBFIZ5| =
TIZEL TWDNHTHDL AKBRLEEREGS T RETHLN, SFEIEHELDSI
DEAGIRN

@ HAOBUTIEZFHRICL, ZHICHKKROBEIEZNZ 5521 S 3503 —I1CH
THIERIAEDHY S % from scratch Tikiam 3 DI EZHFRILH DD, A/ —HB
EMEL - TR0 TEY, 541 10T (Internet of Things) <2 Al (Artificial Intelligence)
Ry bOBIGIZE ST, HHEMEIEFICHRIFRA TEINLOT, KT
incremental approach #5812 L72% .

O ZTHBENL T, ERELEREICER T A0 BHOMRENDERIIA S NS,

3 EBEECII B AHEOERITEA TWALO 0, [EEO B iR REEEICEH T2 L38O LTV L (Garrie &
Reveves [2016] p.1831), FAME3ED countermeasures (Fifam T HSFL TR (Jasper [2017] p.178) DT, ZO L7 IERITR
LeEFRVbDELE X DD,

2 EBEITRE SO U TR S, - BB LWV FREZR TENIEIZRDO T, ZOMHNOHEMNIEICKRSZ &I —
EOGEMERHDLEB ZDND.

B RKIR DAL TV = AREB E O I TR AN REDL LRV, AR TR 5. 2B LSS MEIE,
M) [2016] 2B RS2V,

M ORI E RO, R [2016b] FLOY Ak )1 [2016] ZZFRFEV L.

B Z IO EAED F3E Th 5 paradigm—shift approach LIFTER % THS (bk [2017] ).
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2 Active Cyber Defense = ACD & B A% (Self-Help)

2.1 ACD #®%Z®OHI% :NRC [2009] & Kesan D &ilik

20 HEAC RS AN —HEBENRGUL LT=Z 805, ACD O A REVEICES 3 Dikam & LD A
F72.1998 4E|Z Electronic Disturbance Theater EVHEER 32 22 DY AT DoS B
ZAEENT TR I, NI R Thi e BENRIEL72.1999 42 WTO (World  Trade
Organization) DY —/N—Z7KARL TV /= Conxion #H:1Z%9% DoS HEIZEIL Ti, FRIFEMN
Electrohippies #4427 NV —7 DiEFELZEXIED T, A—/VIRHE B B)iRE T 52 THF
B — X —7% [E 7~ (Kesan & Majuca [2009]) .

UL, FROFELRROMRFHAIFEEDRH LD Y IR T, BUFEETL~LT ACD O
AIHEME AR BT L7=DIX, National Research Council PNIZEX E X417~ Committee on Offensive
Information Warfare 23 H U725 (LLF, NRC [2009]) 23, Fx g TRVt b s 7203,
BEFEENTEGIR I ZERL TOLKEOH T, ZOWMEFRIIER L LRIEL B3t 5L
L7cbDTHY, AR ORMEE#REHEZ 26D THDS.

[HF 2 R L% Tl ay, RIS e O & L Tobr L7z BRGS0,
Kesan & Majuca [2009] T&A). ZAUTNEERRFE 71O FIEMICHW, 1) FlFEFEBICHFRFT
%, 2) BEFHNHIFFT D, 3) BIIRKFIHEZAD, O 3 DOBREN, EOLH7e 5720
il ChdN %, BFET VORI LHALNICLIEL D THD.

ZORETIE, H ORENRBEERDDIT, 1) KBIARNAEELE DR EOTNE =H D
BERMEE EEY, 2) EEHROSE = F TIIaK BB HE 2RO B35 2R MV RIS
@<, 3) HEEFFECRFEFDICLDBFE NI E FEE N 6, O 3 BEMNmS
TG ETEET DL, Uit a) WBEOI B 2—F AT NIRYRBEL 52 T
7257, b) GETHAINZRTELNAWT, o) i TEOIME X MBELROH —#I
B2 TR EISHL CTRFEEMEZAD, EWVIRMFEIZEN (pp. 10-11, pp. 40-41).

DX NEERE T | OO TH-T=DIZX LT, Kesan & Hayes [2012] 1%, fiEOE
FOFLELTHEINTHOT, ACD & 1) RAZRAT D, 2) RAFELZBINTD, 3) &
HFEORPLTBZHET D, DIEROMAGHOETHHEL TS 20 LT, [EHEEDTHIE )
(deterrence) ZEEZ T DT AH7-8121Z, retributive (A1) 72t D TlE7e<, mitigative (5
o) 7ot L BN B E LN EFIRL TN,

Kesan OWEVEITRMRIZE A CTWDD, ZORIZKERY 7 M EEBHE SN0 D, W
AN—IEEMN Lo & ZAD TN HE L - RZMEL T o 7o T, 2 HAIE O m CIXRF RIS
SERNTIRE, Z0%OMERE D RERZ RO -T2 I B b s .

6 7085, ZOIEDNTHKIEZ O TFT72% Harrington [2014] 3BV, HFH7RBLEE I H/N—LTWAD T, R EIFITL Tt
T BB\ TIRD IR,
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2.2 Huang [2014] IZ&|T5EHR

Rty 5 X —BhE ) (ACD) %, A4 O R E IR THEE L IZ R 9O AT, B
%5< Huang [2014] TZ@%O” ARDIHTE, LT D 4 UKD HLH LB b ) 1EFE
SUL HEIRGR & SLTERR 1 2 0 Skim e LT U Cud, 2) attack %f counterattack &VV) 56

A HERFL TR0, %@F"ﬁ@ﬁ LA o) = NFEEHRLTWD, 3) ZAUIEATAZe I IS
AL RS LA :ﬁé‘ﬁALTb\é EEFFEL TG, 4) fEREL TEATEHEMFE UM 530
DHNENOFIRITH DAY, W EARAICE ZETTE D00 PBERIZZR>TND™ |

WDRIEEE DI B EHIRO DI, BUEDIERI ST DM THHI IRDELDN, £ DR
AR LTS (Huang [2014] p. 1247) . “The end result is that the overall structure of
U.S. hacking law does little to deter criminals and foreign government, but leaves U.S.

corporations overly cautious and unwilling to publicly respond in kind.’

2.3 Lee[2015] IZHB+5EHR

Lee [2015] Oz=—r XX, Defense & Offense I discrete IZXAINALDTITARL, D
[HZ active defense EVNGHTEI MFAETHZEAASL, [EIRFIZZUSA sliding scale LT
FELCNDZ LA R LT RIZDHEEDID. ET-[FIFFIZ intelligence ZJSNHH &L, 3XTD
FRORNZT —X% 7 7 F ¥ LD tX 2T A OFERDP MBI Z LI TNIZZELE
ETHDY .

Bk, INBOFEAELAIZEEFITTODR, T TIEAEOEIKIZEY EFOL A
B R TERR (RIATUIEZUENE V) LTAHRDE, MK 2 OXHITRD.ZDEIIT Lee
[2015] 1%, ACD ZHEELPIHO FRIZHY, HifiHICZ LT b DL X o i TIHRLS R
WIDF L THOTD, B2 B HLHAN AT 25 60T ACD OWNEZ LI aHTL, i
ENDOBEENERETT 20D TIIRh 7.

X|F 2 The Sliding Scale

LAY R
Offense Legal countermeasures and self-defense actions against an adversary
Intelligence Collecting data, exploiting it into information, and producing intelligence

3 [EIL George Washington University D4efT-24% CTéhD Kerr 13, Huang XV 10 FIFE AL CTOREEZIRETHER, EH5
MEE ZALEEARREEE THDHDIZRTL T, Huang IZHIGDNIHEER) TH D (Kerr [2005] [2016] 7eE B M) Zpds A/ —EF 2
VT 4 BAEO Tl ROEELE)RIL, * a remarkably bad idea that would harm the national interest’ 72&4 % Lewis [2013] T&
A9,

B IROFLIRD, ZNHORHEE B D fEERIZIR =TV 1%, This Note uses the term “counterattack” to encompass any unauthorized
access by victims against their attackers, which other authors have described using the term“hackback”or“counterstrike”. This
Note also uses“self-help”to describe the legal privilege to engage in counterattacks. In addition, this Note’s use of the term
“counterattack”includes read—only access and other activities involving little or no harm. (Huang [2014] p. 1264 & 105)

¥ $%FITS H T, security-by—design SV Z HZENTE LS.
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The process of analysts monitoring for, responding to, and learning from adversaries
Active Defense
internal to the network

Systems added to the architecture to provide reliable defense or insight against threats
Passive Defense
without consistent human interaction

Architecture The planning, establishing, and upkeep of systems with security in mind
(Source) Lee [2015] p.2.JF 31T EFEDFEEA LA AITEEZSITTODLR, AR TIIFEOEKICIY ETo
VAVREIE I 2 TR (RIATIRE RUE R )

2.4 Center for Cyber & Homeland Security [2016] (21T 5%

Lee [2015] 2B Dikima SOITHEBAL LD, Center for Cyber & Homeland Security
[2016] THZ" .ZOVR—ME, $AN—B RPN - EHAEL 7D T 7 AT T 4 — L D
FOR BRI TIPS EN T, FREUFERMOWTNTE T TR EEROA L 7T%
SFOENRVWOTE RIBIHAN R AR THHEZA, ZHLT- HINZE BT DA+ C
HHELT, KFEGEM i - RIEEEICKTL TH &2 3 _&E O BRR AR S L b

ZORENIZIGITOT D TRETHLL W T 508, EARIZIR>THDDIILLTFD 25D
X THH. FTXE 3 1288 TiZ, Offence & Defense @Fﬁml Active Defense &V ) iEI 235
HIEERERL, MEZEOAL L ZANVOBV T LA = N5 T A>T aTE Nz 5.%
DB, ACD ZFETHANEAN DML T, fll 2 DEATOMITAE RS 270>, EORREDOZIEIZH
DI T, MPFBLL TORELEEMEARFILEIOELTWNDY .

X% 3 Active Defense (The Gray Zone)and Technological Definition

Impact and Technological Definition
Measures
Risk
Offensive Cyber Hacking back/Operations intended to disrupt or destroy external

networks or information without authorization, etc.

Active Rescue Missions to | The use of hacking tools to infiltrate the computer networks of an
Defense with | Recover Assets adversary who has stolen information in an attempt to isolate the
higher degree to which that information is compromised and ultimately
impact/ risk recover it. Rarely successful.

and White—hat The legally authorized use of malware to encrypt files on a third
requires Ransomware party’ s computer system that contain stolen information in transit to a

0 fiiZ Craig, Shackelford & Hiller [2015] &, G8%& & ATKED YA\ —1Efl & i3 5L L2, ACD MG OMEREZHH A
(ZHELL QD RDSBIRIZR . LN DR > TODEBVDIH LD T, ZZTIEERALah o7z,

4l Center for Cyber & Homeland Security [2016] Foreword and Acknowledgements, Executive Summary fcﬁ&‘?%”ﬁ

2 EBHE OMEOTDIZIE, RIREMIRT REDGLIRNAS, #E - R S E O ZE O &R LB B BE L TDHOD T,

Bz CHeRE @ii&bﬂ\5_&@Jn%ﬁﬁb\f_u\
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close
government

cooperation

malicious actor’s system. Public—private partners then inform affected
third parties that they have been compromised and are in possession of
stolen property, which must return in order to regain access to their

files.

Coordinated
Sanctions R
Indictment & Trade

Remedies

Coordinated action between the private sector and the government to
impose costs on known malicious cyber actors by freezing their
bringing legal charges against them,

assets, and enforcing punitive

trade policies that target actors or their state sponsors.

Botnet Takedowns

Technical actions that identify and disconnect a significant number of

malware—infected computers from the command and control

infrastructure of a network of compromised computers.

Intelligence
Gathering in Deep

Web/ Dark Net

The use of human intelligence techniques such as covert observation,
impersonation, and misrepresentation of assets in areas of the
Internet that typically attract malicious cyber actors in order to gain
and capabilities.

intelligence on hacker motives, activities,

Beacons: Provide

information on

external networks

Pieces of software or links that have been hidden in files and, when
removed from a system without authorization, can establish a
connection with and send information to a defender with details on the

structure and location of the foreign computer systems in traverses.

Active

Defense with
lower

impact/ risk

Beacons: Notify | Pieces of software or links that have been hidden in files and send an
owner in case of | alert to defenders if an unauthorized user attempt to remove the file
theft from its home network.

Rapidly enacted procedures and technical measures that detect and
Hunting surgically evict adversaries that are present in a defender’s network

after having already evaded passive defenses.

Preventing adversaries from being able to reliably access legitimate
Denial and

information by mixing it with false information to sow doubt and create
Deception

confusion among malicious actors.

Technical tools that respectively slow hackers to a halt at a network’s
Tarpits ,

perimeter, test the legitimacy of untrusted code in isolated operating
Sandboxes &

systems, and attract hackers to decoy, segmented servers where
Honeypots

they can be monitored to gather intelligence on hacker behavior.

Information Sharing

The sharing of actionable cyber threat indicators, mitigation tools,
and resilience strategies between defenders to improve widespread

situational awareness and defensive capabilities.

Passive Defense

Basic security controls, firewalls, antivirus, patch management,

HRtrx=2U T4

BORE 410 5
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scanning and monitoring, etc.

(Source) Center for Cyber & Homeland Security [2016] pp.10-11.J5 301X 2 BIZ55h v, RO FEE AR
EBIJTTODLN, AR CIEmRERA L B, 2UEOEKIZED ETOLAPHEEICE 2 TRR (RIZTAUATE

FUEE )

EHIZHE 4 IZB W TS, ACD DEDFIEPKEBEDOL DEFETHZN THLNEIHTL TS,
— AN T BB D FI BB TIERUE DRI FUR D IS, WEOTHALLEBIZRE D=
HLFEPLETHHY, AR THLEMESND. ZDOTRE LY, FUEDRWSHFED
BB D EEPE (BB O preparation Befi) TH N2 — ADVRIES TN,

LA DS HTIZEIL T, Center for Cyber & Homeland Security [2016] 1% H SHDN3GE2IRD
JOUTERIL TS (p.9).

‘Active defense is a term that captures a spectrum of proactive cybersecurity measures that
fall between traditional passive defense and offense. These activities fall into two general
categories, the first covering technical interactions between a defender and an attacker. The
second category of active defense includes those operations that enable defenders to collect
intelligence on threat actors and indicators on the Internet, as well as other policy tools (e.g.
sanctions, indictments, trade remedies) that can modify the behavior of malicious actors.
The term active defense is not synonymous with “hacking back” and the two should not be

used interchangeably.’

13
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XZ 4 ACD & Attack OxfIiEIF%

Active Cyber Defense Attack Stage

Higher Rescue Mission to Recover Assets Preparation
Impact/Risk, White—hat Ransomware Reconnaissance
Requires  Close | Coordinated Sanctions, Indictment Malware Creation &
Government & Trade Remedies Weaponization
Cooperation .

Botnet Takedowns Decision to Target a
f Victim

Intelligence  Gathering in  Deep Intrusion

Web/Dark Net

Beacons: Provide Information on Delivery

External Networks

Beacons: Notify Owner in Case of Gain a Foothold

Theft

Hunting Breach

Denial & Deception Establish Command &

Control

l Tarpits, Sandboxes & Honeypots Expansion &
Lower Preparation
Impact/Risk Information Sharing Action on Objective

(Source) Center for Cyber & Homeland Security [2016] (28175 X 4 %, ACD OZUEDEKLY | FICEXE L
ZEITESTIELE.

2.5 Hoffman & Levite [2017] IZHI+5&H

RIS L IZAFR ST Hoffman & Levite [2017] 1%, BLTF O 5 sli W CEATHF
FeaAHTRL, BT AR AT 2 DL L TIER S .
D Active Measures 7>5 hack back ZfR<ED B ITE2 KL T\ D,
@ WHT ACD OFIFERRLSITEFERML, [HRIEFESDDRIZT TR, tamfEk~0
IR (FMEBRRG - N b B L TUVD,
® T ACD @ Code of Conduct (CoC) ZHER=1L TUW5,
@ frBr=ttoise UAZ 50, HHRT 78X, A2 T4 7B ITHIFFL TV,

B ZOFED FITHEFEMBOLDOTHL RBRIO R FELT, EEMLT#E OV A
(http://www.itresearchart.biz/?p=1144) |2, {8 EHNBHD.
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® ENEOBEAYELL R, EEE EO#ERICE SR’ DD,
Z0H9b @ BNELEHINADT, LLFICFORFEEZS| AT A0, 156 H FOATF
OB THTRL L.

XZ 5 EMizksd ACD OF|EE %k

Criteria Advantages Risks
TR OIER | BIEREBE THL, RETHEZREE | AMZT—0, WREOFEIZFE-TL
LEB L, BEEEFD FIWRHR
B OYER WREF P DTEN SRR, 7> | Attribution ZFHiEX HZERE T, TFED
LR DEZT, VO, EDINTFETT DD | E=F DAL 2—FRFXy M —71TMH

i ZHMENR DD FEIIREE 5 2 DGR

| BB IR E L | BB L RERAE ST, FHEENHD | ACD ITx L THEBRE BBRL CE Y

/‘: RO ION WEEITH ORI EL, HHVET | &, WHENTAIL — N DfiER

IV IS5 EDRE
MIEZh R E R | WAL, 7 —XOMAZYEL, | SR T — 2 ICH B RET FEN
FE WEROEE-MEEAE2mDLILT, | #<, BUAM IR R G i

JER DB EE TR O K (B | & EORHEENE
|Z attribution 23 CEZHFA
BHRERBOHEA | BERNR, TNENDOIEBERICTIL | ZNUENDITHN, MEEMIZLND,
FISELTEEMBE | C, Y —ALARMEMTEIC/RD.F, | WBEFEOKBERELLIZH MDD AR
an FTARTEBUFIIKAF T DHEDET N - | HD.E72 cloud X ToT O KT, FHHER
= NP —RE[EBRECES BNLOEEL <D

B A RONE | W DREOR LITEOSMEEGT | HROBHE 0% % RIS ET S

?)g b BEEALRAT | 5. 2NENE LT HILET, BFalT o | [aptEiee, EEBAKICRDST, &:

Lol PEEDNETD Ao B =R MEG R ET D

;; 2o 4 | S0 % @ SCP (Situational Crime | SCP % CH %, HE&AEATL, FMEORK

D) &I

Prevention) M X512, Cyber Hygiene %

HEHETXD

FEIZNDDTHD

(Source) Hoffman & Levite [2017] p.6 @ Table 112, FLZE A% pp. 6-8 DILRZEEN.

ZORITEBNCRSEEESTNDR, I~ U7 Ok RIZRB T2 RME O B k4 €

FIUZLTNAT=Z87), Thack back X ACD IZEENRW I EDOH HFDIEF

203359,

BIER DT (K3 3. & 4.) LE#RLS5 Figure 1~3 (p.9 331 pp.20~21) I2BW T, %HiF
E¥ DT hack back 25D TLESTNAY . 2D A D5 Tlddd0, ZOE4FIEA

321 Figure 1 23EICB RSN, Levite 2 Center for Cyber & Homeland Security D70 = 7N TR LIZZEMND, KFE 3 D
LENAY N TET-LH TS (Hoffman & Levite [2017] Figure 1 @ Note) .
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i L TENTZENTERNARDOYIC B @~ODHE 5%, ISP DIRE| & Dl (R ik
D 6P TiEamL L0 .

2.6 RDFEEHESMNE

VL E&BET 512, 2O B OmF5EE L T Center for Cyber & Homeland Security [2016] 1%
LT O RICB W T O R LB EN TODEEbis" .
INETOHmMDOEMELERELIEDN DD,

BIRE ~DOET V7 IO HNT=DT, EMENIFFCED,
TIAN =12 ED NHEITHELEL TWHDY
FAAZe st i R BT B A A, FEHINAZ2b 0 (IR, HIFHIC attribution 23
ELTZOAERRE) L E ENTBYVEENTHS,
® b7V T ANV EMHIZREL T, REICEZDZETTEROD, HDHFREOH
FEMEZRLTND,

© HEARNHEZIRIET 2720 OB HmAEHIEZ b it TD.

FITRETIE, ZOREZONEE, DRVEICDI> TR T2ZLIILIEWR, £
DRI ELES B R (2, TAUTRETDFE) DA 2 —Ry Mo R TH D) &
VIO RTOIZARN TR E720. 2O ST OWTCKETIE, 1) B ROV TR Y E O 5
HDHIENSE, 2) T—FT 7T % THERT XL ETH51<°, 3) ISP (Internet Service Provider) IZ
HEAADELONREYE LT DMRLE, BLE 3O HS.

Zo5H D) E, KROTFBEZDOLDOTHY, 2) 1F, Lessig [1999b] (Z¥ia T D2 —R73
ETHD ) EVIRNLOIE R EICHY, BB Lee [2015] MEMLIZT —F7 2 F v D EM
(FLFEIZIX security—by—design DFAR) HZIUITH DL OB bIAY 13) 1%, —RL7=ED
A H RIE OFEIZRZ D03, EDIE 2 D2—H D H SR % ISP I fEL TRITSE X
IETHHLDOTHS.

L7z TARRTIE, 1D IZBL TIZACD IZB$ DRV LAt Oiam O H OBERT CTHAITL, 3)
WZBILTIIMNZ O B (6.3) ELTHEY EIF7200.2) IThli -\ E AN, 207 —< |2
Firtel, T4 2=y NI B S BRO BRI EICZNRDRET, A=W KR
DOREIZFISMETIZ | LD AN— B REIRE, YA/ —22[ITh E 22 OED B H S5
NRET, M IZZETRD LN FEZEME DO —TLIROM F i FHBE ZIAENNRZRND T,

@@@@

5 @IV T lhack back 138 FESROWT THENZ A DA ZEARB TR LN, BLENRLDOTET —HI2L5b
BT RNOT, KFLEL T B ORGEA R X2 H720.

O MICH L2 TIEELT, By —R~—T U DBR LT Cyber Kill Chain 232573, RRCEH N2 CERA IS 7-.20 T
1EDS B ARSI~ OB O /T T RE72 2 22 R LT, 1T [2016)22 1R,

{0k, 20 Task Force D 4 ADF:[FFERED | A TéHD Nuala O’ connor 23 [ Additional View ] ZHsfTE £ L THBL TS
BRRIT/2D73, additional 788 0D ThY 4G 3 H ARIC ﬁﬁrﬁtﬂ%@f REDER 3 & i T 50N EENE Bbis.

18 F G5 LOIRIRANAR 2 AME M 20385 THELRE F 11238V T, spam mail X DDoS DL 1EDDIEDY, Digital Rights
Management <°, Z DX RIZH5 fair use b B JRF 725 (Smith [2005]) 23, AF TIXEZETHIEZ AT A LN TEA.

Y b ETHIE (BW) [2017] 728, T—F% 7 7F v EMRLZEE S H QD

0 ZOWRNE, A—AX—T Vo7 DIE D] (Easterbrook [1996]) L7 DT A3 —1k | (Lessig [1999a]) fi 4 T b.
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A OFE—ER, B
YA N—KBOYWEL TH D REMCEOMIITRRIZE Z £ TRED : H KR A dlic

ZZ TR TREV .

ROYIC, ZhbOigmz BB L 72 Kerr [2005] 723, VJY@J:%@?EE#&%?ET%%L@%O)
T, FNCESTHHEDEMmAENIL TB IR AT 7 —07 ey — 13 a 20725
LN, TNHICWEICKAFTHEELWERN IR RDHIENH D kﬁki
‘incorporating assumptions from the physical world breaks down when applied to the Internet’
THHEREITFED, ‘a physical description of the Internet differs dramatically from a virtual
description of Internet applications’ TIZdHDHD D, 723 H &% ‘any effective model for
deterring computer crime must be rooted in the former rather than the latter’ &FFEL TUWA.

CHUTHERmEL TUIRHE$ & T, FINFEOLE TIIE R T Dima 05 s b
o LEFIIHBROLIY, AL ERLIZA R OBEERIOEENT, [ HH TER0
T HROFFHEICBLE L7 T BIE | 2B T & THD, LONGEE > TWD. LML, 20
AT H120T 1 foAREF (K [2017D)1ZE 7200, ARG TIEL ACD ICERES DY
D128, E0o 2 TN O EIRAFRO TUL T Ofia D TNIH™ .

3 RETO®E:JLA-J—VIZRITAS

3.1 Center for Cyber & Homeland Security [2016] D#IE

ZOMEFEL, PO LTS ORI NOID NS TND AKRD, ZONEFAZIES Th
TLOMERITE T DL b, FEREFEOBBIT LI RoTHL. LnLlEZEDZ L
DRTINT, ZOMEHILX T LA ) =3 T AL ZETHAHITHL DL T, ACD NEZFE
TEMICTIRESNDINI R B AR THL. ETARTIE, IBFEZSIZLT, ETRE2
B, ZOB%ICRIE NIRRT L5,
TS L, BT 15 DITENERNORD, TTBUFICH 2600 9 i ¥4 5, Ea
IR 20 DL R T HHDONF 3 725 TWD.LLT, ZDNRIZHIZ B THIER
\ZEDFRN 5 JRSCEARE, 16 2R ZBmE CRRT D) RBRERIIS NG I Z2EHT 5
729, R E R COTRGER N2> TN R3S D%, TOI THREWZIZET-0.

3.2 {THUFICXY BIRE

(1) ®1EE DONIZEMBEMITOHARTIA L ZREL, BATIEICBWL TV 5 ACD
DMEIR EZFENDONZAMEICL, JFE 4% ACD MEEH F OT —HR0U AT LD

U FIIKEOFERRL, THA/3—15] &) virtual place ZEHRIZLIZ#RR THY, FRTHLHHAE T OITIRA T MEWIE LD
BT CTHD IEE L, ZORPEROEELER O TODD TITZR DLV EERZ MR TEROR, ZELmE [2017]
BB RN LT U TR OBERITER Uz,
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TX VT AR DR, DOJ IFJAIFFFED RFFABIRE LW IR RET
H5.

(2) AEA EEFREG|ZE £ (FTC) X, “Antitrust Policy Statement on Cybersecurity
Information Sharing” (2014) A CEL, MEEED ACD IZBI 35 AN WHIRTTEN L
THEELRDEDOTIIRNZEZHAE T RETHD.

(3) E 22 afmEa (DHS) 1%, ¥R TFED ISACs” X ISAOs®, £7-[F4 ArlE D
NCCIC™ LW\ 7-BEfFOFFE M FHIE AN =X LE2FIFAL T, ACD [ZE+2EREGHT
NED RS A FHHE S REThD.

(4) [ESTAEAEFARFZERT (NIST®) 1%, FRMEZICED ACD OYAZFHiiEFATICRIL T,
TARTGA Ly RANTFIT 4R, a7 LirbRe IO E D HRETHDH. LD, #
FERIENHGACD OFEEFITTHHEITE, THUSKHE T2 G =FH X D56
(I DA RFE T D) BESTRE ERE OOz 3—5 B OREEET L&D
RETHY, ZHLTITARTAANTFEZERNZEIR D3 LIRS, 2013 4ED 2014 4F
[Z2MTTHA¥E L7~ Cybersecurity Framework &D—E M 2HiFr - & THA.

(5) EB54 (DOD), E 2 RfEE, A>TV xR a3a=T 4, 2 KRR (NSF®)
REYFAN—EX2 VT (BHED R&D EaZ M2 AL, LW ACD FE
(attribution RABHDMFRZACHET DEE )2 G Te) ICEAT DU R SEIRN A 52 DL Lt
12, BURD ACD FE DDA TN T RETHS.

(6) EHA (DOS) I, HMEBUFLH /LT ACD FEOEHE(LEFIHO K E DS &
THD. ZIUITAN—F B OWEE THLIRBED LN, 7a— VI EERFEL
TWD72D, 1 X —RLL EDE A THEHRET AT LESFLIRT U2 D0 SIZEE A T,
FRICEHEETHS.

() T4 — LT RAHER B Z B4 (PCLOBY) X, BLIZ T/2bhu T hy, ZOH
HETCIREIN WD, BMEMEEDO ACD ICBETAITEAFOEENCEL T, LE 2—%
T UFE RAEREZELL TART RETHD.

(8) RHEHENF (White House) 1%, EERI{EZED ACD JEEN L CHFFERI 23 D, WD
FIECTIET REDICETDIIARTA L %, BUREL T & ThD. £,
RO E, BIEO TR (30IUL), AT TANTIF v —CEHMOREFE -
LR B B S S IR DN B B OEFRIE, DHS 23 Executive
Order 13636/ HE AL 7T7DPAN—tX 2T (BT HUER IO 9 FTHETD
“critical infrastructure at greatest risk” DUAMIEG FNAIEHRILA RIS E - (T
VU AR DO I EEE TS THAD.

52 Information Sharing and Analysis Centers

53 Information Sharing and Analysis Organizations

54 National Cybersecurity and Communications Integration Center
5 National Institute for Standards and Technology

5 National Science Foundation

57 Privacy and Civil Liberties Oversight Board
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(9) RFEFEIIRAMETIZEY, g (D~(6) HOERFHEAEDHELELIZ, TNHEFEBL
ERAYAAN 74’/75:@%% LT REXThD.

3.3 BRITHIIIRE

(10) #=IF EFL (D~(7) T|ELIEE O, Ehz BB oiEEoflEL BiEL, 20
TYRIA L ZRELRST T R_ETHLGES T E s, S BN AR (TIE O E i
KIZ L E 2— T DE(EEERZ T 55 & THD.

(11) #2213 CFAA & Cybersecurity Act of 2015 O X EN, BEAREZED ACD 2L T
WA SEFREEL, YUAZDMERVDNHRRREE ORI TREN, ST LLEINOOIEE CEE
FICEE STV NI LA R RETHD.

(12) BT, BRI ESNMMO FE (Bl 21X, FFiE, 63k, EHRPUR2E) 7, ’Rif
BENEEDHLTAN—ATRHF T L TH A Z & T DD DINED, LD
IR ST OMERREE T _RE TP D . Executive Order 13694 KA L H YA
— AT 2B G L2 OB PED B 11T, ZOREAEER S DOITE LB THD
23, D FBeb A 3=k & ACD IZRH ATHETHA9.

34 REGXEICHIDRSE

(13) REEZEIIMOBZELHFIL T, BIEFEND ACD FEIZEL T, EFUEES A
T IO T4 ADRFEE FE T RETHH. OIS, RO EAELRZGAL
THEMHE TR T & THL.

(14) BREMRZEX, 7 —XHCHMDOIERED Y AR — IR L T, FHNEZTOHHEHE
BHNZHRHE T 2D TIERL, FEREZ20b LI RVMEED KB 2T, —ED
ACD FEHIFRZD OBV ENE, CEO-CIO 728 Dby 7« L~ UL TERIR E$ &
Tho. REREIIEEEREL XA T T T A A% B GERH FIEEZ ED, 20
VAZFAME S HTICIEEDE, AT MG FIMAE L TR W BF O A 73— il -
AT RNETHL.ZNOOBURIE, EZEFEA DISHANR T A S =BT~ JLF
DAIYPAVRB LU ERRIKE, — R b aidizbieu.

(15) ZEREAIZ ACD IZRAL T, ISP, V=7 «iRAT 4L 74, 7TUR - —E 2HE LD
DWNTENDAREDBE LD OISR DO RAN T T 7T 4 2% BT R&ETHD.
INHOY—ERARMF T H HFEHLL THEE DRy N — 27125 CRE EOFEH]
DT IR AL 5SS TWDBIENEL, TOMEREENEDINELTHD.ZHLT-HE
FE, ROV A=k L CTACD FEZD ECHE L7 i I2H 50 LivZe
A

58 Government Accountability Office
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3.5 ?i%go)gﬁ“tfééﬁ'lkmun

5 OIEMEL R BRI, M EOE 2 MIBUTOBUR, 1%, Bk O F Tk~
BIVTWA.ZOENIE, LATFD 5 SITEEDHIENTELD.
@ ACD BT A )= AT BT HEVIREIL, ZOTFEOBMEOmICRLIAE ICEN
T3,
@ HHE72DL, BUTOXREEICE VT, REEZEICTBHE (HDV LA J185) 1283
TRRODIEFIFELZR, EVHZETHD,
@ LLKREEO—ERIX, KEEOBEHIMIBNT, KEETROLN/RNFIET, B
B PEE YA N—BENDSFLH T B iBRL TD,
@ S THRERSy DAEZENL, ACD (IZEVELINDIR I DO REA R B TH) (f
MTHNHRITEN CTHI) %, BRLIHEL TR ZIUTITR D EH 72 < D ER )
0% JEMRBRIRE, UAZ[EREOMER), EIROHIK, WiReaE ) o Xa, ACD O
AN IR,
® Lo TITERF 2 - BRI, A CRA_IATENHEH AL EITICB &
Thb.

3.6 BITEDEBIRIEM UM BREDHIMELE

BUTIEOBKRI DKL T, EDIH78 ACD 72bEFSL o0& HIMr 2 DIFE 5 TlIaun s,
Center for Cyber & Homeland Security [2016] NEE T _REEHRELL CTIEHL QWD 5 A
(p.26) %, ILEFHTIZEEDET L, LLFDIIIT/05.

O REHPZESE HUR DB RN SNAD0, WD, Zeb BB %H . (BRI

TFSNZ2NEL Q) WEFIZENE LD IHETHFED I N, BEEZIZHERIC
NI 2 B R 72O 12 SN DR FLTF B LS, WIERTZEE A BND.

©@  HEHDOITHRRER S B BT R ONE BRI, AT VROFEEMLIED, Fob
U — WA LD DT, BEZREMT 57200, WENEE (FH) 2BV RT3 72
D, HONVTHBEF IENEHEZAHSEL-0N.20aa7)—L LT, 7T —FXOH
BE-SERME-THMED, EOBERITHEL 5 XD BESST I RAD IR, 7T —HD
SERVEFTIC T — ARV Z T E LN T .

@ ZhIREZERMM IR S FEO L SHIPHADHEEE O N —ZIZHALTL 00, £
ELHBEERE ZH DRI —7ICh R EDD .~V =7 O B BERECHETITEIC S
FEBTHIETEELD, FEREOE ZH DT — 0Ky NI — I OPEITHE L 22T
TULRBI2WN I TTRRA L —Ry NORHEIND, 1T 2B ZRETHZEITHLL, FFiC

% 53 TR LIS HEHIE ) TR T A=k 1 248 T 2imE 3 2\ CRE T, TRMEEZ RO R 1 285 FET
S (MERIIZ) 20 L, B2 IP Commission Report [2013] 13, BAREIZE DL AT > TS Lo L2383 TR L A5
LHERIRBED A W1 ) & B 3B ik T, ﬁ{ﬂs%@;o CHEARICH R Z T HRIICH IERICH R AT e s 2T
LEZD.
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WELLITABE N T Oy —5 GBI THD.

@ HEBRAYELFE AR CIE I THE B B D W T R N — 7 DR DRt A= ACD
DA Ry B Ry ORI, B RAH L TTROb0LL T—R{EL 225D,
WNTIEBITIREAE D DT, BfIPr O IREAGF TIT R DI IEHATH R % O BUF
BB, REMEFENTO LI TEIZ BUE, ACD Z VAT B RLH7255.

® HADOKBOR/IMLEFE ACD DITAHEID, WFEE R RIELADE (DT AT L0
Ay NI — I ~DOBFEAIRFE L EFEOILR) 2 fe/IMbT DRE I 03H T, KVaFERIC
AHhb7EA9.

ZITHRITONIZRE AL, B<EZXLATHOEEDNS. L)L, ACD LLTREFGIZEN

T B SRR, B OFEAR 235568 U1 e & ORI SNz, AR O LB IEMR R
HRBRER 2 FETIE, TV EVREAE>TLEYD |

3.7 IEIEDE A M

KENZBWTY, Fiio/ 2 ikl l > TEYEVYEMIE T 255 10307208, ORI ITBIE
FTOEZAHATL TS,

BT O, 116 SH O FREIcHE S0z Active Cyber Defense Certainty Bill (H.R.
4036) T, CFAA 1030 §:%|ZLL FO IR BINSGLIHAREDIA T D TH 7" .

@O #EHD attribution ZIAFEICT D120 OT —HE BT DT 420X, T —FOEE, =
L a—HDIEAREREDBAR, N7 KT OREIRE TS LRVRY, CFAA %
L7220y,

@ WEHD attribution 1EHREIEPITHEI LA 95720, BEE OMKGIISEEI T A%
P 2728, 71X TF B CHBEBEH OITE AT =4 —F 5720 TR EHER T
7R AL, FIEFFBICRTDHRIC201550, REREIZGALRW,

@ 772U EREoIT 2%, R HEESMBEREAZ 525D TH TUIRLT,
NS E B fGEE RIT LTI 57, attribution H Y THH- THE —FHDa v
2 — T EIR ALY, HEOLEL ~ VAL TERB2R,

@ @DATAEATROII, FRNOEFM AR (FBDIZB#ML T, ZHEOWIAEZITRTi
X727,

® AL 2 RO ORI EET 5.

UL, ZHD FEICITEMBUFBERE MO SR RIS, THOZESITIIfHFES

N2 DD, FHRTHETICEL/2) -T2 .

80 ¥ 49 THAITL7= O’ Connor DE RIX, LLTF DI ~TUA.If policy makers draw only one lesson from the report, it
should be that the “gray zone” between lawful and unlawful defensive measures must shrink. The current level of ambiguity
between lawful and unlawful defensive measures poorly serves corporate, privacy, data security, national security, and law
enforcement interests.

61 https://www.govtrack.us/congress/bills/115/hr4036/text

62 https://www.congress.gov/bill/115th—congress/jouse—bill/4036/all-actions?overview=closed#tabs
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— ML~V TlE, Pa— VT INTIZ CFAA 2L § AER N &N =S ZHUTRTHE
IZ[RINT 750 5 ANb DA HEE BERIE R NITA O LIZZEMRFT LY, HERILIRD B DS
Ba DI DIEn, To— VNS ER L TREI L1272 ORI L 72h > T . 2O LT &)
535, KENIZITHHIRICIREEFIIRDEIRDDHY, 2B HE G TNDNICHZ .

3.8 EEDYAN—EIRIZHITE5E

LIDT, RUAMTABF LN AR —HRIE | 2 AR UTZZET L4 TR LD, Zhic
J o T Center for Cyber & Homeland Security [2016] O#EE DS, EOREE BARLLI=Dh %
MEEL TR II.

CORMEIE 4 FDR500, RIS L ERELTIE) AN —EF 2D T AoV T,
Pillar I: Protect the American People, the Homeland, and the American Way of Life [ZzCaR
SITND.ZOERIFE 6 N—T LA A0, Pillar L 4 ~X—, Pillar X 2 ~<—77,
Pillar IVIZ 3 N—=2 L0 OT, AN EHADRDHLESB ZHND.

Pillar I %, Secure Federal Networks and Information, Secure Critical Infrastructure,
Combat Cybercrime and Improve Incident Reporting, @ 3 HiZ>Hk->TEY, &5 2 HidD Priority
Actions ELTCTHEHSNDFEIRICIE, LAT D 2 m3d5.

(D The Administration will clarify the roles and responsibilities of Federal agencies and the
expectations on the private sector related to cybersecurity risk management and
incident response. (p.8)

@ Information and communications technology (ICT) underlies every sector in America.
ICT providers are in a unique position to detect, prevent, and mitigate risk before it
impacts their customers, and the Federal Government must work with these providers
to improve ICT security and resilience in a targeted and efficient manner while
protecting privacy and civil liberties. (p.9)

B, BRI E OO B KFEHEMICHIRISN T e 8) IR HEEBIT, (9) IZfHERY
IZEFENTWZ (D~(6) DORTELHAIETDILDODINTRAD. L, BEMEICZLND
T, EOIORTTENP T DML B DOFE DB ZLFFOLDRNEA) AR L ORAKTIX
LD, @ IZBWTDOA L T IANT 7 F v =20, BEA 7LD ZOBFFRNT S
NTWLDO TP EEDOND, ZHEIZA KD FCC FDEEO T THIFEIC/RDE T
DLHDLE.

683 A2 (SB 315) TlE, Any person who intentionally accesses a computer or computer network with knowledge that
such access is without authority shall be guilty of the crime of unauthorized computer access. &72> TV 7z,

61 K ETIXTEE AL BITB G LT IUE, BEEHEN G- 2 DV R ITIE 2 KU Z 2O KT TIiREL & ENHDT, &
RSB I BT D 1 b B RS I TV IO BITR A A1 E U TR (2 Lo TIMEA S,
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4 REBRICHTHEER

4.1 MEROHEH

O’ Connor DA & & /L (7 62) MR FpT5E912, ACD O iENENHME T TE N
787>, Center for Cyber & Homeland Security [2016] DAL, BATIES W OR AL
W THD.ZORVIFEREFIL, A HRERFHITO1->THD Covington & Burling, LLP
IZEDa AR, (HRERL 2. LLTRITHALTNA.

ZOHHIEMEICL TEAG )b O T, 22T SNHIBIR S E CE Nz, BIZH-D
JEREX, AREO BSOS THAY.LUT, BIEME R IEEOIRICREFE N5
2, 1.7 Tl ~_7= e, EEREISRRAN 2.

4.2 CFAA(Computer Fraud and Abuse Act of 1984)

ACD ZMET DT, HANTEY EFRIF7RS220 01, DREDORIET 7t AR IREIC
\ZIEFAY 9% CFAA THAH® [FlVE 1030 Z:LAKED unauthorized access 72 O T4 D=
T ERDHIKISEMT, WOIDITELDHNLS .

It is illegal for anyone who:

a) Accesses a computer without authorization or exceeds authorized access, and thereby
obtains information from any protected computer (1030 5:(a) (2)1H)

b) Knowingly and with intent to defraud, accesses a protected computer without
authorization, or exceeds authorized access, and by means of such conduct
furthers the intended fraud and obtains anything of value (1030 £&(a) (4)5H)

c) Knowingly causes the transmission of a program, information, code, or command,
and as a result of such conduct, intentionally causes damage without authorization,
to a protected computer (1030 §=(a) (5)H)

ZOZRE, WEFITEH T HZEERHRIT/ESNIZL DO THD. UL, [RILSEIT ACD (2
HEHINDHDT, LN OII 22l GML > THNLS.

O ZOEREEFTA X =R MIEFHL TR, Wb ar B o —H protected

computer (24722 | EFEFIIRSIFER T D4R 0395,

8 18 U.S.C. Section 1030 et seq. 72BHIE Y WIDEFEAL 1L Counterfeit Access Device and Computer Fraud and Abuse Act of
1984 Tl o723, HiF OFSIIMILL T 18 U.S.C. 1029 Lig-oT-.

86 RIE LIS G b THIKI S0 £ I3 AIFIIZ Covington & Burling, LLPIZEALD T, FHENHMELLT WIS LA F
O TNBDTC, EHED FUNELIIR LA SUICER L Qa2 &2,

§7 72721 CFAA IZBI9 %RV Kerr [2016] DFLRD HAEMRD T, ZHUIIVMIET 5.2 8 R 0L, CFAAEKIZKTT S
FEROFHIX Federal Sentencing Guideline (Z&->TWA23, fraud HLLORRFILEZET /LIZL TWADT, trespass HLD
property E7 /WZWE T _E7ZEFIRL TN,
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@ LU 7T, authorization, without authorization <2 excessive authorized access
(ZBL TIEBRS A7 IR b &2,

@ &I T, aggressive cyber defense FE¢ (ACD SIIBIOME A THAHZEIZIER) DITEALE
(%57, KOHRRRL OO —MbED O, ZOERIGER 5251259,

@ FIZE, BENEREEDOTRL -HE -LESLHBLRIT DD DO~ VT =T Dk
{EDOT-DFEITV D2 HE DT, unauthorized access &, M4ihal B a—HNnE0DT
—ZDOEAFRE DT EZED FIREMED @,

® ZFNIVAEDORERWN, ERFENOIR N =V OBIESE=L) 7, B—a=r TR
ElX, 2V a—HZT 7 AT L 00, HFROPIFCREORAEZMHEIL O TITRW

T, EELENIARHfETHS,

® EiED O & @DBHRIZONTIE, ACD DILEEEFE DAL 2 —FRORKy NI —(ZT
JRAL, T—FEBFLICVAEEL 720358 D ThiL, without authorization X°
excessive authorized access (2720 0.,

Ip, TIPS S IERLO Fhi & it TIT700 7 78 A%, ZET 500 TIIRNED R

EHLEN DS (1030 5:(1) H).

4.3 ECPA:Wiretap Act

WRIZBARDNER MEEE DY ECPA (Electronic Communications Privacy Act of 1986) T&H 24703,
ECPA X Wiretap Act, Stored Communications Act, Pen Register Act SFEIZILTUND 3 HiAE
i ETeoTND 1 &5 3 DFE, ZNEIMANLIZ ACD LBV H LD TS, 9135 1
DHDHBLHTT 2. Wiretap Act DF 2510 &iE, IROIDITHETHY .

It is illegal for anyone to:

a) Intentionally or purposefully intercept (or endeavor to intercept), disclose or use the
contents of any wire, oral, or electronic communication;

b) Intentionally or purposefully use (or endeavor to use) a device to intercept oral

communication.

c) A “device” is any device or apparatus which can be used to intercept a wire, oral, or
electronic communication other than a telephone or telegraphy equipment given to the
user by a provider of wire or electronic communication and used in the ordinary course
of business, or a hearing aid or similar device.

ZOHEITHEMLE572 ACD LT, flZIET 7 -F— ALIZLDBT R A~DiRE
(redirect) 2325 BRELIRIIC, N IEREE ONELZEMT U, BEOHFZICYS =580
WHLMOTHD.T27ZL, BRIZRTEIZITEBATRE RS 2 B 8 %‘0)??@175: RIS ENT, —E

6 FIIH 2 DAL BIRT B0, KETIE (BT B ARSI SHEE TIL) BENE LAY T — 2RI o TS
DT, AT —BERIE 2 DI E MR LD THA) DOBETIEZINIDRNDT, ZOMAILE 7 ECHHT5.
9 18 U.S.C. Section 2510 et seq.
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DR I (R N =7 OFT A E-CE B DB IG5 6 BN A THL 56
IRE)WEET DUINBUEDR D DD TY, ZNAILR T D RMFZ BN TOEDR S L.

4.4 ECPA:Pen Register/Trap and Trace

5 3 DETEH D Pen Register Act 1Z1E, IROIH7IHIENRHH™.
ECPA prohibits anyone from:

a) Installing a pen register or trap and trace device without obtaining a court order
(3121 5%),

b) A “pen register” is “a device or process which records or decodes dialing, routing,
addressing, or signaling information transmitted by an instrument or facility from
which a wire or electronic communication is transmitted, provided, however, that
such information shall not include the contents of any communication:--” (3127 55 3
IH),

c) A “trap and trace device” is a device or process which captures the incoming electronic
or other impulses which identify the originating number or other dialing, routing,
addressing, and signaling information reasonably likely to identify the source of a wire
or electronic communication, provided, however, that such information shall not
include the contents of any communication--~ (3127 £t 4 IH).

Trap and trace BEgs DL L, N=— Ry MOV L7 R — 2 8, R AIRERE T D20
(DD, TREDOZED ACD FERIZHEZ KT 7250, 2056 THOEHFT O IR
HIUTTEEITRDDT, O BUNOREINEEIT/RAD.

4.5 Cybersecurity Information Sharing Act of 2015™

LI EDiEAE, ACD #Eiid 258 12O DO KRR EI72H D Tho7203, T
DRELZEDTIEELL T, Y AN—X VT ERILHERHDOT, 205 M v et %
REFTLED. 24T 2015 4ERIT, 2016 ERE & THRIEDO—HEL THIESHL, 5 #6725 12015
A AN—EF )T E I ORAI)DOE T, HEEEZZ LTS OkEF [2016]).

KETIEHRERD D, FHIFRAIEALIOICH, ) REPBFEIEA LT — 2R3 EHRA
PG LS THIRSNADTIZZRW N, 2) /T —Z2ZEHENDENT —F DT T A /30—
DLELTS, 3) BEASIEL B MA A T ALV E L L SND P REME DD, 4) TR

018 U.S.C. Section 2511 (e) ()

18 U.S.C. Section 3121-27

2 Z DT Covington & Burling, LLP DAEITIZE TN TWVRWD T, ZOIOZEERIT, IZIEF [2016b] 12L5. 28K F 1
D © TRUZIEZO FEERO) B5 125 ST, FICELOEENBERL TN, 22T T 5.5E LI Garrier
& Reeves [2016] Z&I7-0>.
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WA TCIT 2> TEIEIT A RIS NDER D D, LT &3, AN HIFRFEDIC
HEFRoTobVnbins.

ZOERT, EREO 4 ROBSELR T 5720 0L 0T, MESE EO%RFITNZ T, BH
BEMERRYNT =7 VAT LEE=L) 7T HZER0, BUMFE CTI(Cyber Threat
Indicator) <> DM (Defensive Measures) (ZB T A1 HEILAGLIZ2ET, HHTIRBESINDHZE
(F7RNZEZRFEL TS 2L T, ZROORFMIEZ RN LB ~F o e fteh o1
T TAT LT DTN, BUFMOEEIREDE R tX 20T 1707 70 A% R RIS
e 278, RN ZEo TS,

ZITHASNAERICE, ERLoLE 2 MEHD. FT CTL T, ko 8 SOEMKEE T
bOLIND. 1) MasatEiFMmOIERE DIH%E, 2) WesgttoF A OHT5, 3) Wegattzaiiz
\CUTZ R 2ATE), 4) 22— ORIENT 7B AL > Tex 2 T4 A5 715, 5) A
? C&C (Command & Control), 6) FAHEICE I HEN 7 NE MR EWTE - EAEDOHE, T) 15
LS THLLN TV, ZDOMMOKE, 8) ZNHDOMAGHE.

H9 1 DO HIL DM T, BEAIEIZIZERDO LWV I E- I35t E%, TR T Bh ET= I X8
TR, HWME AT LEITHEREDOLDIZ, PrAf- U - R EESNFRICEAESND
1T25C, TARFE T T Fr— - 2 OMD T 1Bz D T2IZL, i DIFHRe 2T
LFINERE DO DOEMWIEL, RIEART 7 EAZ AIRRICL X E R FEL KIETHOI
S A

FIAREDOBETIL, FENTHH ORI —713b LR, ZFtasif o oxy Y
—7%, P ANR—F 2T DD T=H —TX, defensive measures ZEAZEHEFFEI
DIEMARLIZZENER SND A E DRI DOIL, REEEICET 5855 DA afiie 3 g,
LT D1y THd.

SEC. 104. AUTHORIZATIONS FOR PREVENTING, DETECTING, ANALYZING, AND

MITIGATING CYBERSECURITY THREATS.
(a) AUTHORIZATION FOR MONITORING.—
IN GENERAL.—Notwithstanding any other provision of law, a private entity may, for
cybersecurity purposes, monitor—
an information system of such private entity;
an information system of another non—Federal entity, upon the authorization and
written consent of such other entity;
(b) AUTHORIZATION FOR OPERATION OF DEFENSIVE MEASURES.—
IN GENERAL.—Notwithstanding any other provision of law, a private entity may, for
cybersecurity purposes, operate a defensive measure that is applied to—
an information system of such private entity in order to protect the rights or property
of the private entity;

an information system of another non—Federal entity upon written consent of such
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entity for operation of such defensive measure to protect the rights or property of such
entity;

Lovh, 2OLTEHRILFERLE=HV 7L T, IEMBEZ B R INRNE T DR EHIE
b5 E=FVTIEHT DI TETERMR T IUT, LT OmhTH L.

SEC. 106. PROTECTION FROM LIABILITY.

(a) MONITORING OF INFORMATION SYSTEMS.—No cause of action shall lie or be
maintained in any court against any private entity, and such action shall be promptly
dismissed, for the monitoring of an information system and information under section
104(a) that is conducted in accordance with this title.

INOOHEE R DL, DREOEEITH T, ARFMIBIAKHAR THLINZZZITHH
5. LML Center for Cyber & Homeland Security [2016] (23R NERI 7 RHESFZEIEN T~ T
WD 1 EWDDTZING, HIFIED E T D K E 237 T due process of law DE THdHDHZ &4
CEE5™ .

4.6 Common Law Theories of Trespass

KENTHEEERER, Z2<OMPNEHPT CAEIh, ZNAEEL CHIfEE 2> TV,
ZDH6, JFHNZEESUMERIE common law &, FIFMLERIT equity EFFXILD. L F Tldtta o
BEHALIZ IS L CTHIETEDE 2 TODD T, HlfilZ Fl o7 L TZOILE % restatement &
b\éjci LT, HEMBLIEE R DBEOBZIZL TOD. Ll SLETEA /S =S

\ZXHLF 25728, common law DJF AN EEHKHILL 7 HIR B HEN DT EHH 5.

"j‘/l)/\“—$qﬁfﬂi%>ﬁ§ﬁf DN DDIL, trespass to chattel (BIPEICXTT IR E) THD.
ZHIUIARENPEIZ XD trespass (RIERAN) ODIEHZEEICHILR LD T, BATO
restatement T 5 Restatement (Second) of Tort TiZ, ‘intentionally-———disposessing another
of the chattel, or using or intermeddling with a chattel in the possession of another’ (217 %)
ESNTWD.LIERS T, REEZFRTHANT 1) 8, 2) BIFEICXTDA, 3) EEOH
&, ZREA LT TR0t

ZOEFIE— H. conversion DIEEE” Of2IZENT-I0Z bR, ElRBEESEORM:
ZRIDANIET 7 AT & TAEZIR->72" (Guzman [2010]) YA/ N—F L0 B L
TIE, AN De A= U3 — N — DR EZ B2 728U TRO 74 (CompuServe Inc. v. Cyber
Promotions, Inc., 962 F. Supp. 1015 (S.D. Ohio 1997)), fk#irY - B B T E B N EE 2

™ Due process of law &1, —fEANZIIFIEI 252 1T D TR X EEZAEN LI ETHHZENERSNHEWVHIEIRC, SEFEET
F LW SHFEDOKRIFAITHH KE TIEEIFEIE 5 425, @RBUFICK Ui 1E Fhe72 LI A O M PEEA B> TUI/ebian
BED, EIE 14 TN BT LIRER O E FRt ORIEA ZR T 50T, MO T FEFHOHRLET, RFFIFIC
5.

"I OYIP T, 3) ZAREEL TS eBay v. Bidders” Edge 3 (100 F.Supp.2d 1058 (N.D. Cal. 2000)) Hd&>7-2%, Intel v.
Hamidi (30 Cal. 4th 1342 (2003)) LARIZ R ESMLEEOFRA R THHD, 7B BinbdHs.

B ORE A TIXTHE] P RbitW oI Ebhs.

" Thrifty-Tel., Inc.v. Bezenek, 54 Cal. Rptr. 2d 468 (Ct. App. 1996)
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WT 7B RZDOWTERD 724 (Register.com, Inc. v. Verio, Inc., 356 F. 3d 393 (2d Cir.
2004)) 72 E3 DD, FEE O NZF FIZHAZEZ T DITE S T,

4.7 Common Law Theories of Negligence

aE-m—DEFHELT, B L OLIEUTERSINDON, REL TOERREEN T,
ZHUE ACD IZBAL THUIR LD X0, LR T E S ETRNIDIT 3 B E L 720
VOB BB EMDONLZ LD EERGEL TS, KAIL TRREDEBIEFTHED
EBEEERGL, 2 LEOBBEKIIODIL, SHIZ (IR RIET & LR KR BIR
R, BERAOFELREVMBEIZR.

VT, ZO B Cimm 2N £o CODON, Ry bRy M LOKBICEL T, #ENEEE A
IRENZEAT LD THD. AL a—FDFTHE, ISP, V7RI =7 « RUZ OUWT HLE 03
7203203, L0 TSP ICE LA BDEDREE | LT ERBER ST,

LN EE DN EE R RSER A TRL, ’EBMREFEH 7501372 EETH
HOITHINZ, ISP 3R EICRERELZ ED CREEZENIO ET D250, 5, BUBEE 2%
FNZT —ZEBORETZORe, Ry —27La v a—Z~DEEZREIETHT-0 D He
(oA IEE VAAY

4.8 Self-defense of Property & Necessity’

JRFED A NJRGFE O THLDS, FHTARBESSTPED H LB (self-defense of property)
WRBDOBNDN, EVDHim 1 DD, H & OEPEZ T L7201, MADITENI ST AT HZEDFF
SNABGENHDHI LT, restatement HIRD IR T, ZHEFD TA.

“one is privileged to commit an act which would otherwise be a trespass to a chattel or a
conversion if the act is, or is reasonably believed to be, necessary to protect the actor’s
land or chattels or his possession of them, and the harm inflicted is not unreasonable as
compared with the harm threatened.” (260 2% 1 H).

PFAN—KBEOYWEZ THLEHET, ZOFEEAZEHATHIENTEEIEN, Kesan &
Hayes [2012] i&, £ DR sUTIEZOIEBREHIIFLL THWZ =R EN). BE 5L, il
DAEAT R EHFRITZE G T00>, CFAA ENZ DN LERGH 50 ThAH) 7236 KIE Tl
lease & license ZMfEIZ X3 T DK1Y, HIEIZOW TG ENELSRESN, BF0H
HIFIZ (BIATEROEAZEZ TLEIREDFIET)EFZADHTL 3 FELZMILN
HZESZ D™ AhT license DIGEITIT ALY T, SEMBFETHIL, EFPMEFORIC

T Z M EFT Covington & Burling, LLP OAEZIIE ENTWRWDO T, ZOEDFEIRIZIZE L T Huang [2014] 12X5.728,
ZOWEEOEAFIEL T, 12 6.4 TR T2V ~UT Ot #0385 (Hoffman & Levite [2017]).
B =a2—3a—7MiEIZdH S RPAL 853 (New York’s Real Property Actions and Proceedings Law Section 853) 23BHZE 72 Tdh 5.
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KUTHRYETZEG ATREL S TND™ .

E7-, OMNEOEBRZREEE | |ELP O E LT, necessity DIEHNHA.Z4UL 1) ElE
FFS7RWNEE ORGA 7T TRE ORI - FIZE IR ENRHY, 2) VLERIKIEORFE FETHY,
3) ERIEAE SR OFIFRICIRY, 4) B REE ISR A DR 2 TR EE OIS FITSND,
D 4 KM ERTIZTHDESND.

ACDIZBILC, ZNODEHE THESFHZEMNTELDIL, #EMDHLF (legal defense) ELT
FHAT 22T H OLEAIZRONDTEAID D, ZOLTEHENRHHZEN ACD 2T 5
ETORODMEHZIZ 201320 2555

4.9 Cyber Nuisance #MA={RDFELH

Eitozwr ao— O EDH D, Trespass DIEERNH A OB HEEIRLLIZHDTH
BHDIZXFLT, Negligence [THER - F B BRIZV VY FE B W THIREREFTORE
RO HHDOTHY, Calabresi & Melamed [1970] DA 44 7253812 KAVIXRITFE 21 property rule,
#%Z D liability rule OKFERITARD. Z L CTREO EFRIRIL trespass ZHEL TWHA,
negligence Z%, YA/ S—IRpROMERD NI 22 DR ETZLD E RS HS (Guzman [2010]).

PLEDFERE&DIENNT, Nuisance DIEFLEE 2 HILDH. ZHUT negligence D—FERIEH N L
D03, INEAT 2 O JFEA OIS, SOITITIER KL TOREMERELF O T, AFERE
IR ARIEAT 2 URRIT R O R E DR S, EATEROIFE, HEE DIKLS/RE DR
T, RO OEIT R 5) 1T S TR EL TET.

#ZC Guzman [2010] 237T72>7=, Trespass, Nuisance, Negligence @ 3 -DDEFED LLig
(pp.552-557) %, ILFEFZVRIZLL FDISNTELD TRy bRy M2 DDoS WHEZREIZTE TiTH D
&, DI AL ERENREDLIOICE DS,

@ trespass ZFTAMHEEALOTROEEMMAHEL L CGGRODE, T/ B AEER TXHEIPHINAD
V9 & T anti-commons IRHEL/LDLFRIRFICY, HEZ W EF OB XZIEH T HT
ZART 2SR, g oiEEHAS T

@ nuisance I¥% v b U — 7RO REIT 200 L2 TIEH 503, a0 < B
—N—Z REEICRN T CEm L TN . 2T ERROREE G LD/ >TLE
7.

@ negligence [TREICHENL SIVTIEELCTH VO, BBEE ORIEITA & B OB %
Pt E: U O35 2 & N TX B .trespass IRICITNER D THER & FeH5 3% 72 o

M Ziuproperty 1A | B FRSLERIHE T A LD T, lease TILMETT property IR D0, license TIXETIZFED LS
ZHITNDLEITHS (bR [2010] ).

80 PUEDIEDS, CATV B3RV IT =2 EW A TEERA L F— b T 7 EAFBEChHKETIE Cable Act b EEREIRL2D
(Harrington [2014]) 23, ZZ CI3EMET 5.

8 Tag XD ER | (B iz I 1L TRE, FEITHEZ ARSI EA AN X T, IE AT T D) ITF AT,
VIR T T 3 ROER | LUT, BTN RPN L 52 72 W EEB I DD LI 72 VN2 EB AL T
W5,
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TW5 ] STEZITANGILT L, nuisance JRICH ARy hxy MEER DS
A RENEET 5] &0 S S THEERR.

FREDIERDIG, HEO @ 1F, AT ERIED B B 258 il

ELT, #& BN cyber hygiene ZBLH DT 5L THEA DD TIZIRNDNEE Z D0
bAT, LR maXNER 6. LLTRICELDHIZEED, BIRRRREITH 6 EETHEMHD

WTZTZETZ.

[X|3% 6 Cyber Nuisance Z /1% 7~ B /1R @ LIEEROR DO FLED

= I ER)

AR

-
y ——

ERALS !
NS

s . = o eyt
LD IEER Mz 83511 ST
"B
CFAA @i A | SEIEIZEY CFAA | IE Y72 §aPH ] | (B 4728 kO 5N 5, | Huang
Frot O FABRINETE | FelCn 2 oL T | Bl fictEA TLEIE | [2014]
BEDD I FENEA | WolzZlendD
57 )
ECPA O3 F kR
1 [A] - [A] - [A] -
48
CISA OYLIE SOEIZEVTERIE | FHRIEFOEE | RiESNADIXIFERILE T
HOEEEOR | ERREINE | T, oI FEIZR
PN o 1% 5 W S LTED EeA
Trespass to | ZOEMAEF N | SETavRERR | HFI LT ORI ELL | Epstein
Chattel THRMIPIICER | 9ot -m—0 | EOBERRN 5. F72F | [2005]
LIaRZ 0T BREDO R CHEWR | KT e —%5|1%9% | Kerr
TE? [2016] 73
= L
£ R
\ Self-defense of EINS YR N/ =24
- A I A I ‘
. property —|ZIHBUE R B D
|
| Nuisance B XA B R BT AR | Kam
D TFuy—=nbiinodT | [2004]
. Ak [k )
i HHTRDTHHIDITE
N Vol
Negligence [d_E.7272L nuisance &¥i% | Guzman
Al Ak )
LT [2010]
Necessity LR IZIT 22015 CHRE IR
Ak El=
WA LEH 2B
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410 EEOHSIERELDBER

ZIVETOFRID D, HEIEMEICEET 5 VBV (3.6) IS =nE7e D&, 13720137200
tE720 . Center for Cyber & Homeland Security [2016] HFDHDIL.LETWALES T, Bilb
DEFBVAILTIT ACD OISR ED b L EIF 12888, {ERMEHE Covington
& Burling, LLP OAEIZER TS ILEFNIHITHEA T, 505 TR Lo dris
B BILIZLIZOb, [FEROBLENH THh-o7:.

ZITIHIE S LIEMRBRFHE, EOIDNTHERDNTNDEDIEAIN? R H DO HTIH LA
TOEBYITHS.

O BUTEOMIRIZT TIERR TEROWEN LN OT, FHEMRIROHD W TBHR IS

LWL R Al R EDOFRFHAE LA L TD ($EF (1) (2),

@ Y7hem—X, BRI R ELRE DB T, AT O —& — oy 7R LT
L2EEE G)@ 6G) 6 B (9)

LSl 7 BRE DR AUCBEL T, S b2 Rl TS (RS (11)(12)
ERIE3EICIE ACD ~Day AU RREL, ER RO EBE O RZHFL T
5HEE (13)(14) (15))

® ACD ZARHETHZLICL S TTIANT — R EREDBR AT DI A 2B
ELTWDL(EES (1)

© BEBOEREESE A KEHEEES O GTITHIRFHL TWD ($ZF 9)(10).

B EZTOLO TR, 2.3 THRIATLIZE 1 ORI MSMBEAIZ, LLTF OBV
PRI TNDEE 2 HNA.

@ ACDIZOWWTIE, EMISEENEREIICIERL, 2 OB LW OT, L2 Bk
WA E CTHETAZEITTEAR.Self help L TEMATHERL DL, BAFEDOH
ITENDOE AR T L ZE 2 ONALDIZ 2 5 THRRED, KENRGEEN RS
Y V)

FROBRFEZEST, ==X 2T DB ETITY 70— DKREINEETHH L,
W AN—R o —DOFENIRER THEHIE, LLARE, N—F - 0—N RO THoHZ
ENATEIC /2> T-DTliEpvnEEbins. 72720 @ HEIZHSW T, attribution [BEEZ
2T D7D —ar ipl %, BT RETIIRVDNEE X D.

BB ZETORmGIRE %A, EEREOMMABEEEX T, Fe RAKERNTRIBIZER 3
Le, ORI D17 (use of force®™) IZE LRV VEIETT 121X, @ HIHMEDH D il
EAFFEAD (FLBIRAN™) 23, @ fil NITfaEE KIEL TUF DR (EER R &0

®
@

82 [ERRBIFRICB W TR AR A DL FR#E R FICBW I G721 7L, E#O H LS LW —YI O S O T
EHibSh, SOICRINCEDEME threat of force 370 HR N DIFHEEIZODILCTH C.OEREEBTHZ L0l —fRICEE
IEEN5.

8 FERRESNDRE HINEZDT=DIIENDTB L L COMER] - FZE OHIFI L DR S 2 B2k 42 5 Al

S A B BT ER K IRICEESN/TUIRDT, BB RROLNAHEA TH, MAEEE KIEL TUIeban )R
Al
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HOT, KEDOaE 11—, FILIIREELFF>TNDHEERZLND.

5 BRLEBEOLAEIZETEHEET

5.1 CFAA ERETUEREILEEDR L

22— FIIRIEIR AT D IEICITTE A2 OLORBY, 2 EHAL - B EL THDD
IR T, MR EIHITENN D Tho72. 2O EELFRT THAHN, LTV iE=
EFyon—OEOHN, HlEEDEIVE XYy T« 7Ty TR ENVHIRIIGE TERNS Hof)
@T%ifﬁhﬁlﬁé‘fb\é/f~7<%, 72D XL 2T UL BIRNDS, SIEI D ER A E T

VL, BN D ZEN NS THD.

LML, KED CFAA 23 1984 FEOHIE THHDIZ, LREDORIET 7B A2 EIEDY 1999
FEICHIES =8V 16 FED7E1T, EIROIEORIRSC, &1 - 1EH I —E AEEOER T

IR CE72WNZLC, MEZEE A OIEE Z L2k (KR 7) LTaDHE, LLTFD 3 RUZE
WTOhOREOERID, fEFEOENEZRBIVEL TR Z 5.

FIE 112, CFAA TIE, Wb ar B a—X~DORIER AL REZRVELDIZH LT,
DBREOARIET 7 A0 (7 7B ARIEERE T & DA B2 —2IT, RIERG U005
FaNTHIER, FNCEDHIIREZ RN DIERE AT 228> T, FIHFREIZT S
172 035 2 2 4 TH, 3 ) T AL THD. W HRR0E 178 (RRIR) A Th-
TR DEB NS, ﬁ%%ﬁE‘J%Hé@#’éﬂ&@wﬁE’~J7"m/\°ﬁ‘/§7“7‘o¢<‘:“z’)i‘a‘z HEg &2 TWAIRAE
@%4/*—5&5’# XL HITNE, TR TIERTE L7259,

212, CFAA 75)1;1)\75:5##&( RAZOX R E BRICKESH THDDIZXILT, R
ET?JZXT%‘JHEN&ﬁ@% WKL) 77 BALHEID ID ZHEOBRUIE QA ENTWDIE
WEIZOKEE O H) FaixIREERTD2OITENZETIEIRNMAYS, 1D ZEOT IA: Failc
B 1k 2D AR TR A S — O FLUCIE TR | 2 F i KO EHE RO T(XE1D @
SR, AT U RDOREIFR RN EEL T, ZD% 12 F 2RO E[ELEET 572D
\Z, attribution FIBEDSEIZ I L ORI EREZR AT RETIIRVNEE XD .

Mz TE 31T, CFAA IZBWUIERLZRRERA L TV = AD T2 O RSN IE

85 VEH BEE IR DRIZE DX IR BE 5. 2 D)E T 2w 1 -9 LOT (Legal Origins lheory)'C Porta et al. [2008]
Ty a0 —O—RIEN 2 FIRL TWD. L LES 4 32 CR7-X91Z property rule [ZEFT D2 L0, fHHRISKT 2R 0% D
LHTEITH DN HOT, WIERRZETNZ 0.

8 Z UL HESERAfT 2 FEIRE 95, DREOHEBOREL TG T 5D T, FaieFHLI L TRIRLIZRE R Cldkel, EIKE
BORIIET TRV LR &SNS,

ST ETIIE A RAAHEE GEEF L OBEFREO LRI MEN T — 2815 72 BoT0D 4k [2017] B HR) ~0iE 7
b o T, AT —Z D2\ T B AT 47 THEIZHR IO, ZOBOGAE72VTELIEL TR L TWS KET
IHRAWEG HZ—{RELTID theft LFEATEY, 1V EEAILIEILII TS (Identitiy Theft And Assumption Deterrence
Act of 1998) 7272 L UK ETIIEFR G B L OIIED B D | VO DITRME T, ID LSMTH B TR0 IR I E T 6573,
FRDEIRELNDDILHH PETZ I ThD.
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B SE—EE. I 3t
P N—KEEDREZ Tl D RO TEIL Y = Calign Aok A ilic

WAL GEVEVEPRAD) FEH A ZB RSN TWADIZ, RIET 728K LETIE, ZDXH7BEN
Al CHOLIENRUTIRD. T ANk, SRPEEDOEAERRDOILLFRHEL, A
— T RIHDRPDIERDDLHOT, B RO /1257205 7Ud attribution OIS EERH7R
WZEIE, 1.3 T2 B0 THS.

X3 7 CFAA LRIET 78258 (FyEOxf

ted I CFAA RIET 7eAER LA

AL a— 2 —RICxET ORI T 7 | TR AMED T LR HEBIE B O A IE B
OFEILATA A, Arta—HHHR, arva—2 B | &, 77 eAfIHS oA Ea— 2 ~OHERR
GEAFF 5 O RERFHI ID Theft LLTRE | AT 7R (A Ea—F3EkEar v a—24
RICEZ S 3 auE, JRkA ) i, MiEEEA)

FBHEHERL (72720 due diligence 72E | T/ AEHE LIRS 55 O @Y B

O EH DS .
o common law _ED—RFIFEFEITIREINDY | 77 2 RAHIEESEE DHERrE EDEE I BHEN
THFRT

DERbND) % (FHE7R)

EHITOAL TV AEINTE AL | KE O X728 ABRINRE N 2D o728, 5
RN, CFAA OFTHIESHTWA. | [\l NICT DS IEIZX - T AR o f )
@RI L | TEEFREMEBELA LTI A | TEFETUF AR TROBFEDT-

BN PO W EET) THIUE, | D THoTh, KEDIIAREZNEIEMEA
OB KIEE T RE TEEMS A | L2ableun
InD

BT ARZAAZLOTUAINE B | 3 ELL T DA
@ O£ INDD, ek 35 FITDLDdHLH
éii

Y] 100 HREEORFF TIIMIEIT/ARD | U4 THAE 200 R E OLFRNHY, TR0
OIS RWEDERERHD ICHEREL CWNB28, 3 4ELL F O Tlagh
DN

ID OBASEGE TR TID theft ELTIL | TERITEFE ORI RLERLRNEEINDLDT, B
®ID %% FBAbEn, FTC BT UESHENZT | BE AT — 20 EEOfE N TR#ESR
Sy 4W3) )

(1) 72721 Kerr [2016] DEHIT, #RFHI0 (fraud) 2B F L & UI- BIFESF CIZRENR 2 WO T, MIEMHER ES0
(trespass) BT NIE BT REIZLTHEERERDHS.

ZOLIEMEDEE, B RFEEHIEANSHEIRE T 5L, HAREOH N, 77 AH#%
FERELT- A DB ) s 57-8, BIEFE (8 52) Db DA H JIRIF KT L THY,
SHIZA O DBV C AR TR E RS FE DRIV TR WSS, B IRE ICELE 5%
RN LTI TN D ED, MOIESFBFTIEIT A IR 1 28 L <L IEL QDb E O )
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R BB, H)I FEE

A A REEOREH Tl D RO TEIL Y - £ T A2 #iC

D, ZEVAN—DW U/ DE TEOBEWRTOH PRSI | (FORIZTFT>F72L ) IR
H 72D THA.

5.2 REBIRLICEATLHBRDEEDE

CFAA ERIET 7B AER IR IEO X IR 5 T D3, ELISMIE 4 B TRELZ
KEEZE, DREOER R 2 2T A2 SRS TlidZewnL, 52U TEb R0 v
MG RN DIZA EZ T, KFROT—~BREBEDOMILFE THLHIEND, KK 8 %
flio>T, REFEZHFOICLZI BRDEALDZE NI HOWT, ZHEBEITH FT2I12LE80 8.
BEICIR R [EA TR A & T, RERET 4 8D,

3 8 RFra P L7z HRDIESUb DA
S H K A A
D4 Fia BHOND BDHAEN

Discovery & subpoena Dffil| EEIZ L, #eH
AT S CRELA E O DA DS (4

AEHL O (T L IR B TRsY,
A I LD AR R II IR ER THD

OWkHE = LA HLD

g )

FEH IR NEG D)

FHAZELP<EANE, FELE R 2L T | ACEFHOMBESICROND L1, FHte
@’ I Bk )

B OHIEE S TEFLIZER SN | LTIAEERRS  GE8k A% T 20 UL E
LR AT

%)

EL TR

OIT ZAfi o7 FEHILE
B M

FOBRN T F LDy UT HERICAT
b Tnd

FHH|FhiE 2@ T, IT OTEM ORI
BPicdHD

@HEFEREHEO

iR

b | BEIBEERELLC, EEABADN | EiEY

Ao B2 DI EITRO bR
ERRBOENDLTENHD

FREOIBIEZDFHIEA L TWDDIE, @ & @ Bl olzfilETHY, £DEER
X discovery EWo TIHREEHE DB AWV OGEIE B L&D T 7e b7 155 =5 H3FE
WA FF> TWDGEEITY, FHFTIIIAE CRE A LD L2 LN TELL, MY FH T ZNERE
RCED GERITITFESNZF ) J WML A THD.

SV UL, KEOHIE LT A ERFBH DT, TELIETIASFRL AL THIMr7
DIMBEDRDY, ZOTD [ Biei B NT HIELRID7RN ] EWVDEEFT TRV LS TWD D%
LT, AAROHIEIXIFRA Y FE N HSE ) CRELA D H & T, Flea & AT 57085
R HIRN VORIV 72 L 70 > THIIL TV,

Z O BEEX TR DSFERL DO FLTES TR RICF R L T2 D723, BEREAYEER S I8 -
TR T2 IO I IES AL (e~discovery EFESY), 4 H TIEF il L HFBITOEEICE
TDELRESTND. AL Ea—2E WSO G B ERIZRDDT, 208 RIE
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forensic &ﬁ‘T}:ft/\L’C FLWGHLER Z TR L Do Db,

bHAN, FXUTIIMERIAEZEE DS, 1272 CEZNFFARMEE | OBEN A LD, &
726637\1\0)%?(%?7<0)’C“ (F22VINEDHERID B2 7L, 74T > MU AEEZ i T
HEDHELHD. LINL, A F =Ry WS AN —ZE [ a i T IFE N 2 5121 T,
intangible Z21EEN A [ HIZ R D ITRITHEZ 21U, AERBHNRD72V D100, ZOR
YRIFA B LHKHDE B DD,

ZLTC, 2OLTHIEDOYE mITIL N AT Z IS - RFk A i | LWV BERT VTV DK EE,
ANLEFEBRIITEZLOD, RIEIMPALETHLNHRD LR RE OO ZEN
BET-o o> TWNAES  ZUHEEW T attribution FBEDRIIZ A2 EL TWAIDITEDILT
PRBIRR, O FUZIRAD T HRMITIRN DT, B#EO SCERE S IRFA 2 |

5.3 HAN—[hHlZRILT D-ODERIE & FRIBRIY A /N —[hfH

EZATHBE ORI 201%, MEROIERFNE | DFER, T720B EFROILE | TH
5.ACD W)L EZRLBELV, ZOH—HNRMEROIA | THLHI LT, Afo—HL
T ThD.

ZITHNEIE#REX 2T B X —DFET, AR —F 27 1 FARE 2 SIELT,
(AN —EF 2T i | SV R A E D ZE MR RENTWHIEIZIEAL T
WA ZIUZATTHIE T, MEA T TEXGEE FHEE & O ENLAFSER R IE NS HiE(E
WFZERERETE D — B TE 242 L, 2B DITBEICR I L T % H OB ATE T
NICT VEEFES.

BOEERGEE FHEE TS 78 RERE R ERIBE AN — BB L2 (5 126
ES) 2~5|%116 G0 8) |HHR LT (BLF, habres.) [EERE RS/ —
W | O EFILMEFHEE R T —27 X iEﬁEﬁAE’JﬁTT{’E%htnEﬁ ufn%uaﬁﬁiﬁxa‘:‘
Ui-& EJr LRI T D BEDH G, K5 LD EXBIE M OMRE EhH 2 HERE
{5 DIEE CYHLERIEE DOEE LT/ A%ﬁzé%ﬁummaﬂm% te)Ickfreb
NHHLOZEN, EXIEEFEE DT DEY L.:Eﬁbfb\é:JﬂEF@ R RLERIZ D,
EE O EREE R Z A IR E TEAIGEICRD. | L7 TS (BXIEE FEE
116 40 2).

COREITBRBEFEE I CIALBREEOREDM LA XD, R C&C H—
NS BT DIEMEENL, O - BEELZ L CERIBEFEELOM CRHERILAEZXS

88 BRI Ao T2 T, 1950 4E035 2 4F 2 7 A LOTFE(E R T B BU IS IS T TR BB B & | OE 2 ~7= 2k
WHoTZD, FATHIIENFEFEL TOBZ LN Z DB DO KT, GHQ NIEHRAEEZEL CWVhbTHAZEL, B

WHERIC&T-.

8 #K [2017] pp. 274-282 BIOZFZTHI ASN CWBEECHkE S R,

9 https://www.cas.go.jp/jp/houan/180308/siryoul.pdf ZEa72NSETHAD E R TIIRAL LR -7208, RSN WD

DT, RO DFT-NDEZATHD.

91 http://www.soumu.go.jp/menu_hourei/k_houan.html
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OB HI
YA N—BBEDOWEE ThH D REEEDHFIFERITLE Z F THHED © AR Z I

HETDLDTHD. MM HERIE DR Y TN AW Zen b, IEBIEEZTTe> T
DOFNDFHeE, EH K OB O NBE O | IRDHEZEVTWD. ek, NafE
DORE BT EICHOWTL, 7.2.4 IZBWTHRARS.

F-UWIE NICT £ T, 5 EMORFRHELL T, SR —REREICREDOHD 0T #iRD
T (FrE T 78 AT 4) % NICT DMTRHZ LN TEDREEFHRL CWOD. 2O TR et
SRR CERIBEFEFITHRRMEL T, iRt ErZ I EBREEFEE L, AT —
RE%E VA D B2 HEEHAR DT E AR E L CHE B 217720 L O AT 225 T
DNICT OITRIMAEAT 1T, NIET 7B AEEILEICHE S T 01T 4 THDLH2D, RET7EX
AR VEDRRRINELL T NICT AW IELZS D THS.

iy, BFEPFEEA L, A NRN—JRB—RENICEEELT, 7 —T BRI A
DOHAG 72 ES T OT T T A «F 2= BR | LU TR S IV TOZRIT AU BN RFRIC
IRol2bDOBFEDO T T, BEMTEEMEL L =T TDHEAICHECT, 2HLHERL [[RE
FftT — 2 | LU AR EF S I ECFARIERZES IR L, 2L ENIL 0D 7
No—T M CTHETI TS ) 2 A 90U, ZOBE TSFLNDLD TR END A
HDON, TOMEIIMRFIH DL THS.

THLTIESIELE, HHRIS (2018 AEDDORE D P4/ —1F 2T 18I ) 1235155 ACD %
VLT DEBWZ D I FH LRI ORIl 3~ & U, RO 3 JEBZXTHDNHTH
2.

O AR YA S —BAE ) OBLEDD, BREROTZDOMERD 3% H ThHEHEEtE D
N £ E o OFRSE O B FEA~DFF G- |00 4.3 TS, BT OERIE L0 BARAY7)D
FEICARY, 2SN 2 O BIE CHAONERNEL R TR LL CabEotha DI
b R SZEMPIREI, FIatEr Iz /257,

@ AT UMEROIEFICONWTERNAONLZ LI, EHL WD ERUEE F3
EHEO—HSOEIEITREICRAL L, AR O LI IEHIEE oA T loT S AR % O MEFS
PEERIIL, ZOEME B OOLBRME FEEF LA THHMANEASN
7=,

@ BILRAIRESND TED Y AN =X 2T ik 1%, PRET-#)7 ARk E
BN T TRER - AN—BUREES, BBEWVIERRERED, BRI+ 228
WREESN TN EE I OBEZRZ DO 75T, RIFEOWES OB & DB %
ZHUT, BX a7 xR OF S ThLHERILALZHEARNICRILT 200 b
2.

ZOaADHYE O 1L, FEXICAHEPEOIEE -T2 DOTHD. /2 ERB T FT, 20
R Z IHBEIE IR TE LW TH D LT D00, TRMRA A /S — 5 o B4R 1)
NI T LH I TIEZ2RL, FRCE DI FRERLIEED D 6T, fiRELT
AR O EMTHDH R ZEICITE A SN0 O TR (AW RFEENFEHF L CF

92 http://www.meti.go.jp/press/2017,/02/20180227001,/20180227001.html
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B O20DTITRNDY) , LOBREEINZNETHD.

TS | O T H B RO 72D O R 1L TR G R 01 ) o) B OFreirg 38 B | TE R
LT CELE D O EEL TEERAE R OFN - 228 K OB E DL RIRE~DF
B0 3 DIZHESNTOD. ISRMIEN T 2L, B - -EHEOHATHLEF
1z THRNA). 2O O EF ORI TIHREMI A S — 5 A3t iR ERh S
DT EITFENDI2NDS, BRIF DDA AR RO N TWLERIZ N TS, RFEZE
(FRIZEHEA L 7 THES) OBRFINEETHY, IIH [FEMBA YA N — 51 23R D b
HITTTHS.

54 THAN—tX1)TA4FFDRIZEZ] EWVSIRE

ZDIDIRRERTIEZ TN, FE)ISEF  (Z afkfEEEs L —7) ICkDTAAR
(I AN—tX 2T TORIRRZ | |EWDOIRE (2018 4= 10 H 29 H) Toh o7z ()1 SRt
[2018]) . E1E, TTHLRFRFREL TE 9 DI FEEREIC LY, DAE O A/3—
TR 2T A BORZFXRIRHEL T 5.

K 9 2B 5% OFHIICIRAD T 5L, FERIOHEZEIC O MELWLDY A 2y, L
ST U RUAZRERFIT/2VZ D72 O TRET TR E WV AEBIE B OFHIZANCL T, #ReL
TONED IS HDEVHIFBERIL, 3 B H O RS (bk [2016b]) X2, FAARE S (H
JI-#K [2017b)) EBFFATHHO T, BURGEFRE WO I TIRRT EFR 720

B 9 FelERE OV AN —tF 2T A BURO ik

B E DY A R—FF )T oK s /S M N H
1. EFEME BT O FE R % E BTSN T
O O O A A
VSR
2. B2 2P A R =D —TeALZ T
Nl O O O O X
VSR
3. FEENAY/R WA /S — BUBE LRI A3 EE (i S 41 C
O A O O X
VSR
4, BFIZEDVAN—EBIERONEEZTZBDD
O O O O X
HEHERBH DM
5. BEALTTREHR I ANRN—A VT MR
O A O O A\
ERERHDH)
T :
6. BEALTTRERITYAN—A T N
O A O O X
FEAE S F OB R EI S D0
7. BIFC LD T TANY — R ELER T ML
O O O O X
FERA 23 857
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OB HI
YA N—BBEDOWEE ThH D REEEDHFIFERITLE Z F THHED © AR Z I

8. YA N—tF 2 VT MBI TN DPEEE K
MM B AL P VA=ZAZEN N 7N

KT 9. YA =X 2T (BEBES FhtE 45 A TR
A=Y/ NiN SV VIR

ZOXOREBEEIC LS B CARAE R E L, )RR [2018] 1%, BLF O XS 70k
AENTWD (TREFET 0D T X =TI/ 3R .

MERCK S ENZ BV TUE, B AN =T 2T (IS BRI B 2 Rl e ebic, O
YA R — BB —Te AT LT DRI, @Y AN — B BUIEHRONE K NEEA 7T
HEHEDOVAN—A T U ROWEIRDDHIEEN, OBFIZLA AN\ —kF2UT 4 A
MEFEFEDBRK, 134 % LD HILTND.

2, EREHE LA =B CEFR L~V TRIES N A — BBy
—/VOPEEREV ST, H A KT DV AN—Z R A~OXHNT RO 720 TR LD
DA E TSI TODIEICED. UL D, BARICEBWTE, A3 —tF=
VT AFEARNCRFEEOBMLTHHEL, FETILTE OHRIPEAN TRARRDE: /1%L T
WBHLDOD, FHERIVIZEDRIGITITRA RS, AM B EEE LR+ Thd. 2Tl
BHEA LT T~OYANN—BI LT D288, BN OB IEHRAFH2Eh, ER
DEMEMEETFHELNEETHD. |

ZL T, RO 3 KROBARAHZE S ZL TD.

O A —X2UT I TOHE

P AN—BEN eSS T 2B E L C, BATORNMY AN —tEF 27
B — %S RIS - AL L CN BT AN RNIC N AN — X 2 U7 (TR EL, A
— BB DR« M7 T - 6 AL TA— TR 2 TR
@ YA N—EE KA D728 DIEFE i
PANR—E X2V T4 HAIEZWIEL T AR —EX 2T 1 | DEFRAE LVIEF 2B DI
RETEEHIZ, BUFO TEREIZIASNIL, R T AN—SB LT 5720
DOEHEIED —FEWIEZTT2D . 1o, BUFIZLD T TAN —RELZER T L0 DFK
BErESICHET 5.
@ A B EEEBEROD Doy 27 LD i
YA NR—E X2 VT AN EF AN =X 2 VT FEEE B R T D70, VA 3—kxalT
ARF XA HTER U TR BRI LEEE B AT/ L LB, MIHHEE L LEMBE, tha
NHBETOVAN—LX VT 4 HE IR 25T 5.

ZL T, INLDOIEEER T D721, #E3kD PDCA (Plan-Do-Check-Act) 124> C,

OODA (Observe—Orient-Decide-Act) B 7 /L% Z BT REZLEZBREL TS, 2T,

9% OODA IF, WM HIHERLIZRARNKIED, MZEEORBNOLEHRHLESNSET VT, BREREHFIIEI MO TN
A3, PDCA D INTHEYELD MR TILL DI TWDET L LT RS,
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PDCA T 1) Plan $$RE & Act #BIAEEN X T3, 2) TN CIIBENE G AV T Uk
(ZRNT - BIR S TERY, O 2 U TARFRDO FE THDH ACD ~DOEFHENIRES>TNDHILEH D
RMRDHEENDY, MEHET 5.

LR E 28 THERERR | 0 TSGR | 2 EBIRL COB DS, K0 THD.LBAAUEFED
FEREDNN R - R AR END 2D, MRS 2> CWDZENEE THHI L
IR ETERV.LAL, MfkE — oAb T U TR 2R Tidrel, Mk STIR T
PNEBDMEE B L 720 FERN SR [ COBBINTHZE N EEDR00.

ROBEIND BN r— 2L LT, BEHIEA~ORHLS NISC LEF 22RO BIfR
R EFEZTRID RDIFEBAEDATIX, NISC IZNMEREIZBL, TO&E (WEYA
N—tXa )72 —E)L, 3 AWAHAMERERIEBEMO 1| A THo. IuLtEA sk
kLI TERE BIZL, BURZ R ELFITT A TIIi, B LI ES DN SSHLNEE
PINDIEAD.

UL, IRICEDRRE N EBLLIG A, BURPBESNDEWDE, BEFERBA~DRAL
LNISC LEF L 2EER OB TIZ AR N2V 2820 7 — R EHE FRE Y T
BV, EFRLEEEERDOREGIHHEL TV DEN R 2T A THi>TWAIRETIE, =
AUOOFHHE IR T TRk | &L CIIESIN BT A AD, MRIX A TENNTEY, B4
RO NI EATER2NDNETHS.

ZOREE VL IUL, IREEICE WU MG | ITEAR LTI R O 20D T, ZiLERE
FREEICTHERERR | 280 T TR LD o7z, LD ZEITA) EDRRIZ, OODA ET VDY
PER RIS LD Z LT AIM 0, BEFHES TR AN —tF 27 (#kIE O )78
BRTEEHC R D Z e IR SND. O xo b 5L, BOK LS RSN BB R G IS LT,
OMEOERE A2 S-S ULNT B AR A R — % 2 U7 BREE ) % B2 8N Tx 50,
L7,

PAN—EX 2T 41T, [ FEREITIRDT—~THY, BEESREROFESIL-T, 2F
JTOIEEBT H, M BITEELL0LHE 8, BEINR A —F 2T (BR
DEFANTEDELEZDLND.

5.5 attribution BIRED HEH SR

1 16 TRl 72 KO T B LRI O IEXI PR | A58 8O 7o DEHkmg 11, IR T RO I
M7 A BT (p.26) ELCWAR, Ar—H L Thblbnd, B o BT AR A
HETHA.KFE L. TRULIZEIIZ, IEAFROIRIK OH—1X attribution FETHY, KEDZS
1% Lo TLUTH HEATEITE T OOV LD RA T BRE IR E 2 )b ThD.

F72, DBREOEMIGIENEAFFAEPERL, RS EEFFELR2TIURRD20 1 &0
THERLTCWDLL L, 2 Tattribution 245 E T HETORMEFE: | & 5 2 220 hUZ,

9 Z O sUCBAL T, AR I3 [2011] TRELLERUT-.
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FIE 32 R TRIESIV T DI T DO TRIERENZZ T DM 13, ARITHEW B> TLE
2. D EDHIE DU Ko TR FE DA NT VR EBD ZER SN DR R ETIE, B 1K
BERBODLIENTSNDD TR NEE 2 D.

ZDOEMTIL, Center for Cyber & Homeland Security [2016] 723, 2 fEDOE—=>~ (Notify
owner in case of theft & Provide information on intelligence gathering) & Ci% B /1 RFE DR
FHHEL TODDIE, 24728 ClEaunaintEbnsg® S udlFEE & 0356172 5 HEO
W RERMEICE T 500 THDH(3.6) . F7-, BERIZ/-7= Active Cyber Defense
Certainty Bill %, attribution F.LORERLITA2> TV = (3.7).

ZD XS 8%, DMRETHENT ZEITAEEE A0 BAEFIEL T, Wbhdpd 7 a( 4 EH
R RIBR)IETT OFINEERREEL CTHLD. ZOERT, DT 5 FEFVDR, A4 —Fy M
RckiTpar 7o R#EEHAETHEERLOT, HENERTELRRTHE G £,
3D 2) L, BIFEEHMIROHE (458) D2 DOERGINGI2> TWDAIENE, A Z—Fy
N EDIERITEIZ L > THERR ENBAE LIS G, HROMNE ThHD ISP &2 5% iEHRE
HIER 3 20 MERF 3 27 ORI 226D ZE A kE T D728, 1T 2~ % CKETIL notice) 7>
BREAE PG I E ([7] takedown) (ICE DA HFLL C, ZOEAEM -5 ICITT o (4
DEALZHIIR (BHDAVTRE) LTWDEY |

B"FHOBUEL, HEBDEREBELICELRET DI2OICHERBELEF R (P TR
) DIFWMBARZFE R DB, ISP FDEE ORE | REFEEORFE LOEMT (FHERE
L) ZHIR T 222D, REFRICES TR - ARBROHEAY ISP % (2L T
AT HZEZ BIELTEb D THS.

ULSUERRIT, 292 Nl E OfE | DRk 72 RS EHH 5o C, ISP FITREETHR
ZBARLIZIAB2WN 22 THRERMNL, 3 BRZ RO (A5 1F MBI ROy B
A ERILT, MIFF T A ME SR, WEWEARROFRICHFADLENDT TR I
725 TCNDEV) . ZIVTIREOIFFT 5 B IR D72V O T, LD S FER DA A K TH
A5

WFALIZL T attribution 23 Smdyrmds | TS, ZbA - — U A BRERIIC /0TS
TOEZETLOZRVWEL B (1.3 BEDY 1.6 2I), [0~V DB ) DR STh | 7D
HENIRY, ZOLYUTIEAE EH I framework (ZHIS TWDNEIMNEN), —FED=Z
TIAT U AREE L CHIBIESILDZ L1272 A). 20 55 C Mandiant ZEDEF 2V 7 ¢« XU ZT

% TE]ZE1%, Intelligence Gathering in Deep Web/Dark Net £T%, FAEHENA =T F 72> TEITTEXARPIFELL WD

M, ATV 2 ZADERI B3 FES N TORWOAE T, ZOAORAZEEEI5252 0. B0 BEFbom L,

I #K [2017a] 25BN,

9 RN OMEELEHI LU T, LFEE DD DR EBE T — A AXT 4 %ATIoo THT=EZA, BRAEDZEMNFRIC AR~

7.

T IEFOLFME R E B LR E A B A O ERHE T ORIBR & O (5 W OB /RIZB A5 ) (2001 B 137

5)

B TP UL, ZOEBBPARYIZETLERIRT 5000, WIZETEZME T A0 TIZRODEWIREE RS 2RO T, i}

DGy % T2 TRES TS (BF [2005]).

P AARMPHEIEESS [2011] 1, ERROIEDLLTFOSEEREL Q1) BRI 258G H E OB EE0 a8
TE, 2) FREOEFHERER AN, 3) FHHPICBITLUBETOBEBREOMRA, 4) 7 a\AX BHPIEDRN
La0, EHKEICKLAHEEMS.
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EFEL, i LOBKAE R OFEZLOIFRIFEIZLD McGee, Sabett & Shah [2013] 73,
adequate AU M good enough 72 7L —L T —TDEAELLT, IRD T HEZFEIT TWAHDI,
ERE A 95 (pp.31-32).

@O BT BORBLEIC Yy F 32589, FITETAIRE O INE b 0T,

@ Attribution Z{EBEGREL TEVY, BUABEGREIEX,

@ EHEIXHE—TIE72< a mosaic of responsibility THAHZ EZHITEIZ,

@ Mosaic [ ZBURHY «fE G HY AL BTN OREZEFR D, BAREL THERAZ G BN
IZHRLRTHOT,
(7209 FL B CTIEREFTZEB £,
EREORERME S NAVT L R E D[ — IS DFERL) (prima facie evidence) (272
D08, IRB BB LARL ST IGREDRE = 3%,

@ FEAETIIHESE THOORENELOET A 72 EMER TELNIIDNDH—F, B

F LSNP I IIGEHEDITD, HOPABHEE (F17) BBH LS.

FDOREFARL T REFIE, 2 R R TETINTTBFOIERFR A fRIEL, Y FEE TR
ZaxtE DRI TIE # 4 Lk 535 (level playing field) ZHERF 352 TH D, TREMmAT Y
A= VS THERIZZOFICHY, ZLL ETH, EHLLF THA2NY |

© @

6 HAEIZEITEHEMBIEIBNF ORKET

6.1 WEACERT:BEVATLIZBITAIHRSFOIERFIE  DikE

ZOFETIL, DBENICIBW TR A S — ) 2580 DIERRILE, £ DHWF425
RLE).ZZTREATHIRE LR THDE, ACD DOMLEMIIKSFOIERSHME], L0
\F attribution RJREGAEL CWEZERER TEL . 2 A TR FE DA DL~ )L ET
Fl& EF7eng, WEBRFEN DV TLERNRTAN—KEOMIEII R AR O T, 20
FROCI B SIRE 1 D3R DA RN E A,

Hab FEICBIT DI —EATT IANRN S — R LD AT A Cimma A TZ T35
BT TRV AT LD, BRI T AENONT=Ob, [BEFITIIHREOH BERHD

100 2045, AR CILERNCEBEER OB LLTE2 (LA ) 23, B HREOZRICEL QIERIEICESARXEL S
W 787D, EBETEHEEZBORORO E2IRITERINDDOT, BVRDDEREICESRWIGEERET, B J1BEE D4
BEMNEDE G LVBIEND B THD. OB M T Hins ) 23T A N — 2RI BT 5B EHLEEOTENCEI TS GT Ly )
HE1(2017 444 A) 25 HLC0501E, EWNIEICBITDH TEEE x5 LT, HHFEOL ML CnaIoicBbis.
0L T SFOIERTRE | DL 23, FIXMFROIESFE ThHLHHC © @ @ & @) . FLTHERORFE T OB EARHG
1L, MEHOIERFRIERSLETHIB I NEATLE) | EVIZETHST= W bDWA LB ORI [ET /L~ —R | TR
REDBRIT, WG B NEEACEE TED,r —ATHY, 2007 ELLE 10 £LL EFNTWD, DRE O IEFERO
35 BREL AR THD. 20 I, MEROIERTFRE DFEET DAL, TGO BRI TE5 2 TT X TR LL
HELTHERADHY, (SO E LA ANEFEE NS (R [2017]).
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B SE—EE. I 3t
A A REEOREH Tl D RO TEIL Y - £ T A2 #iC

DIZ, ZAEFEIIREELZMDE ALV LV TFBMEEZ R IET 5720 | Thorz L ORI
(7R (1979 IZIELWEAD . ZO XA BRI TR, A S — BB TR TR F O It
FRBEEE T, Z DR KOJFIKA attribution FIEIZHDHLL F, ZhacE T 240 M A 71k
FI1ZRODLZETRABEINDLDOEEZ SN,

LU T T, Ao Z—%y NI BT AT A (Autonomous System = AS) 235H A #256t %t
FTRER, HHRRE B RB ARSI DO THL0E-T, O TOEMEFLDOLI2
B ME B FEE I RTE C, RFC (Request For Comment) 72 E 12K ART 2 — 7ot iy
DEBIERDBIEARITI2> TS ENE M HEE T DA Z— R NREEEERE 1B DH
REBUTFESD2 GBI CTHD T B -4 Wl ) 2 EE L TRED TV 5.

CHTHRRS |12 W, HAEMEIZEEZFAIO 1 2 THHELT, ROIITH TS
(p.9) . ZAURXTHANR—EX 2T AL 35 1T - 2 THITKHE T HLDOTHHD. [ A/ —28
M7 R0 B AR B _;D%E%%:L & A AR W DB L AIE PR 23 3
9 HZEME L TRGEANCIE B L QI EENRFEHERFO&EIZ 2 THIZ LT
ﬁ@f&@Jrﬁ%f%a%4A~I%®&F%%m%tofmjiﬁﬁ&%yx%Aﬁ%
NN M BeA BN ERTAZLICLY, BELHL EEOITEZIIEL, 5
PISMZeL, Zha#EEL T )

72N, BB LB IR THD T ENER T, §lECIEED AR EOHA NS IULEE
LW, 2TV RV ONBLETHL T REZRIL, Ry 7 2015 NO T NTHRET 54
WRREA [T D7D TELET DH B RMGRB DD, A2 F—Ry O FUZHZE AN H
BLZLL B, B RS EHIRL CEZFICEDIENRE I I ZE]F T 5281070501
JESRENZ R THMRIEAY L bins.

ZORT, # 74 T AL Intel v. Hamidi H)R%2 A~AkEL T, Epstein 23EBIL T i
753@\1%?’“% ZOFEMTIE, BhEEICKHT HIR 5 (trespass to chattel) &A% FH ZAL 503850

A DL TIE®H D, Epstein [2005] (FHIRN AT VI HE O Ry I —2% Hamidi
Jﬁzbﬁrzcb\oto IZTHEMBEELHHOTEND, A OMFREL LN TWDDIEFFER
ELT, LLFOIoiEma RBL Q0D (72720, MR ARIIIEEDMER L2 O THD).

BJZR 10 13, Mt BRI I DERRGE O 2, Ml B 1805 SR80 b DG D%
BioT, v NIZAZLTZb D TH D . (a) IZBIFDMANLIFfRIEIZIB W TSR, (D) 12

Bl Téﬁwﬁ@ﬂ“ I, WEHICRLEEAY | ZRNDDOTHSNARNFELDIE b) ) 72

S, ZTNZENERRGE & A HRGE DT A Thhb.

<‘:_575> Epstein 1% Intel RO IDNTIT A HRGFE DR HLD T, ERFEITRO 2N L)
HRRIZBENZZED 720 LV ZHUERIZE 10 128V T, ARSI TWD(e) OfmdEE X
WD THD. ZZTHITT N TIIA 2 — Ry hOb 2L R EL T, [HERHDHEZA
IZREH IO E DA L0 b LR NE NI AR - AMEZEER L TLED | SREHIL TV
2.
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XZ 10 Epstein Dk

H )8 ) .
- OHILD OB

(a) FEAEITB O TUTENRGEME | b) HERRGFENFRIT, Z<R6NE

RDOHILD I, BARGE LML T 528137 | BISNAZRIGEIZOH, B IR
W HHID
(o) IERIRFDOENRNGEIS, B5h | () Ebob@obnaned il &

Earaloy W FIZH ITRERRBDONL0E0D, | - RERIT AP REINORBANR D
—MRHIZR AN IR % %

253 1X Intel v. Hamidi DR BARIISCFF 20T, famil 71238\ T Epstein &135E9
RIBEOFFHETHLHA, ELOFRRIITER TERVWERD A TNLILERO I %1
T, TEZRMERNR E2 R THOTRITFIIE, A7 —Fy NI EEEZ2207)
RN | ENWYEEETHY, DI b THFOIEIFRED IR | £ TIXE R OKFN LB 2 H &
7259,

ZHUTIRZ DI, 20D FENGHEES 1 SIFBEICfitin -, [ 7Kt attribution 222 &
IEDDETIE, EBEOF “FHIAEELZ LIS WEHTO R NIREERDD | VO TH
0, 5 2 XV ANVAEVY HGEE LG THRY, (A2 — 3y NI ARG A LR A B A
ERODIEVHIZETHS' 1 ORITREIZIR 72D T, 22 TIEFEELTH 2 D iz 3L
9.

6.2 FHEERH2:BEVRATLIZEITHECEIEE Cyber Hygiene

B AT AIBITD, b 1 DOREIL, AT LAOEHLEHEZ H OB CERT5Z
LTHD.ZAULSIRDOZEDINTIDNDA, YA/ 8—BEDN B HALL TOSBUE T, #
MR E WA Fi>TW5.

RIET 7B 2AEEILIETY, [7 7B AR A R B3R 727 7 e 28 i
1%, MELT 7B ATIEBERE AR DB B T 2% Y54 T 7 B AR EE IC XV iERE T
TeDIZHWDIG 5 O ERE BIC DL EHIT, WIS T 7 B AT HBERE DA 22
AEL, HEENRHDHLERODHEEZITHNITE DOMRED & EALZ Ot Y 3% e 73R E R
BT 72T 2SS D720 BB 25T 5805000 DT 5. (5 8 k) ERIE
L T4,

S HOAUE 2—HE, Xy T —ZIZHRET D5 E1E, o017 72 Al %2 kd b
HZENZNDD, ZIUESHHP LV AT LMEBE DREIoTo B2 LD (bokt, 57

2 AFEDBIELTE 2 — 5 -V ADIHIE, BT 4 S CEEMED B SIS | SOBRD A ERITS
ZEBTh, BIEA A DRI IUCAD D, 2) BIHEDEDROIBIZ, KOBRERESESTLHZ, 3)
o CRIIC A YRR IS BN A%, 4) FIRIC, BIRE IR0 RS (awareness) B 7T KT,

43
HREX= U7 s RERY 8105 20184 11 A



OB HI
YA N—BBEDOWEE ThH D REEEDHFIFERITLE Z F THHED © AR Z I

BHETIEHDLN) FRZ, BEALTTE0HEINLS Y — AR T 2EH X, ZOTHRE 2%
RICHEFF T A2 LN HMER | THLHDHEZ ZHND. 2O FU B L TR ) 28 TBERRE &V
FEEES T, IROIDNTRRTODDIIRIBIZE AT (pp.10-11) 1%

MEBRIEIEE, ¥, BEAL 7 THEFECBUNEBICREZESNGHLP LMK, B
WIZAT T REEBY — e AEMEB L X, (ROMMTH %7 AT T D7D I B LR
LRSI R OB AR T HIETHDH. ZDORRIZIX, —HOBEMFEITKSFET DD TIERL,
2 OFFROMEBNGZ L T2 - —EREZTTHBAND, ZTOELEETLEDN
FIRANCH A=t F 2V T DRERIZIRVAT e ZEDTETH 5.

ZZTCHEINBEEEIRCN B OB WS- HEEIEEDILTORND, TR RS T
HZEIEXABITEAD 4.5 THAT LT K [E D Cybersecurity Information Sharing Act of 2015 C
1%, HCOY AT ATEBAA, MAtOEFEICIESBEERR, EHBUND O DK EN &5
B, VAN —tF 2T B TE=XI T T HZENEE LI TS (VL 104 5:(a)) .
Fi, PRETLEROHDOSLEBEZFIL, F<b 2005 FI2, VAT LAEFHEITIZZOLH 72
MR LR DD DL EA TR QO (EfE - 5 W [2005]).

ZOXIREEIE, Ry bRy MeE B — AL U BUIRTIE, BALRA OV AT LD
TR, ISV AT ABIRL L COREITH R SEEZDDINZ Y THA) . WbIE AR
A DAL Z—F Y NRTHD.

i SR AR B (WHO) 1 XA RAT A% TRk S V- it 2 0 %% 1@ L <, Blia TRiL,
EMEIERL, BIRR, BtIMSRE DBHEZ 1T DR A TH I THD 1 LEFRL TR,
ZAUTIE R, EHEH T, RISl 25 2, BB -tha ATEVE AR, a4, B
A BB AR T DS THD. L LATE L OB T, BYWER R AR DI
b,

Ry Ry MEIT AL ARG L TWDDT, ZORHEL TE b - R L2 E N ERSh D
ZEIFBRC A TEIL.INDE T AN =X 2 VT IS T DITBUNREL, REEEICH
RAZrET 50, RIMELFITEETHOTHIL, BEOH =FIZELXMZHDT/ROER
DR NEZLIL, BYIEDKIREL TP RIBRA T 2585 ) 8685 (P HiEEAdE 9 55) Ok
2 W2 - ZEHI R - APtz OsgfilHE & (RYYE T P15 17 &~19 ) LT Fry—7T
BEZDHIENTELEE DS,

FDOEWTIL, Center for Cyber & Homeland Security [2016] 2%, Ry MRy DT A7 K7
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A*ﬁ@ﬂ?ﬁk{ﬁf(ib—ﬁﬁ% (MDD T2 AT NUZ R TS ) 1E, Z<OFA T

BORHETHH. 22T, D7adtd attribution Z22XIEDHETITHE TRFNRRD LI, S5
\Z1E cyber hygiene L TRy MR NDT AT H T DN GRDHIVHIZL T, CIVEHENELT
THPREBIT25.

PEEDFATTL2ONEROTED, FILH 4 BORRBE TR~ @ OB AIZ/EF
B ZIRNZ L) DNEAMTEEL W AT R DMRWRZEICH B T RBuE R0 58, WBH
TIEIRWE =F I ELIMA T, EELECISELI0BLRN. O BEORELDH 1K
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T B A AR AL L7 b O C, BIRE S O BRI OBLEN D b 22\ TU A (8]
BETEDDITFED LW Z T AU, ISP IATEELITT EWVIOEIRTHL 2. ZHITHL
T, DBEOISP BT 1%, BLWDRTISP PIAMIEVIC TEL EEBN 2 EVDOTEE
EORERTHHINT, %Lﬁﬁﬁofwa
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W EHTNTT Zv—"71% Tier 1 ¥xU7 THHZEITMZ, EERAIZRFERBAORE R, a7 237 - EVRAD 1 DITiEZ
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136 1934 FEMEEDOHEA 2= T 501k EE—E A | OREETHY, MEFRYV—E X IFELHEMAI SN TETR
WHEZ OO 5 Ea, BEEZIAEMALE D ET2EXBH50, BHEORRLH Y, LBREEKIAL T
V.

BT A R A L OERRHRICONTIE, 11129 & 130 # 3 R.

B8 SNV - F—HIE LN D DX, FEOEHREMNRIC LIEERNE TR, *y N —7 EERET 2 EHREH D
FEAHTCT_RTIET 2205 . Z OBV TIE, LLFOIXCHkESIAL - |1 [2016], B - 4k [2017a).
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OB HI
YA N—BBEDOWEE ThH D REEEDHFIFERITLE Z F THHED © AR Z I

733 ATHICETLIFHRMRBEOEEN

HEXUBEFHEE 4 FONREOWE | ORESRIL, BENKELAZT —ZDOM i Th
%.EU Th e 77430 —F54 (2002/58/EC) 5 FRICHWT, 185 (W) ENT T 4w/ T —X
Dl )52 x5 L LTl E DAE (confidentiality of communications) DESFAHIEL TWA.E
TR ETIR @R ORE BT D EHEOBUE RN, B85 7T/ —ik(ECPA) |
IZBWTC, MBEICBITL T T4\ — LT, BIENREAZT —Z O I MRFESIL TN
5.

72720, WTNOEIZH>TH, WHZELFE—IZfI O TIFRL, FIHBHESS AR FED
B2 E e B BT L CTIREL L Z RO TND. 22T, M E XL ETENE
NORGEKREE R T DVENHDHD, AN —tX 2T xR OB SN, AXT —
BEHF, ORA7, 08T, IERT LRIV E B> TWD AT Tk ~7=d912, EFED
FE1E DR | ~DOB 5L TlE, RCKTITIBENECAY T — X2 BUS, /17, 700, 1%
T DZENMEIRLATRDITNT, 207D DIEHIELIEFEILTND.

LU, AF T —ZOBEEVENFEWICHEDLT, KEDOENRFREICBWTL, AZT
—ZFH DI BENEELR AT 556 L0 FREMICE S THL . ZITHL T, KE
CHEBUTIEDA S — 2y MR OBUIRISE G ) TIRRO EOREPHA s TEIZ (T 7 —
FohEEEOME F 2 Mt mE£]02014]) . %77, 52FE @ IPA (Investigatory Powers
Act 2016) IZFBWTH, AZT =X DS HBFIHLL T WFHE T2 >TND.

T.1.1 THlATIDNC, AT =22 lIE O | OREFRELUIZEIHIE, [ZThoo3IE
ZHONHZEILE S TBEDERNEBHERNISND | T2 &N DD @ Tho72.LL, &
HOYAN—tX a7 43 RICEB T DHAZT —20ul OIFERIL, BIENREZHTT5720
RSN TWE DT T, AN E 2% LT detect, prevent, mitigate 3 57281Z
HNBATWD. 2O fE CTHEE OFHHZKVIAT LN TELET T, BEARLIIBA
2T —HEFIA LTS 6 CThD. BRI Ry N — 2L CWA LRI, | Sl 570 SR
DFERE[MEINETHD.

D7, [EE DR | DIRFEXI G ThHDHAZ T — 27207 %5, IEHL TODELIRIT,
[EIE DR | ORGERNGUIASY T — 2 & NA B BB LT R 72> TS ST, RO
[EAE ORI | OIREX G T DB LI R LBLE0D, A% T —ZOFELCHAICET 5
FREdIREL, RETT DR HNRI- O TIZRWINEEB 2 B,

734 HAN—tX1)TDEREANSH-IBIEOWME | DBEE

BET7TIulEiEL T O — R AU RTIL, FOEHMHEBEN R 2> TWAD T, BIEDE
1E OB | O &%E RE T RELD ERLBEIDNDITRoTEIZ0Mn, 2858 —RTHH (£

139 4.3 i Cik~_7= ECPAIZEH L C, KE A DR Tl stored communiation (2B L C A % 5 — & Z A3 54 2 561,
AR EOEREMENEEZ DL D THDH.1E 68 5.
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A OFE—ER, B
YA N—KBOYWEL TH D REMCEOMIITRRIZE Z £ TRED : H KR A dlic

A [1995] pp.109-133).
P ORI TIE, EiE CILEXBEFZEL LA OF =F 1 18(E O | 2123 Al etk
BV, 7 =485 (4 BIZiEA A2 —3y MO 2B\ T, %*%N F@Mm%&
T AR @ E T2 T, BHAMEL TOHEE DOWE | OLRFETIX, IHFRORE AT LL
LTUIRF IR D AR D D, L ob D ThD.
LTI DI RFRIRITIE ST, EE OSSO TBIE T 2MED, ABHER 22 #
DOVEBITIEVAMEE S S TODDLE, & 815 OETHRHE - FRIC A EZADRLNEL T,
@A DR | DFREEIC Y oo TEBET X, LFOEARFHIZIESL T,
O EARNEF 2T 1 ORelk  EBXORE FEE D RIEST XL, AT LELTOIEED
FLEHRAR, BN LR OMEFEITREINDHIETHD,

@ PFEOTBIEOME | OB : [E(E O | OB, BIEOT X TTIERLS, AEA
EDORIOFLIIZ2 1 5%t 1 OIEFRDFIEZH DL DIZREL THEFFSILO R E,

@ MOFELFICLDBENEORRE:2) 1I2E->C, [BE OS] L THRESNZRVIERED
TIAN R, BB ORE, HEEORERY, {m(J)/isﬁ@%ﬁmJb%{%ﬁ%@

KGLnD,
@ TR ORI OV 7 MOTRHER S5 - W BB 3 2 DR AL O Rl
BEEATIROGE T, — KL~V TOHEBE ORI TlE, BT 4L~ el TR

At4r.21 AU TEL, BEABORE, EX )7 IREOEFIT, BElftOEF
2T ABIE SRR _%ofb\é_kfzbéo
DI, kA REA TR S AT ROTCRENNTECL LB, AR TRUCENE(E
DR | OIFEE R IETECTIEL TERY, KT HE R L.

74 BEEADOD—DOOHRHG

741 EROBHEOER

FROESERFEZ T, HEEORE L T— RIRELL TWAIC R DB ZFE L
FHELTC, YA — X207 RICEL Ca— Y EE CERBEFEE 2T T —
T DI IBERRE LT,

T, BIROEHENOIRD I A X — Ry heBE ORMEIZEL T, BIEDERMSEHEL
TWVWDNIRZDENELT, 1) v B a—HREBEREVIBIOIE T LAY —DFLE,
2) ZOROENREROARFES, 3) [BRBEFEE OB HITIRD I LW BREHE D
W O3 ANRHHEEDND.

FTH DICOWNT AT —Fvh - —E AL, BARDEB (A Ry 2H T 558670

U0 F—HGE(E LV HEENEDN TV D DIE, A F—Fy PRI HRT DL 1995 FIZ/2 ShclzdTh 5.
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FEF Lo TRUIESNTWDEN, 052 KA Ear v a—2BEEE RIS,

AIEIE, EELCavEa—H EVRAZY—RLUIKEOFEE 2> TSI, B
DIRMET 2 —E AL TRUG LI E DAZ T —H 12 81%, T3 — 1DV T
HHHLOD, BEICHALT, h—bERZEELIVH e —E A TGE AR H LN ED
FEAREFFS TS,

ZIULTE 2 —FHERYIDONLIERG ThoTz (B o —F8lEHED, 2B a—X.
F—e ¥ AT&T X° IBM (ZBE T HMAE M BEA BRE, —Eb HEENH 22 =280
720N ZEITINA T, A Z—Ry MZOWTH IERLHIBUR | 24k L 72 & (PR [2002]), HiZ
5 = #VEPE (Third-Party Doctrine!™) 23 TRRDO HILTWAZEITEKR L TWAEE 2 Bl
BH. ORI TAHKED OTT FHEH 72 L GAFA (Google, Amazon, Facebook, Apple)
ICRFENDT =LA, BARTSBICBW THESEE S EIED REOWE | DIE
HWHFEEELLT, AHIOEEIL TV,

—J7, BRI FELEO LBEOME | O A FEE THHBERBEFER L, AFTib
NRTE I ehs 70 @G OFLE | ORI EIE R 28 5F L7221 AU b7e vy, LD HERT
LCELDL, Ao ¥ —FvhRart a—H - 3y T —7 L TOREEIRD HIZ DT, i
FHOFRAEPREITHTEICH DI e>TETWD.

FTITH 21T, ZOINAZ—F R —ERZBWTE, Ao HEEEEZAL, &

SRUBAE FEEEOW BRI D HHEF DNIRIEL TODRER, Bt I equal footing (2725
TR 2 Cligr ERTEICR 25T, D) BRMEHEERE 4 FoBEMAEES, 2)
TEXUBIEF L 164 5 3THOM AR, 3) EXUBEFEIEOBE ARG OFIES, D3
FHEOFELEED, HE OV —E A2 TOHBITE Db 5T, BT IER RV 252
T TWDTEEEBRL TN,

FIZZOFEFRIENE, BRIBEFEEO B RSONFEAIEL THARENICERESNS
DI LT, A F—F b —EAD LN N EXEE FEILEO I NN—FH#FELEHE 2 T
W5, EOBRICEHET LB THLHA. 2800, BXEE FEH OIFEIEIHIXELLTH
WTHY, EPNIETRIGNABETHDDIZK LT, OTT ZDFR —E A0 EENLS L —
PRIVEINSTHD.

% 3) 1 XLEEORE | OBERSD, [EXREEFEEOBIR TIIRDHE(E | &> T
AL TARIES Th D Ha B 2RO LS G BRI ARAM B RO, ffHlx Di@EEEIC
PRSI B TEHIX TR IC3Y 203, B & RN ST H720 I8 8T DAL EE
LT H Tz, T h®&&d@%£@ﬂ%ﬁ“zT%éih@%%%ﬁ:%%ﬁ@
MEFREVBEERESWHEOD, THERHITITEZE LR T, HlfE OfE | Tidve, &
NEHEL TRESND.ZD IO _ifﬁura%&ﬁbof oL DOILNEE O IZFENL, &
HHDITFE Y Lenan), FHPERFICB O TAREENALND. ) —DORES T, 85

141 =R R OV T, T 135 2B R,
12 = OREICOWTIE, 119 B E7- A5 [2018] 2
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/& EU @ PNR (Passenger Name Record) f845 D L9725 18 DN ALINDDY, ZALIZ-DW
TIXH 8 T 5.

742 A—HYDOREHDIWNIESFICEIHA/N\—EF T xdEDERIE

7.3.4 TRAR72IDNT, A& —Fy MIFIZB W T NEE O | OBLEIXE HRORES
AT LELTIEIAR T THY, EBXIEE FEEDRET REZE, [V AT LALLTOBEE DO
KR, DFEVNBENLZ RN OHEFEIRIND I INCTEHIETHD, EOZEAFITER
LW ZOBZHIX, BXa T4 AT YA, T T4 F2— 0 RIROEX VT (iR
7Y, LRI AN—EX 2T kR AT T DL TR T REZLEERTHEE X
LD,

LZAT6.1L6.2 THRARIZINNT, A F—RyMNIAFT AT L (AS) DFE Bt THD L>
TWDIREDD, BRZEREH T2 EERPFERE T, *o N —ZREOHERF T T hE o 2
TEEBFIIRERON TS X 2V T4 BELNDDIE, APT DI AZT Yy a Ak
PRERNZ U KRB O EH 3573, the weakest point 73D A TR & IZKRER HEEIZ
DN TWFIED, EEIICEISN TN D .2 LTS 7R B IR IG T 5720121
Z @RS LB I2 o TLD0, e HHET TEOMMIT, B AMOmmbIROLILT
W5,

ZZTHETIE, X2 VT - RUX = THH ST, EHE VAT LOERE TR EER I
FRET DB, Ry NI —JERL O CTT U N — AT 2728 O ERILIL TS 2D L
72z C ISP 1L, Ry T —7 DL FENERPARDOERE THLHID, MOEHEFITHL
T NI 2R > COD NS .

ZZCHEE DR ) OfFR - AL THAERL THEW A, T2—FDREHD
VNIEERE %, BRRIC T D2 TidnmnEEoins.mi 7.1.4 OEGIR RAMICBITA 258
DRIBRHITEDNEZERE T HZLbMEBEOWE NN DL DO TIT R L) iEH
73, 4’/5{*—2“/1\ CHHER FIREZ LT UL, 22— RELH CORY N —7 DX 2T 11
RDTZDIZ, HHHDOWMIMAIZEZFEL TRy N — VR AT 281, TlE ORI
ﬁﬁ‘ihé%@f IFRNEB 2B,

FIARIT, KOANMEICEE T DS 00, EfR RAEI X R0 BTN THLZ LA EE T
5L Th, 7V AERGIRSCHE I SR OFINE 168 52 2 JL TN 168 =0 3) ALk
A HTIE, INBICKY T 5T — 22X ETHZEAERNELEROEND, H AT 5R
I A3 12HDHTEA.

L7 Es, MEFNR H 2 i/ IME T DT O IERIRIL S LB CTh 5 &0, 1T 45 DB LWk
(2T BB NHIUE, THFIFRICHTL T2y, 4.5 T LIZKE D 2015 45 CISA k0 k)

us ZLUCHIZ, Fa— b Xy hU—Z 2T 5 B E A .0 MSSP (Managed Security Service Provider)
LB %, FBROFERALVICTHEET LTV DN EER LT 5.
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IRREREL, YA N—tX 2T EEARED, tOBEOIRERICHRE T 5280 E 2005,

743 AVE—FRYMH—EXADREHIRBD-OHDHEDBENDERBIRMIES

FRROFBEE RBLTA72DI1E, Hio DB WU FIE O EIZ LD 51D, IR
BELUTHIIHARTA L REROUBAFAARTAL DU EIZLDTTIERE 26D . Eh
ZNORARE PR AITRFISNDZEE WL,

ZZCIRNEIE O ) D& IR S O AECH D, TRIHONFE LT, %%E(D

RELARET DD, 4‘/&—?\%-%—510)*EE’9F1&®7‘_ \ZHREE DiEfE ~D&
e E R A FTRRIC T 2 AUE(E F 1L 6 & (FIHOAY) OYEA TR LW [FIH @/A%
I, BRIEEFEEEIC %@&a‘%mm@t IZOWTIHFERSATFRBE N | 2R EMT 5
DT, EXOBEFEENEHLESEBE I/ —%vT (hands—off) Z 3RO D EEMEL 72> TWDHH
ETHD.

ZORERHOLPLEEZ 2R LW ZEEHELTELO T, BEEL TR s <&
ThHOHN, TREXBERIE AN —BE | 2T ool FH KL T, [Bo T —e 2%k
FRIEVODIE, FRIZK T DB bis.

BEIZE R A— VB 175 (FFE - A— /L DA OB IEALIZEI 3 215 2002 FIEHE 26
7)1 TR, WhLEREA—ILOFEEFITH LT, EFA—NVDOREZEDOIELELS
HAHRNDRHLLG AL, EXBEFETITE A VBEREOERMEEIET N TED
EHEL TN,

FoEMEL 12 SR, BEAAR IS T OMITEMEY S L CEL 328N TE R, &
DIENDD. ZOHE I THRE Tho THERTIZRVA, EKEA—L 11 FOHE
HIFEEZER T, RELL TEROSEGRHE T 2EXBE FEIEDO —HMBUIEREREL
T2V ZOBIERIE, RIERBE I CEXKEE FEE IR GRMEZ AR T&5LT52L
T, YANR—%F VT4 NEbT5ZLI12E-T, A F—F b —EADL TR
ERLIDETHHDOTHD.

73235, MEORKRBRLRKHEMAR THRWVIEEFE N R LRETRRELIZOIE, D& ITHfFAE
RO TN IZE WD 2T Th D EZEEDOIERIC Y 7> TUTHEMAZEDOEIZL-T, IVIE
i CEAEMEDHHE N BT TR T 50D EHIFFL TV,
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8 PAHEEAITIRMT D FEHITRAT

8.1 /ME

ST, EAEAMBHRETEIZL, ENBRVDIZHEVIZREZRT — < Ik L TLE-72
ZEERIBLTHLWDOT, ZOUVTEEDDIEEICAS).ZZETOMEma BRI THEEHIC
HFOHREMZT, HEFEHENZIRL, 5BOF AT LN EOE N2 T &7l
X, LR 7 51272%. O~@ 1 ZHKIZIEDZEZ 7T, @~ 1%, OREIZFFFOLD
Tdo.

O EBRERICBTORF XEZRDOF TRINLODBFEATHY, B IRFIIFIFNCTHS

D, A H—Fy bOWFRITIZL, attribution FEEIARFSIND T SFOIER TR D3 DD
T, TOEHBZREETDHRET iﬁﬁjﬁ{ﬁﬁ)ﬂ‘éﬂé“\%f%é

© EARAYIZI, attribution FIEZSGEIZT 2720 DFROLGE, AREAITHET D
T NI — 72K D cyber hygiene &5\ METEFAL (sanitization) %, A/ X—H DL E
FR ORI FEEL CHEE LT RXETHS.

@ LLE =F I EEFEERITTIEZRET D720, ARIEBEOR 50 F T, A/ —I 5
X ORI TF B A MDD EETHD ™,

@ TIAN—=ZFLO LT AR EOWEZDI LT 5720, EROMBEI T AR
TR | ZRE, BEOE | OIRSEIRILEEBIT, ITEROBEHAE (HEE T, A1E
ﬁ@l%ﬁi, BN HRIERZ AR fﬁ&)@/ﬁijJ@%%? EHDOELRETHL'Y.

® ORENZIZT = SRR N ol 1T BECEX2VT 1 _RUE PPNl
E’kiz K} EE SR AE B A S — BB A R | L LT, REIEHENDDEFERN
LFEEICESWT, ERBEFEEED L @ (SRR OIT/EITIRIZEER
BT RETHLH".

© Fo, ERBEEFEEN—TFOLFELEZT T, FAN—tF2 VT4 OEEH -~ LT =
T ORZE, IEF7SHEREDEIE 728 & T MSSP (Managed Security Service Provider) &
RHZEHZART RETHL .

@ DRREZE [ 1 ZfE T 5708, BRERHUZ AR SIVARHEAZR NB(E O 14 R

W R AgR S, ZOFREEFELIGRTRNEND LRV, ZORM EMRIEN 2RI, A ¥ —Fy b [H
B - i) BREEAENLODL, BAIKEFEOFEITEERET D FORIKBOREHELZEATIZ L THY,
HE - v 7 R Elo TEHE AR ST 2 & TIER.

U RILTRAD TDRBWBIR0 o120, HEEORE] OBIRIRE 1774 N —ZFEIE] ERm &L
E2ETHARWV.ZTELADIVUE, A - B [2016] &S EE -,

46 BRI EHEEE~OHEN EK) [ZRZ2DTIIRND, EDBENETHEnE LIRWIE 108 THEM LIZY =
A ¥ —DBELFERTH D, TIUTHIERFHOTLRTEMTIL2HLEV.HoLh, DREICKEITD HEAHE L
TOEE] 2, ISP IR Y A b7 o v d £ TROLOIE, WEOFAREWEEDPND. Z0MICEL T,
BHBTE 130 & &R,

147 Rowe et al. [2011] 233 < F9E4 2457278, [FBFIC Lichtman and Posner [2004] 28 0ECT B ET L « ANP— K (2
— W —IX MSSP IZHEHV IV 27> THBZES) IZHEUE LTz o720,
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T, A= MFRIZSIDOLL DI T RETH 5.

8.2 EBODEA HAEDHYAN—FEHERBRIKRTFMS

ZIT, INECRUTE AR FFOIC o, WaelEmARLTRBID
FT, HEEIC i*ﬂ’/\—tﬂen):ﬂﬁ‘éﬁ ol 3 ) Eﬂé@;@ﬁ@# et OB

IZREW, EWVIHFBFMBHD. X, 1)1 [2013], H)IT-#k [2017a], Eﬂ)ll Ak [2017b], #k-
B [2012], k- H)1 [2016] 7ol D ILEBFEAEL THOER Tho. H KO FEFHE
LLEIZ, BAROPAN—EX 2T PROBMENRKENZELE T LRI TH, MfFHL e
FDEADM A IEFE] [2018] OFfERIZIFFALIZ (5.4) DIE, ZDII72ERITHES<
DO TH-oT-.

LIUICRAT=BIERIRES, DR OfI X2 DI 72 TR AR A7 | %:%U“Tﬁ@'”
NLBNCELTHDOIIRG TN EL B L T RS, (i R ENERIC
HHDIE, IR0 GO B2, NUAT L 20, B0 AT (AR I AF) 1ZEHL
TEZIFENONTZON? PIIATORTAT L a—F GO B HIXFEE S
W, LeLAREISNDDS, (5 DRI TR L PRI D DI .2

INSTZEERRIT, GEMEISIT 2R MU E R D2 EIIARFTRETEAD.

%@ﬂ?ﬁﬁ%iﬁﬁ 1%, PNR (Passenger Name Record'™) &i#{g 12 O O FHESFRHIELR. T
RO E OIS I MR BEORS THEDBBEORS 2LE 2 UL, RILHENTH
BV OTIEZRWEB 2 6NE0, #bLEDIIRERIIL TN THL™ |

ZFITIX, ZOI 7 REEARTTIE X E ZETRLIES, AR TBRBIEE | 2R <&
THAINILFHL, 2 SOF5M (BE) 252 b1 OiE, BRI R B S OEETHY,
fhod 1 DILIWLE | (BDHVMTEZE L) LWVDIRBIZHE> TODENTHS.

AT, et b A NN—tX VT I L, RELOLERHHEETITa
FABFERSN D 0HD.7.1 TR RZZENZDOFHLIZ7201FD08, 2D 7 i I BIR 2 HEEE
Lo, EEMAHEIOFIAZ BRI THE0IHDTH 7. L, T TIHZELDE L
PANR—HEZDOZIBO 1 ZTEHETICKDoTLE), EVIOORKEZORETHD.L25

18 NBHF— 22 LU, 2014 DREHEEDOKEDA T ) P x U ATEITART 708 (8 VT, bnEOMfH T EARK
EbRkEN (BREFTS [2015) .

1y [ERMEARAEVE ] R0 TOIMEEEE | 1%, EHERORFETHIE RO, BLEH W I HIEICHET 28 Th
%5 (% [1998]) .

150 [E)E LN — HEN SR, B ARD EEE R ICEENHE L, ETHOABHEOS v A—T L— b & BEIICH S
WY, FEREGOF L AR—LBAETHUAT A,

1161 FHI TR LIEREEZFFFRV AT LAOL I, BALLZWETHMFHAZHAMCL, HEEO T EHis L
7=0%, LAHTHD.

152 JZE A DMEA T D KB O PRI T Tt & 1B D IHH B TR TROFOKS - HEE - EEA B - MR - ik
AR HIgEH - BB RO, THRIR - s - mﬁ¥ﬁ@%ﬁ FATATE - AT DKL - 7 1Yy M — F&ES,
RN OMEE - EE - FaE s, BRTHREA2 LY - BRTFHESFE SR LEBEANTHEINLTEY, Tuxike
LTHFIHENS.

183 ZH 8 AH, 2013 4EIC JRIAAN BN EREFNCRERBIET — X 2585 5 & LI, BMOENSREIZETH

o7z,
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YA N—BBEDOWEE ThH D REEEDHFIFERITLE Z F THHED © AR Z I

03, W E BRI R T &5 8, BAMTHEHEL .

WEEITE R TEEOTEADD, EITRBIEAFAOBFIIZIUTE T THE->TWD AL
FEBSNR2WOT, DLAMMNE | OB E LN TODIA RS D TAT Y &5 M1 5
CHIEE R EOHEIB B Z 2 TEZIEN, Za— b LI TR O L7212
A D IR I b, TFERIRIRERE | L TR (AU ME AT A3
Herm D HLNZ 72> TWD D ED T EE DAL | 3RO B DR RIZZ2 > TVD.

P ANR—=Gr O BARFEL T, EEEAZR N SEE ZHY T CTHRLD Ay by MEJRIEE
D XH 72 FE BRI E# A Ehit T 25 S 1db HAADIE, 4.5 TR L7z CTI(Cyber Threat
Indicator) Z:H 35856 Th, B R EDOIEHEE BRIREI D FL ~ UM E L1 A 36
BT, TV DIRWERFICHET DI RERD. 22T, LLromnEIXIFRCY
AUV | %R DT ONE DR X220 VRFE RV REIE 2 HELTDIE, 5L
Tl = ol Bbins.

8.3 MEMSDRRE]

ZOINTHIZRRROWENEERZEL, BRE OO IZE0 Y TULESL. FEIXNEE
DR 1T, ZOL~JUTEL TWDDTIEZRWD, LW ORHEE DGR TH D FA
HIED0H, A (7.2.2)0/ U (E 132) 238G OFEE O TD ~ B0 BRI FERE | L3k~ T
WD, BRIBEFEIEFTL2ENREREL TYA R - ar b — LS ffE-> T
WHZEE, B EICTRIELCODLOEEDND.

ThEREARRE U CHE LT RH - m - milE [2015) OO, DM OFNE L IEE
A5z TS (pp.778-779).

M2 ENZ I T 2 18AE DR (6§ 2 R8I TIEHE THY, MG+ 25 HRDIE
YA B ISR DL EHI0, ZIE S =B IR T 2RI R 72 Fioi 22K 9~ D)
2. ZHUT, IHARIERFS, (G OMENEIEOREETHEARAMED 1 DL THE
ZRE, (FPIE) ENHIS E O @(E O IRERLUE N ED L, B8 OB DERITE L T2
THERIZ OV TIIRF IS ED 22V BRVIS ) 5 T 5 _E TRV SV A STV
ZEDHETHD. )

ZIT, WEWR A7 TEUME E ) DSR2 E 2 T, AREELDDHIZES
TeDToHL. L LILFZITIFRRFS, 2R ML BRE TS KM N TS N #EE 1, 8@
FUTIENBILATE N 2 Z3if5 3528 T, ZAUTITRDRCEG R RBLE RPN A2 THAD.
ZORIELT, el 96 TR LTI RZFEBE TOr —RA A2 T A DR, [ H—F NV AT
L) EVH RSB AENS S22 81, B NMIZRDD TIHRWVIDNEE 2 TNHDS |

154 BU AMEANT — X ORF#IZB LT, adequate level of protection [ZHEWE~IMBEERO T — X 2Bz L2 e L
T2 DI, ZORBETSTNDET L HVRD.

155 AR FIHOLR AR S LR WABERFIRORNS [FAOITAILEENESHAI S S0y L BT 20134 T
H5H I FNEEETICARFMOEYSMITAL B SN TRY, RUERRTCMETS &R IND T — A 134
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