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2 HAN—tXa1)T1EFTUMEBEDE R

2.1 HAN—tF1)TAIIHT 5 FUOMEBEDEF L FZHY
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HBLOTLR TIE, ABE 2 B PR - 250 LGB IR SO S @ra i#l & 5, 7, aigE
DEFFEHETH-ThH, A/ —F VERZ EICHEICEEMIC TR T 25608 LWELED B8 L TR
W DEET, BRR ) =T U EREHELRT S 2L T D,

e VT RARS: 5115 2019411 A



HH BR A= 2T b MERY

555 T FERITRE 100 R AVELEPETG 1KLL EOE KRBT Th o,

FOMHEIT, QXU b, O RARZE (FANRN—EF2UT4), @B a—F Ry hY
— 7 VEHG (B A R — ik 4r) O FAR O D =25 TH DS,

QD HRFEIZ OV TIE, NSA 1T K EBUF O BARFEIZE T2 EFTH B THY, K
HUE AT TS 12333 51280 NSA BEITKE DEZF Z 4k F A7 2 (National Security
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MHIRESND) BRMEN 1777 T A, Bt 5775 TAOKEDR VD L EhD,

--Ellen Nakashima, "Senate confirms Paul Nakasone to lead the NSA, U.S. Cyber Command," The
Washington Post, 24 April 2018, last accessed 26 May 2019, https://www.washingtonpost.com/world/national-
security/senate-confirms-paul-nakasone-to-lead-the-nsa-us-cyber-command/2018/04/24/52¢c95ca4-47¢8-11e8-
9072-f6d4bc321223 story.html?utm_term=.b0afce22d9f1

o OH, HTHE, 14-15 H,

6 US NSA/CSS, “Missions & Values,” About Us, accessed 5 March 2019,
http://www.nsa.gov/about/mission/index.shtml.

7 US EO 12333, amended through 2008, Sec. 1.7.(c).

KEDERLZEREILD D HEREF AT LOREICE LTI, 24 1990 FFIT[E F 22 b i
EtE#y AT MEEZEBS (NSTISSC) ARRE STV AN, 2001 4 ZUNERLR2RE S AT LE
B2 (CNSS) Ictila e, MEBR2OEHIFERLEREIED DM 2T M 5 BOK,
st MEEORE - FHETHY . BINETTIE 21 1T ES, NSA IFZDOBEENE TH D,

8 Thomas Johnson, American Cryptology during the Cold War, 1945-1989, Book /V: Cryptologic Rebirth,
1981-1989 (Center for Cryptologic Hstory, 1999), 295-296.

9 US NSDD145, National Policy on Telecommunications and Automated Information Systems Security, 17
September 1984, (declassified 7 December 1992), 6,7, https://fas.org/irp/offdocs/nsdd145.htm

19 Johnson, American Cryptology, Book 7V 296.

33
e VT RARS: 5115 2019411 A



HH BR A= 2T b MERY

Control Systems Cyber Emergency Response Team), NCC (National Coordinating Center
for Communications) 72 &, B4/ —&FX 2 U7 4 IZ B3 D&M ZZITHE A& ST
5, A2 —DEBEL T

< EIRAE R AT LORAE

- HEECS FROXIS

« PANRN—BEFERCHERICEATOERERILAEA

N3 55 fl f s kO BUF 22 1

REVFEFTHNTND,

7 KE DY A=t F 2V T 42 HIFENH X2 THODHDA NSA THD'%, CS 12
B9 % NSA OARRFEELMERITENIRREARNA, BIE CS 13 NSA DT F Mg
BIEL COFMENMES TR T THVLELLTWDD THD,

(4) NSA DY AN—EFXF1UTAEH

NSA O =7 HARNE, NSA O CSALHEERDINTHEIN LTS, Jed°, NSA [EHA
DEFREL TR D =D DEH A2 T D,
O IFUMEBIZLVEST-5 R,
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2.3 EE- B AEEARE GCHQ (Government Communications
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FEE OB FEEAE GCHQ 1%, ABIE 2017 HEAER 6000 A ThHD, THEEFIL,

11 DHS website, “NCCIC”, accessed 16 April 2019, https://www.us-cert.gov/about-us

12 SkEE+R 2R IZIZ, NCCIC Offi, National Cybersecurity Center &% & X T\ %, #H
SNLOIE, 201945 1 HORRTRE Y 2 =D T =7 %A MO b v T R—= VIR E 2B THY;
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X2 VT 4 2FEF L TWDHENMAZ D,

--National Cybersecurity Center website, accessed 1 May 2019, https://cyber-center.org/

13 NSA website, “Cybersecurity,” What We Do, accessed 7 April 2019, https://www.nsa.gov/what-we-
do/cybersecurity/
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Nt X U7 AHEIE 2016—2021) 2R EL, ZAUTEE-SZ, 2016 /£ 10 A GCHQ @
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15 UK, ISC (Intelligence and Security Committee of Parliament) Annual Report 2017-2018 (November
2018), 15, 19, accessed 3 April 2019, http://isc.independent.gov.uk/committee-reports/annual-reports

16 UK Intelligence Services Act 1994, Sec. 3.

17 GCHQ website, “CESG-the Information Security arm of GCHQ”, accessed 16 February 2015,
http://www.gchq.gov.uk/what we_do/Information_Security/Pages/index.aspx *

18 UK, National Cyber Strategy 2016-2021, accessed 30 April 2019,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/567242/nation
al _cyber security_strategy 2016.pdf

19 UK, NCSC, The 2017 Annual Review, 2 October 2017, 3, accessed 30 April 2019,
https://www.ncsc.gov.uk/news/2017-annual-review

20 UK, National Cyber Strategy 2016-2021, 28-29.

21 UK, NCSC website, “What we do,” About the NCSC, accessed 4 April 2019,
https://www.ncsc.gov.uk/section/about-ncsc/what-we-do
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2.4 hF45-EEFRELB CSE(Communications Security Establishment)
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T H OBEHRA)R CSE 1X, #uE* iz auX, ABIEH 2000 A, 2013 S EHEEOHE

22 UK, NCSC website, “Incident management,” About the NCSC, accessed 4 April 2019,
https://www.ncsc.gov.uk/section/about-ncsc/incident-management

29 BT, ROFETIE, ¥ MEIIC XD HHIBUEICIZERWE /) (15, UKUSA % LA
BHoRe)) NEENDZENFRINTWD, UK, NCSC, Prospectus Introducing the National Cyber
Security Centre, 2016, 4, last accessed 4 March 2019,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/525410/ncsc_p
rospectus_final version 1 0.pdf

24 1d. at 7.

25 UK, NCSC website, accessed 4 April 2019, https://www.ncsc.gov.uk/

26 UK, NCSC, The Annual Review 2018, 15 October 2018, 19, accessed 20 May 2019,
https://www.ncsc.gov.uk/news/annual-review-2018

27 “CSE: What do we know about Canada’s eavesdropping agency?” CBC News, 27 January 2015,
accessed 26 February 2015, http://www.cbc.ca/news/canada/cse-what-do-we-know-about-canada-s-
cavesdropping-agency-1.1400396.
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28 (Canada, National Defense Act, Sec.273.64(1)ZF&,

29 Tbid.

30 CSE website, The Canadian Centre for Cyber Security was established on Onctober 1, 2018, accessed 25
March 2019, https://www.cse-cst.gc.ca/en/backgrounder-fiche-information

--Canadian Centre for Cyber Security website, About the Cyber Center, accessed 25 March 2019,
https://cyber.gc.ca/en/about-cyber-centre.
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Austraha)k%ﬁb“((ﬁ%ﬁb“(b\ﬁo 2014 F121% CSOC # [ Z N AN —tF2UT -1
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DY AT D a e BRE D BB DY AN — T ) (resilience) TR{b 2 HEE T HZ &
TAN—T X2V T O F A IE LU, 2E ISR 29 FE2m/IME T 5720, BER
Wi It oL LDz Ll L TNDY,

BARIIZIE, RO 2% 2ZK1F TD,

O ZMNDOa Y 2—FEEE GG TF — 2 CERT EL T, B AN—B B F RIS,

32 Tom Mcllroy, “Australian Signals Directorate $75 million Canberra upgrade gets go ahead,” The
Canberra Times, 13 September 2017, accessed 27 March 2019, https://www.canberratimes.com.au/public-
service/australian-signals-directorate-75-million-canberra-upgrade-gets-go-ahead-20170913-gygjzl.html

33 ASD website, ”About ASD,” Australian Signals Directorate, accessed 27 March 2019,
https://asd.gov.au/about/index.htm
34 Australia, Intelligence Services Act 2001, Sec.7 Functions of ASD ; Intelligence Services Amendment

(Establishment of the Australian Signals Directorate) Act 2018 X,

35 ASD website, “History,” Australian Signals Directorate, accessed 27 March 2019,
https://asd.gov.au/about/history.htm

36 ASD website, “ACSC-Australian Cyber Security Centre,” Australian Signals Directorate, accessed 27
March 2019, https://asd.gov.au/infosec/acsc.htm
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2.6 NZ BfF @SR 2B GCSB(Government Communications Security
Bureau)

(1) BELES

NZ OBUFEERAR GCSB 1X, 2018 4F 6 HBEOIKE BT 430 ATHY,
2017/2018 XEHEE DO T HRAITA 1 {& 5800 7 NZ /L THDH™,

ZOEHIL, OFRRFEE AR —tF 2T, @ F b, @, H#E, EXa)
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WELIERAL T TDEX VT AR U TRE (BB E B B E & ) 24272
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Capability and Security) Act 2013 &5 3 #i [ _y NV —27-&F% 27 1 |1, GCSB T BT
EEWD ., BFR 2T AR OT-0 R N — I EEE (T DB ML E D TV A,

(2) NCSC (National Cyber Security Centre YD E%i& (2011 £F)

GCSB DA/ —tF 2 VT A ~OEHLEL T, 5772001 FFIC EE AL 7 IR
4— | (CCIP : Centre for Critical Infrastructure Protection)% i & L T, EE AL 77 HHEH

38 ACSC website, Australian Cyber Security Centre, https://cyber.gov.au/
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NE7por-, BIFITE RIS TWAEHEE T 5,

(2) CNE#ZE#HEZTDOREER

TAO DFEAR(EHSIL, CNE (mr B a—& -1y N —Z &) THY, ZhuZid, 21
VAT INST — ARG THIEE BV AT DT I AR T HIED N
HENTND,

ZOMREL TR, B AT DK DEAE AT REZR ~ /LD =7 (implants) D B FHE A
PREEA3, 2008 4ECl 2 J7 1252 £, 2011 4£ Tl 6 J7 8975 #ETHY, 2013 SFHEEHIC
X875 FH9 5 6 TARIC A SRLIAFHTH-T-, 7, EH ABERNE T, EEICEH
LTCWADIE 2011 4T 8448 {1 (R AT AT LD 12%58) IZiEE 9, 2013 RFHAEETO
EHATED 9 TS 1 T Ths,

2013 FFOBFETIT, BEE RECIHEMRMIE DO m W7 — 2 a5 2 B BEEH >

68 2B NSA, “XKEYSCORE for Counter-CNE,” March 2011, accessed 2 May 2019,
https://theintercept.com/document/2015/07/01/xks-counter-cne/
09 JKH., Aite. 80—82 HZ M,
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FEH R ANl 2l T gl F L MR
AT LERAFEH THHT,

(3) CNA XiE.CND XiE. #¥EE CNA

‘Za‘zaéné@ . TAO DIEFHIL CNE I[ZRESNRNWZETHD, A/ —T L ERC
. %@E ZIE CNE &I OMIZ CNA KL CND f%@i@i?ﬁb\aihf:}’o
0. BRI, CNA XETIE TAO OFTHIENS AT LMt T DT 7B ALRE ) & 4%
it 528 CND 42 CIIAMEE(E 8 L OSE AR —1T7 %4 283K (hunt) 752 &2
ZHITHNTWS, AN =X 2T kR ICI1F 5 attribution KIERE N T ESIN TS
DToHD,

HIZ, ZNBICINA TRHED CNA WELTHEIZE ENDH, A/ —T VERHC
NSA | i 2011 ARIZICEE TAE 231 237225, D Z<IE, /XTAM&%%?%&\
VD VAT A EDT —ERVAT AOWEEICEREE 5.2 50D ThoT-E\0), 728,
TL oY H—50 NSA BEIT. 2013 DAL 20 2—T, 8 EIZ K SMEMFIcFEiEL
7o B VERRIE ., 22 5 2 (only a handful of times)LVRWERRTWE2, ZZTEEMN
SEVBADLRROBBEVER LT, BN TAIEOWN THA T OF XV IRE T3 i Y
TSR 7R | BEBRIZ R E L TV D EHEES LD,

(4) TAO ORERHRKES

TAO OREREZ BRAFE T 27012, FENEREMAZ RIS T2,
<Rk FE f P >
O ROC (Remote Operations Center) : E@IZ A, B NIA Y Ry MU =7 @E) 2 AH
4
O AT &O (Access Technology & Operations) : ) ELHIR A B0 T HER AFH Y, FBI,
CIA ZDflb=—I MEBID I ) %453 T, IRl A7 LR R A DK #e s 27
LEBIET D,
< AR >
O R&T(Requirements and Targeting)
<YTR) =T RN—RY =7 OBHFEERY >
O TNT (Telecom Network Technologies) : i{E * NI — 7 b 7 —Z & INET 572D D
TR FEHH Y
O DNT (Data Network Technologies) : FESG AR LD THA T —F & EDT2HDY 7
R = 7 B
O ANT (Advanced Network Technologies) : FTig/ \vX > 7 HDY 7 Ny =27/ —R =

O ABEM AT AO—filL LT, 2013 REHFEIX, RALIZR Yy FU =7 OWBEOHNL, FEE
FOEFZHBPHRAMH L CEET LY 7 MU =7 2T ThoTm & Shd,

71 2%kE, NSA, Tailored Access Operations, 2007, last accessed 20 March 2019,
https://theintercept.com/document/2019/01/24/tailored-access-operations-2007/

72 David E Sanger, “Syria War Stirs New U.S. Debate on Cyberattacks,” The New York Times, 24 February
2014, accessed 25 November 2014,

http /Iwww.nytimes.com/2014/02/25/world/middleeast/obama-worried-about-effects-of-waging-cyberwar-in-
syria.html? r=0

73 2%kl NSA, Tailored Access Operations, 2007.
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T DR A BRFEHE Y
<HYIT =7 AT TE >
O MIT (Misssion Infrastrucure Technologies) : {E§&% X 2 54 NI —27 AT T D%,
BRAFE . Bl fi+H Y

4.2 =f@R A (remote subversion, remote access, on-net)”’ *

ERREAIL, Ry MRA VTR =T EANFE LIS, 413, ROC (EMREE T
5 —) TobH, ROC DEvM—IL, ”Your data is our data, your equipment is our equipment
— anytime, any place, by any legal means.” Ch¥, IEIZZ DB ESBL TUD,

ETIENSA BANRLA— (AT =T IR, WA A M~DV 7)DA=
FHhEL TWEI THDD, ZDRIIHER DD TERLZRD | 5L RIT 1% 7=
RNESND, ZDTD BAETIE, Ml & B T HE KR DR AT iEz TiREL
TV TH D,

B A/ =T RN IR, BREADTERT, AIG1OU =T 770 —12Lo
TEERICH % (NSA DRBEETAR) ZafS 028, 2R HRILE, BERE SR T 52
ERHIRDDTHY, MBEILE I TRHEVIATL N THL I EL TS,

(1) TOFRLA2H—b ] (fEIEEBE man on the side attack)

2005 FZBAGR, (742 5 FHECH R AN BIGSILZFHETHY | 1D TREL T
BHEND,

VAT LD EAEE L, OF — ISR, @2 —FA 1], @IF—tr ) @7+
I AT R [ —R—= D ONBRER STV D,

@D T H I AT R ==L A X =Ry MNIREBELI~ AT =T EARY
—R—=THY, ZINNLFEEDEL DT =T HAh, HlZIE, IT BURE I AKDOV AN TH
% LinkedIn X° Slashdot.org & 2L [F U DAL A RDREL ThHD,

ZHUzxtL, O~@IEZDN 7 47 AT 2y R [P — S —TFH VA LAHNT Th D,

QDT — X 5 Z5 (Switch Controller) I, 1815 Fip BI04  E fd7 2 1015 D53
PSIZRRE SV TS T —Z G DT Ol E Th D, @D Z—FA/V T AT A,
F = A TGRS SN TE T — 2kt 5B —EETHY P TRL AT —
ZEIND, —EDBEZIEIRL THIHL 3228 Th o, QD2 —E [T AT AIE, @D
[(Z—F AV | AT LS NERB(E THLEHIWL TEEL TEeT — 2T LT, —ED
MTZLT, 7497 ATV yR == ZH VAT 2O DIE B ERETDHAT AT
b5,

BARGIZZF 28 NSA DMERIEL TS84 728 LinkedIn YA MI#HefEL O ELTH
DOMRKREENET DE, FOT =R IAZ—Ry NElfE i@ - TRV A RO —/3— |20
DI, ZABERRE IR E L ThHOT —F RSl car—shbe, Q¥ —E
ANV AT NZELND, [F—FAV | DREMAREARN RIS DL, 7T — 2D —
BV VAT AR ESI, [Z—E 2 1, [T I R Ty R | — R —C5F 8T 5720

T4OEH, A, 82—90 HEM,
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\ZBER T — BEAINUTe T — Z R AR AT R 35, R RN N E S ET
HEFNTHFEIN TDI T4y I ATy R | — = ZHE L TLEIEVOHED THD,

I EL Tl 3 GCHQ 1285 UL X —Di@E 24t~V I LD WIE Y AT LD
RADZETOND (FFEDOT AT NE BB IR L, E BRE D EB HUAR) D LinkedIn
DY ANIT 7 BATZOZHEL T, v VT =T H#HEALIZLDOTHD),

(2) ZDMDT oA A2 L 585 E (8] HE B E man on the side attack)

(VA2 N FHENZIE, [ A B A= OMIZEH FROBFEDORATIEDRHY,
2013 HFEIRf fUCHLL ;%%@%{7273:5%%% HCHoT,

o [UFUHLARyR] (2007 4 8 HBALA) (IRC botnet )

o [UAUH LR yh (2007 4F 12 A Bilth)

o 74 % 2+DNS| (2008 4 12 HBi#A) (DNS 3 A)

o [IAUHLNIR(2010 410 A BSR) (7oA RT v 7{EHET A NMIFHL)

o [IAUHLT7 R 1(2010 4F 10 H kR )

(DA B I FHRITTAR R RIRDIX, A2 H—y MER RIS ~O T — 2 TS Hl#E g &
(B —FA) VAT DNEOFE ThHD, NSA [ ZZNHDT AT LA I Y BEE L
TWB23, UKUSA FEE LSO MERS TIX T E AR ORI % 3812 H >3 <%
BT DDIXDT2DEEL L, MO MERT R > Ty NSA Difizr b7~
W5,

(3) TEaVFFT—kI(FEFHKZE man in the middle attack)d —15|

KGR L — =W OWERRIEI I AL T, [T H T R T 2o R P — =L DI
BATSH D FIET, Ry T —2 O a8 T 518 (E 2 K EICHIE T2 L3 TXHD3,
FEE DB DR GAAEHNTT HZEH TED,

B E U CUE, 2 3F 22 O EFdE 43 O B EIEE#E(VIP Division) ~DR AR,
LR ) DA —F NEIEFZEFH OREGO thD T AT AA~DIRANZET HILTND™,

(4) TRERFGEDFHE

LUk TAO IZE2IERBEADEE Whwwh 3o 7 DHEE B T&El, L2AT, &
AT MR . —RIIZ R IR T — 22 BG L TR 2 5 B0 05, £ DER, FiiE
DY == 27 = FaFE ST R, BRSO AI -2 ESE L L THEHRmS

T8 WOEEHIIE, TEar F7— b OREMARTFEO—ORT#HIN TS, b, i LAN
WEICH LT, BRBEEOEIEEREL (T4 MAX VR R T4 FTF— ] EFT
DEEE LM o TR L BEEMOBEICIAL, —HINGEEELRRT D X5 ICBEREKEETZM L
e BT, "M VRICKERE [T 4y 7 A« Ty R =Nl IE~v LY =7 ZH/A
THFETHD, TI7H=AZ U AM, av ET7ETEBINTND,

- A% FF, NSA, Introduction to BADDECISION, December 2010, accessed 23 August 2016,
https://www.documentcloud.org/documents/3031639-07-Introduction-to-BADDECISION-Redacted.html

-AEEE, NSA, Expeditionary Access Operations, undated, accessed 23 August 2016,
https://www.documentcloud.org/documents/3031643-CNO-Course-EAO-Redacted.html

76 2¥HL NSA, SIGINT Development Support Z/ Program Management Review, 24 April 2013,
accessed 23 August 2016, https://www.documentcloud.org/documents/3031638-Select-Slides-FINAL-PMR-4-
24-13-Redacted.html
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. =R —Z R EEN T, NSA ICKATERER T T Db 65,

ZZ T NSA [FEMET —4% FEV— "—IZEEFEIEDLO T, LA, FFED
1E R AR A iR S, R LT —XINE T LB EELEL TD,

BERL7=5912, NSA TSt i@ 5 i Bl D 2 <0 D7 —ZIUE T HEE A1
FLTWAHR, 7 —XINEE A RE72 @5 Hp IR AR IR L €, BUSG T — 2% Y 3% nlii 4@
WS EHEH ST —Z B (passive collection) 2 AUE., 7 —Z B — R —% 1
H—F b FIZERETHHEEN/20, NSA ONEEEHIITZE DO EE LT &R
OHLIFET HDOTHD,

fAL, UKUSA §&E® CNE (2L 7 —Z[EIAS, 4 THlfE RN LRSI TND
SRTHRNWEITH D, LRIz~ Tl F o T HF T H-ILF— Y F O
FERICEIUL, SNV T LDV AT BIPLORSGT —Z3, AT705  V—<=T AR,
AV RAUTINCHHET D — " — (2L TV 2L W) (R BD Y — R — DK E 1117
FELIRVMREE A ThoT2800)) ™8,

4.3 YIEMERE A (physical subversion, close access)”°

MEERVR L, IEEER A SUIRY MMREA LTINS, BT DIk S [ B
WZHGEL T, AT = THEARN— R =7 HAZ1T), vV =T EASUINN—FT =7
FENITRREN LT #1F, —ICATR L7 ROC GEIFEIEIk 2 —) IC LD IR I AT
T O, EDOEFUHEHHNOIEE T 5556 (short-rage collection) $d»5,

FHY 1%, AT&O (Access Technologies & Operations) T 5, & DN ERFLAKIZIZ., Field
Operations ({2 A FZf#5F9) . Access and Target Development (FHZS 55 ) . Expeditionary
Access Operations (FFMEAET — L) 72E D385,

KRR ) — T VGRS o8 MERR A D BARIN72 FiEEL TE, D7ekid,
KD =S>DTAEFERDLERLND, Al
O WHEH S %4> 7~ T1E (insider-enabling) ,

@ fAAHE T1E (supply chain operation) , Z U1 5|2 B By (RS C oD T4 & B i 16 B s
TOILAED DT3B 5,
@ SMEAEE TAE, ZAUISEREED DR X I FIETIHE R T — 22 INET 26D THY,
close access EFFRSILTWDDILZ D TAEEFR T AIREMED &V,
BL, A/ =7 & BHTED BARANIOKEIC R D TAEEL THOLMICEITWD DI, ik

77T 2%FF, NSA, Network Shaping 101, undated, accessed 29 August 2016,
https://www.documentcloud.org/documents/2919677-Network-Shaping-101.html

78 Lars Bove, “Britse spionage bij Proximus op tafel regering,” De Tijd, 20 September 2018, accessed 1 May
2016, https://www.tijd.be/politick-economie/belgie/algemeen/britse-spionage-bij-proximus-op-tafel-
regering/10051175.html

7O KM, A, 90—92 HEM,

80 ¥kl NSA, Tailored Access Operations, 2007.

81 2&#l  National Intelligence Council, The Global Cyber Threat to the US Information Infrastructure,
National Intelligence Estimate, May 2009, accessed on 19 March 2019,
https://theintercept.com/document/2019/01/24/national-intelligence-estimate-2009-global-cyber-threat-supply-
chain-excerpts/

- A B, NSA/CSS, Classification Guide for the NSA/CSS Target Exploitation(TAREX) Program, last
revised 25 April 2012, accessed 20 March 2019, https://theintercept.com/document/2014/10/10/target-
exploitation-classification-guide/
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FEHE TAEONORELEREEE AT A (supply chain interdiction) EAMEAREIZ %92 TAEED
DDIHTHD, LT, 20D 2% B TI7<,

B WHRYRATIL, FBL X° CIA OXXREZZITHES, LERG AT TAO @
e 2 s | Z A B e S IR B S 572 FBITA Y =y MEA - 7= B B Bk 8
EXHZITTCND,

(1) BECEREA A (supply chain interdiction)

T AR DS — N R L H B DY o H e oy N — 7 BB B AR T b
G, TR AR ESET C—HMARL T, 2N~y =T ZEALSEIZ~/L T =T AD
N—RU T EEEA LT BT, Bl IR U CRIELITEIT D HETH D, 20 BARE]
ELTIIR DB 552,

O 2010 4E 6 H D NSA WNIEFEEHTLAUE, T2 U7 8815 S 260085 | O A L 2 — o bk

AL T (EMDV~5/&?&%§%Z>) ZXFUCHLIERR R A B R L7 fEF, 2 U7
0)4/5' o MEIE O IR A TE, RIS XA ERLRE IS
TN 72 | fiD TR ERE %&ﬁk%‘é%ﬁ Tz,

O 2013 4£ 4 H 0 NSA WERE R LT, NSA 1 E S H S HR 516 VoIP

WEHEA T U CROE R IE A AZZHE L, ba—I MEBI L = [FY R oW 1515 T,
MM B W TR I AT T T2,

WEIMZ I DELERR IR A CIL, WS O REBIINEE Y —E R (SCS) HL A EANL - TN D,
SCS IZDWTOFTEEIO HIZ1E, SCS HLANTHEHE TAE NIZEBRL CWDZEE R
TAHRHNE FENTND, HIZ, BIDOR ) —FT U EEPIZL UL, TAREX # il (%BRRY1R
ANbba—3IUb) OO DEE AN TIIPEL #E, RIS E STV dH, NSA
IEESNCH LS TAEICHRAA TWDHDTHS,

(2) UKUSA USNDFERRGEECK S ITE

RS TAEIL, UKUSA DA OFEELBMA TEY, A/ —F VERHZ K> T—H#n
G2 o TS, Bl KEER A2 =7 O B RHFMI AT V_TFT 17 ](2012 FEF
) DITRERE AT ATk 2B I L E, IROED TH D,

O RAYHEHHE] BND 13X, 2005 4 10 H KA T, e TAEZITO 722> 07
ML LTV, (IEHIR : AXOWsMEH)

82 Zoofie vy =T AT RS L LT, EBESESINEICERICEN ST TL aEnek
CD LIRS TV D, 2009 4F, KEE = —2 b TRZHFOEBRSENSMGE I, SIE I TE s
ICREVWESHERICRHTTE CD GEFIRE., Bk, FHESLZET) NEMENTERERN, —HBnE
DO CDIZIE~NV T =T IMIHAEN TV E W9,

83 2% EE, NSA Supply Chain Attack From PMR 4-24-13, March 2013, accessed 20 March 2019,
https://theintercept.com/document/2019/01/24/nsa-supply-chain-attack-from-pmr-4-24-13/

84 2%kl Special Collection Service, Pacific SIGDEV Conference, March 2011, accessed 6 February
2019, https://theintercept.com/document/2019/01/24/special-collection-service-pacific-sigdev-conference-
march-2011-supply-chain-excepts/

85 kL, NSA/CSS, Classification Guide for the NSA/CSS Target Exploitation(TAREX) Program.

86 2¥#l, “Air-Gapped Network Threats,” Intellipedia, accessed 19 March 2019,
https://assets.documentcloud.org/documents/5691424/Intellipedia-Air-Gapped-Network-Threats.pdf
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O 7T AR DGSE 1. 2002 IR T L DEF 2T 4 —E R ZaL B a—H
ET 7o AERMUTZN, ZOFER 2004 FEETIZINDDYV AT A EOEERIZT
IR ATEDLIN o7, (IEHIR: BN R T 7B ADHLW 113E)

HERAHE TR, R OB 2N B A TWDREHER) 72 T I AEE FIETHDH LD

ZETHAY,

(3) TERKEE. EERRBMALDT —FUNE

TAO @ AT&O 1L, ¥k # 7e Fika W T EOTEA KRR CTE = —3 — 7 OEHEA
NS T —HEWEL TND,

2013 AR TR RAREIT 38 3N TEY, ¥ROFLND, HARD KMFHECHE
HAFRE X R LIS TND,

IEEFIEELTIE, 10 FEELL LR & 2 FIERHY | K AEEITRTL THEE O TIEME
HIVTODN, BHARDEENARRLEZFCEDE, RO 4 SDOFIENEDITHDEND, A
5N
[RFTVR|~LAN IZA > T T iR B LT — 2 Bfs
[INATUR |~ SR BUL T AT DS DA L T TN B L T — X s
[~ 2 F o7 |~ ERIR N EL T — 2 s

o IRZSUN ~aa—2 Z7)—rDF — 2 RUINE

ED | KA ZE O SE AR XS E BURF O BUR I A TE B OHL S T o RIS B O i
RTHLHDHT-0, BIR, KEL GO THIEOE X, SME KRS A2 SEHRIGE), aEE)
DX GELTUF U IR — IV MR E KT FIEABE L CREMINEL CT&7-, EHEA
ELTIE, MR AEEB N BN EDIRNEVIHIR TH D, KEEL T, FEBDD 5%
E A DO T F U MUEIZZ OFREEDUEE T4 (o EIZ LTI O F UM FIEICK
STHSRIEREETND) VB THAID,

o O O

4.4 HIEHMER

TAO WNIEROH AT —-> ANT (Advanced Network Technologies)iL, sV —271Z
RBALTZD, #EH B B a— b T — X EE LT T 5720 DO~ vy = 7 okt
ZBAFEL TS, ANT MBHFELTZ N7 I 7 207 (2008 FERF RO D) O—H
WY a2t =T NFEOY =7 P ANTHEN I TOD, FAITSIVTO DM X, 2 R0—E
THY, o, RXDLDOBZ, LipL, £ THAE NSA 37 —HEEIZRNTED
KO EFEE AL TODH, F2 NSA RENTZTOFF N2 ML THD0035
MHERNTHD, EDO—EERAITT D,

T7AT O —IVHAL T TR [V a=_— | [ ])
N—B—AL T TNV a=s— | [3EH )

P N— AT TN (T Tea—L ke S0 —F | fih)
B 2 — 2R A 7T b (Fx)

1%%E USB oy 2 — HERIR (51, 1 MR R T 6E,

=S — G HRIEE A

F—AR—FIFHRFEER

SICISICITICEC)
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R E I 25 HEE TCTX4000)
© MEHRLANR AE(E HEE
0 #EHFFERE A FE A

BB, U7 E BRI, A A ABIOS (AL B a—Z D<= —R—RIZHDH/ 7
V=7 ) NICIEASIZEATHIOROONBY, ZNICE> T, v/ T =7 OBHZ K #
WZL BRI E E D TN D,

45 A4 EFRE) (FEEBIT/F)

DIk, KEO CNE % 7 C&72, KkE? CNE 1T, Ao Ea—H Xy T —2
IRAL, VAT LRI T — 2 EIREHE T 5L THY , AN —ZERIZI 1T HIEH)
DOHFTHIRERNRITEI TH D,

UL, A NR—22fI BT HTEE), BlH AR —tF 2T 41258 BILonbic
FRE S 2V, FAMNE D MEROL SRR 7 e ERIE, AN —ZE R TRV R
HINTIEEIL T, BTG | AR A=/ TOT —ZRIFHMOINEITIEES T, BLE
U R A CSEHIEE), o —IU hO MR CE 2L, [FER TR I3 T 5158)
HEMMLTVD,

ZZTC, Pl ITREOFEHH - 2R EZ BES0 2016-2017 FRHEZETX, CS I
KT DB E LT, RETH, B8 TAE, TuUANMCLD BAZOMO TEEZ B CTnha,

FER. 2016 O KERFLELEDOBRETIX, B2 7O KBE B LI E T T
AT ST, VA N—ZERICB W THL R TI/EZBRL-0Ths, TIECIT. BIGF
BB D2 B a— 20 BEA L 77 Z AL TIHFRE GRS 54612, SNS 25 T4
FEAT A TIZBT DRI IERIRD = o — 2 NE | A TEROWEAT 72 & TRINARTEBI AN 72 S
TelnNd, F2, 2018 FEHEERZETH, 2016 FEXVHAIT/NSWEDOD | [AER72®EZE T 1
TAEMTOI, KETIE, EFEHEREREE, FBL, [H L LZ2MRES . NSA O 4 FITHH
E7p o TN R E RS T=DTHH®,

ZDOIHIRTHLHDT, CS OBLENDIE, A/ N—ZE MBI DFEMm T/E~D %}
VAR ST

ZOIH7 TAEICBL T, #[E GCHQ HHIZED AL TA L FETRE) | IZOWTDARS
— T UEEH2012 FERL 2 1, 2010 FFEE 1 1F) B0 RHED T, HindiEEho—fFllL
TEOERE R TR, 728, L FIZIR R FEIL, YROFLRNS, v T, FE, £
LCTRERHELFEITLTNBEEZDDNZ Y THAS),

(1) TAUSAHEFENI~DEHE
H GCHQ XA T4 FAETRE | IR ICED AL A TEY, 2010 FRF A CTREIC

87 UK, ISC (Intelligence and Security Committee of Parliament) Annual Report 2016-2017, 29-41, accessed
19 May 2019, http://isc.independent.gov.uk/committee-reports/annual-reports

88 Press Briefing by Press Secretary Sarah Sanders and National Security Officials, 2 Augusut 2018,
accessed 27 May 2019, https://www.whitehouse.gov/briefings-statements/press-briefing-press-secretary-sarah-
sanders-national-security-officials-08022018/ AFlEHES R TIX, = —YEFEREET. L1 FBIRE. =
—NE VETREREERE. 7Y RANSAREVIIE LT, v 7l X REFSTE~OR
RIZHOWTHAL TV D,

89 KH., A, 196—204 HZMH,
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GCHQ DB D 5% % 50 TU =, 2011 A\ ZIXE#E il FE & 20E ) B 2 H i L C AU
A F AL CTRY, 2012 FFHETIE, 2013 FYOETIZ 150 AL EOEE 23
L. £72. BEEE 2 500 AL EOSHTE I T T ELSH TV,

PSRBT BRI - FE 87 L —7 JTRIG THY ., FDOHRIE AR /R
RS> T, A= LBRSE | AN —ZE[COFTENRE, D ERIE, A 2E kR O 51k,
HEHE A7 BB AT 1L/ 8 AR 28 L, TORREIER T 5L 05, Fio,
JTRIG 1Z. Ao T4 BETEBDT- DI SRR B 7 o = 7 2B L TV D,

(2) FBBORELEHDS

<JEHEFR >
IHEEA T, FEOmNOIRD —DIZX 3 Eid,

O 1R A — OB W2 AL T RN OITEN B A 5.2 80T
W5 ET HIES)

O HmliE: avta—4 - Xy T — 78 DOS B &7 S KIOEEZ BRI i
I DHIEH),

WIZ, GZDNBEOBEDLIRD Z DK yEnsd,

O BEVER): BT E LA KRB E I E O R o E e G ik,
SR E ) AR AR R OB EL B IE R OTAT R I LV BIRE OITEN IR
bz 30T D15 H I

@ FArIAv ba—3U b P AN—ZEMTEMTHe2—3I b
<JHEhDOH >

IEEIOSGELTX, 72 A AT 7 SMS, VA H— Vo TRAY T oAV T,

EA—IL AV ARZ U A=V T IR E IR DN BESIVCND N, =2 — R AT 4

THIEFDLHLEL CWDAONEH S5,

(3) HEE

BRI FIEO—ER TR DEY,
< B E >
O TANAES (BA—VHIR, &7 7 A NGB, 27— RE8), /AR RED
PIES)
O &HE DOS B FEaHll L L, 7 /=~ A TN —T WM TH5F vobh b—2L4 (8
40 |2 DDOS BUEZHNT | 80% DFIHE ZIBWMAST-ZLnH D),
<fEHANDfE AZEBETHFIE>
O N=— - Ty T H#HT5,
O Y—vx)b Ry T —7 - —E 2 EOFEEDEYEZ
O WELZBIELTTase# (e N2XE)
C)H@&U\ﬁk’ﬁvcﬂ%% (2B 58 B BOIE WA LA
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56
e VT RARS: 5115 2019411 A



HH BR A= 2T b MERY

RGO PITARFIDOFEA#E >
< B AT >

GCHQ 1%, 2011 4F 3 HHILE, 77VH V03T T CHEEA B\ MR (DA
BE) ~OSTRFAAR F S A #A AL 72iE B2 L C/e™, (GE:28E GCHQ 13, &
ETWEAEOY AN —EFa VTG THHBEL TERL TODH28, B OO
LBETWEFITL CWDONERESND, BOFEMTH0H2% hEN DO AR
ZNZEZ DD THD, WITR LT )IEE L BUA TR LD FIETHD, )

(4) FENEH

BRI 22 FiEO— Tk D@y,
< MHFRFR A ORE RHRAE, RN AR >
O Fr I MEamiHAE ORS FRa B
O a—Fa—T~DOT 7 BAHDOKEEL
<MENBEHREGF LI EDLFIE>
O MBENRBL VDI 2—Z | | TR (e
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O Ar T4y EOREENEfES TR | 1F H 2 f2k
<HE=a— AR AL R TRAA ST Tk >
O FFEDOT¥—FVANRE L TRIEDIEH A2k

(5) #AoZ4-Ea—3Vb

PAN—ZEMCRMT I —IVNEEITHY, IS E B Ry b ETIFEDTARVE E
LT RN LA fia T 2708 LT, —EONREEHHZIETDHEDTHD,

AT b= hO—FIELTIL, Fh QUITO B8N H D, 74— T Rk B,
1982 4EIZZE DFEA Z KO PEE N T LB F o b G2 U BRI LI EHTH D, 78
YFNTEDOFEAMEERZGED TEOT, FEKGEEEZ R T2 5708 AN A BBk 1)
FCWDBEN), £ZC, % [E GCHQ 1T E[FE DN A 58(LT 5720, TOFEMIIARHHS
23 2009 LKA T AL b2 —IU MEBENLZEL, 2011 4 3 A BU7EREik A 50 ¢
borEsnd, b, FE B JH A/ —Z2 [ CTEA TA/EZ £t T A8 Thoo!,

E;; ﬁb\fixﬁf\“jtﬁ%’ﬁﬂbi 2013 4FICHE (618) INTRY, WL Z O T4 HEFRENT
(T L TR,

91 PL 23 2012 FEE ToORE GCHQ DR, BWMIEHE T ETH D08, HlfORED 2D, A
N—ZE T F T DB TAEO BB EITHR LTS, Bl [Fy—F 7= 7] EFFORMEN
HD, THUFXAIZFIH LIZARET A Th D0, 40K & ORBIMNHE LW E e b 0 & 2l
THZENAREE 2ot [T 4 =TT x4 27| U5 4% SNS THE T UL, MY OEHRTIE, H1SH
ERTFIRETH U . A N—ZEMIZBIT D2 EB IIEOH =R TH 5, AL, KUEETEREZHD D
EBRDRNOT, AR TIEINULEOSRITEZ D L LT 5,
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5. DX UMERSICELS CS ~DEM

VI 3 % 4 BT, CkEETLETS UKUSA XU MNABFEEOL XU AT L%
WL BT, 20 EOVF U MERIIZED CNE BIG, 57 12 R CET2,

ZITIE LR, 2RO XU MERBIC XD CS ~Dkk 4 7B kG R CI<zés 45, B
RENICIZR D3 B B B CENENBITHEBRE I T 5,

CS (ZBT 24588 5 - fF 2t (6 #)

CSIZRET 2% E - 9L (7 &)

T AT LOMEE~DEE 5 (8 7)

FExHL (9 F)

B8 OPRFIFFE (attribution) (10 &)

PR (11 %)

il FZ AN — 1R (12 =)
72k, LT OB ITMEN LS 280t IR THD, BB, LT 6~9 FiX, AN
IZAREEHIEDD, ARBERITKEIZK STZOTORBNRLOETLHL TND, il
77, 10~12 BT, FEAMITHEBE B R THOLONETEMDHIL B IRNKNEECTHD A, A5
BRLER ) — T R E FHICE O E, A A—VERRLIDETHL DO THD,

SRR D HULN T, KE EFETH D, K[E NSA (F, UKUSA VXU MaBl o Tih->T
LIRIINT R RET DM HEINHD, Tz, #[F GCHQ 1L, =D CS {HENI OV TOHEKRTE
B s DARLEGEMIARDEA TNDHIZD THD,

O00O00O0O00O0

6. 1HEBNE - FHIR M

UKUSAS5 #[EOT X MEBT, ZNZE Ak 2 224888 S - E IR 2 L Q52253
CITIEREFIELTC, KEH, EEE R TRD,

6.1 K[E NSA

(1) CSEMRMIFICBHIEPIEHOAR
NSA /L, V=7 AN CTHEMFE T GUTIR O3 DO @A % BT L T 5%,
@D CS BhE (Cybersecurity Advisories): CS #5832/ DB &
@ #8450 (Operational Risk Notices)
AR T 555 RUAR DD TE O TRk
@ Hiffr s (Tech Reports) : F2 T 1F Ok
@ CS 1 (CS Information) : AN Z7 T 4 ZADFEI72E D CS 1 H

92 )N+ 5« NZIZ2OWTIE, ENENDOY A NRN— - B X —D T =T %A FaSH,

CA, Canadian Centre for Cyber Security website, https://www.cyber.gc.ca/en/

AU, Australian Cyber Security Centre website, https://www.cyber.gov.au/news

NZ, National Cyber Security Centre websie, https://www.ncsc.govt.nz/

93 NSA website, “Cybersecurity,” What We Do, accessed 19 May 2019, https://www.nsa.gov/what-we-
do/cybersecurity/#role
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(2) Cs Hifrnizfit

NSA (%, BFE LTz CS Hffra L T o,
O [NSA H i #s3E | (NSA’s Technology Transfer program) **
THUE NSA DBRFELT AR E AN &, 36, 25 AFZEREBIIC /LT Bt it 5517
Exfn SHEL TR T 27077 5 THD,
© Y7 =7 OEEESEAE (Open Source @ NSA)
NSA i3, BiZEL72 CS BItRY 7 ho =7 2 BRI A OB L T %, 2019 4F 5
HBTE, 60 LA EDOY 7y =7 RS TVD,

6.2 %&[E GCHQ®*®

(1) NCSCHUZAUIZLHIERE - HRIRHE

BER L 72 X9 NCSClE, DT =27 YA Dby 7 _R—=T T §hifEZ ME A TH &)
MR/ N3  TRAEZE  TAIEERRT T AR — X 2T 4 BEAZE | O RN DIZK L, ZE
NOFHMFEEIZE DO THAMNDIFHRIZT 7 EATELIITHERR I TV D,

RAEFRIIZEZBETHLN, BRBIITEEME, TAZ AR pESh, NA
AIZHEERNC X E SN CTRY |, IEICREBEF O A /3 —1F 2T 4D one-stop shop
ZFEBLL CWDEFEEIND, 2018 FEOT =7 A RAME X 190 5 ANLLEEL TS,

(2) HRIZIELC-IRHmEME

GCHQ DIEHARBETHE B S0 D1E, R OO ERE NS U iRk %s /1 Th
0., ENENOXGFAREI AN—TX 2T A DT AREAERIEITL T D, HIH |
/IMEZE T (Small Buisiness Guide) | VEEF TV T (The Cyber Threats to UK Legal
Sector Report) , #3717 (Cyber Security Small Charity Guide) . /N2 AT (Retail
Cyber Security Toolkit) , ZLEHEEIMIT, AR —YHIKMIT2E TH D,

(3) TEMEH/NA—FF—2vT1(CiSP) DEA

BB IEREE R CHETAED DOV AT AT, BRIEREES FIoHE B s
L/ TEHHTH D, 2018 FEFEITIT 1 HLL EOSH kOB INE2E TS,
(4) THA/IN—UKIaVI7LADEE

B, PANRN—F207 41275 3 HIZAS KB 770 AZBAfEL C.
BERTORMEHEL TS,

94 NSA website, “Technology Transfer Program,” What We Do, accessed 19 May 2019,
https://www.nsa.gov/what-we-do/research/technology-transfer/

95 NSA website, Open Source @ NSA, accessed 19 May 2019, https://code.nsa.gov/

96 UK, NCSC, The Annual Review 2018, 34-37
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(5)Industry100 1 =7 F ) DEHE

INHERZRDO—2>THDIN, FEERD CS #HY53E 100 A& NCSC I[ZHFFL., ATl
FEFRDNDEIAM S — M A L TIRESH NCSC T 71T 5T D, BIHE DHEF45y
PRI, VA, el AZEREE ., @A MFEREBE . IT. AT A B, LFERELE THY,
ZHUZES T, CS DESEIHO AN RN K 35412, NCSC 1T R D 2457 Fnak
IR A B IATe Z e KD EE 2 TND,

7. CS ICEAT AH B T

5 7rEOUX U MERT., FNENEE & 72 CS 12T 28E W22 I B A TUWADS,
ZZTHIREFIEL T, KE, KEE R THD,

7.1 K[E NSA

(1) BFHE -HEEEORE

NSA (&, RO A FRAFTHFEREEIZ I IL T, AN —tF 2V T4 A OFRIC
D TNWDN, I B SNDDNIROET KFEDORERE THD,
O FAN—FHEOHE -WFIEH K FORBE
NSA [FE T 2REE LR T, A= BT BB E RS Center
of Academic Excellence in CD (CAE in CD) Education & 75 F 22848 CAE in CD
Research OFEE il B2 = L TW\D,
Q@ PAN—{EERDOETH K FORIE
NSA [&, P AN—1EHIC OV TOET RS CAE in CO HREL TV D, THHIE,
P AN—BEE B2 DV AR —ZE IR T DIE RINEE ., BIRBHHZ2 5 te A3 —
TERRIZRIL T, AR Rg - - BT EI I Lo TR BN HIRE N2 E 5D
DTHD, K20 DRF (EERFE, 22 L HAREE ) BREELZITTND,

(2) NSA HA/N\—&EH

AR, 5 LR SR L E AR EREM R FOFAEZ R RIT 3 BRI A ST A
—HE A FE ML T D,
(3) TNSA tFXaTAILFEA=STT475 %8

NSA (&, FAEMILRBAR L —Lloo T, P AR =X 2V T 4B ZOREETT->T
WD, EDTe, U7 RIZTEXx 274 B kA TE L THFED L TREL T
WD, WFFERTBRIT, AT A FX 2T BT 2 B0 THY |, RO e B
BB Z AT 2% LT, CS TR 2F MM RO R ZL FELIHEL T D,

97 NSA website, “Resources for Students & Educators,” What We Do, accessed 19 May 2019,
https://www.nsa.gov/resources/students-educators/
98 NSA website, Science of Security and Privacy, accessed 19 May 2019, https://cps-vo.org/group/SoS/
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7.2 ZE[E GCHQ

HENT, KELIVE — BBV CS ITOWTOHE 2 Ed L T, NCSC D
2018 FEHRAEPNITZDIRMAFTER L TVDD, ERH DA FL TS,

(1) THAN—=DT7—RLIETE

FEDOFDVEICHAN—EX 2T T DR LA ME § 57 DT E ST FHE T

HOHN, LOEERAMBEROMES E FNLDHEITR> TS,

O 2EIYANR—T7—A DI e
YA R =X 2) T4 BHEDORE~D B LAME 572012, 10 RO D &K F%%f
BRI, REBHSZHRBEL TS,

Q@ [HPAN—T7—A K FEa— A
10 X (P2, @RV ~L) Xt BT, REFETHEOY~—a—2%42M4t (1 #Hio=
—AMNEN, 2HE 23 LI O RKFTHE, )

@ P ANR—ERE DO E
ERL~LICB NI B a— 2 A A~ O AMEWER (BIEH 1T 9 Al 1
I ZEEA T, B OLEMEL T 572012, AN LR 2 IEREL T, HFE 1 H
7 F AN AR =X 2T 42T oAU MRk LT,

@ Y AN—T 57—} | B4
RPN, 548 (B 4 THRUR) EAaA 02— R UIBUN R T 8 #H [H
DL E) Zfeflt, 22366 3 AT 3 U BUMHE RS TR ZFEBEL ~L O & E 242k,
2018 Rk 500 ALLET3E,

® [HA—77—R}GCHQ WHEHI
GCHQ IZBITDFNL L DA KGHHERIEE, 3 F], . FE=ECOMFE. i
WHE. EEELBLC ERREROIAN—F 2T A42HETD, —EDL
SUUVICRIBELT-F X EOFER BT A T 5, 2018 41X 100 ALL EOZINE T iE,

(2) BFHE-HREEORTE

@D LD NCSC (T L H78E il 2
NCSC (F, A N—EF 2T A HBE IOV T EDL~MIH L RFEBEL THY,
BEL5T 27 K%, FHE5T 2 REPFILZITTWD, (IR THI 5 TH, &
E PRI NI E FALRFFH 0L RAFCTH D, )

@ CSWHEDET KFADFEE
VAN =T 2T AR BT R R SR ICH D K2 NCSC 1% 52 - M E A
FFgERERE 2 | 3L T Academic Cetres of Excellence in Cyber Security Research &7
ELTUD, 2018 FEBUE 17 KFEDREZ T TVD,

@ RO CS AFZEAEITK 2554

99 UK, NCSC, The Annual Review 2018, 42-45.
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(3) ZDMDEEFEDEE

@ Cyber Essentials 58 & ffill £
NCSC &, ZEENOEECHEE TR AN —F 2V TR R B EESII TN
Z DR TE A E LT D, 2018 FEEEITHITZ1T 8900 DRREFEZFEATLIZ,

@ CSH—be 220 E
CS P —ERERMT DAL ERE THY, NCSC DER 55 E e —E &1
TN EDEREL TRETHHLDTHD, 2018 F-HITE 23 ORI REE T T
W5,

8. M AT LDEEEE

5 rEOTXUMERIL, TN ENEUFD COMSEC EERAH Y HE L LT, BiFD
WBERIE SRR GREREECHD) VAT LD EHUEDOR E . EHIZOWTH
BLTWAY L UEZF DTG TRV, 22 TIMAFEFIEL T, KE, NZ &
RTHD,

8.1 XK[E NSA

KE NSA EFIL, KHEEMSH 12333 B8, KEOEFR RS AT A
(National Security Systems) D E{T:# (National Manager)& L CIEESHLCWD, [EFH A4
TRBES AT LEIT OKE O, B, AR ERLRREIROLEEFRY
AT LDZETHY, EhebDld, Oy 7> —7Ly MERY AT A (FERA#RA JWICS, NSA
?® NSANet, [E#4 INRISS, FBI-SCION), @ — 7L v ME#H T AT A ([E A
SIPRNet, [E#5%4 ClassNet, FBI-FBINet) , @72 SUTEN I DIFH S 27 A (E PR
44 NIPRNet, [E#4 OpenNet, & #HH#EI H DNI-U) ThH, NSA EFHILINHV AT A
B 2HUR, faft, HIEEDORE -FHEL T 5,

F72. NSA ® NTOC (NSA/CSS Threat Operations Center) |%, EF 2 EIRES AT LD
TREZHE YT OMMTHY, 24 KRBT AT LD EEZH Y L TVD,

7238 NSA [FERZ BIRIES AT LOHAELL T, VAT LIMHADNE 5 DDORERE
RLTWS, BTE |
Confidentiality (B PR /) (BE% 1)

Data integrity (7 —# B AEINRNZE) (GERME)

User authentication (—-— 3" — 38R RE) (EIEME)
Transaction non-repudiation GE{E EE{RHF /) (FRRA I1)
System availability (3 A7 L2035 CT&5ZE) (W)

@E0OE

8.2 Nz D GCSB
NZ @ GCSB LB DEE IR EDBLEE THY, IROD DDV AT LG I HE(E

100 CA, CCCS website, COMSEC, https://www.cyber.gc.ca/en/comsec 28, 1+ X I13Z D¥,#H %
website TH/RL TV %,
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(1) CPMI (Cryptographic Products Management Infrastructure) EtiEl

NZ o= =7 ¢, EHE, S5 B2 2 5 BT O RS S #IC B T 51E #®
VAT DEREFER THY, GCSB 1T ZAUTKE 5P B B E A2 L T D, 2019 F-HITE
HBE T E TH D,

(2) NZTSN (NZ Top Secret Network)

FEL T, GCSB &2 2.7 15 —E A (Security Intelligence Service) 23t - 285 1
AT LTHY, GCSB Mkt T UL BB T,

9. FEX M

FELTZ AN =X 2V T A FR DRI ONT, K[E NSA 1 TEF L 2R A
TLZOWTEEEEZA L TODH, KE NSA IZHEA DFRRINT DN TDORAREE
ITRBTZH720, 22T AFRREHE O H TV A EE[E GCHQ & NZ @ GCSB IZDW T, D
FRIINNTOW TS,

9.1 GCHQ

FE[E D NCSC @ 2018 AL 192 R R 2017 45 9 H~2018 4 8 ) ic&iuid
NCSC DFZLREHT — A (Incident Management team) 235575, 1 -1 _n’*’J:Hﬁ{:O)$
R EEZ T, TORNEEREHW LIz 557 RIS LT,

CS FRITFZLOHEEEITIGUT 6 BFFIZKpShTD, BEED BAL 3 X5 O
MBI ICE KRR EL LT OTIEOHLHDOLL E) oW TE, #EZHEE, BEHila
—RR—ADF -S40, NCSC WITHE AT i 3850 (Tactical Leadership Group) 8% &L
GCHQ WA OEBUTHELE WML T 5, LEITIRT T, BUN O BRI F5 55

(Strategic Leadership Group) IZ#5 L. BIRE THS ML THIR A IMHILHIHIT725T
1/\61030

NCSC 1TFREHRELZITHE EMMIZ T AN —FRZREBHELZHIL VDG

I RERB L. AL T, ik, 225043 NCSC D =F Thiak L Tz
%o NCSC 1FTF U MERZIEH L CTHERT 2728, FFICHEKRHFLR TIL NCSC B DB
BRIBZ1T),

il 5 . HEEALREAN RN T DRI, NCSC MWEEARMUIZGE1X, NCSC D254l

RO Y F A A T > T, FREEHL TS5,

101 GCSB, Annual Report

102 UK, NCSC, The Annual Review 2018, 22-25.

103 B C IR STV, 2017 ir“%& LG L CHiTe &L 2018 LT E K &HIT
U Cxthis L7z 557 thA R BB EE O B =X 55 _Méw%%%ﬂ% V. ZORNDOEAIRIZ OV TR
BITHEZIAATRIG LT ER DN D,
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7%, 2017 AEEEHAE N X AUE, A 5 HICR AL WannaCry2.0 ~ /L= 7 s
FERTIE, EEOEERME—E 20 47 faa% N U KBRE) 7~ 7223, NCSC 138
G Y HE2IREL CHIGE B S 75728 | TERMAMEY —E 2 OKEHE LR EEE &0
M CxfNFEZ L LT, F7o, IEITHREZ X EE L Cattribution [ZEHHRL 72 L CTUV5,

9.2 NZ-GCSB

=a2— =7 RO NCSC @ 2017/18 FUHRE " (Rf 4R 2017 4= 7 A ~2018
6 A)IZEIUE NZIZBWTIE, — D CS FZEXfi % CERT NZ DL THY . GCSB
® NCSC #IGT 201, HFEMEEMEOSH DM, XITEZF DR EIRECRF
IR DDFELETHD, MEMNLRO 1 FEMIC, NCSC 1T 22 HFOFRICEERILNLI-ESn
Do

10. MEEHDZFERFFTE (attribution)

JZ[E GCHQ X°> NZ+GCSB D51 01%, TR AL D attribution ([ZEFRL TS
BORHDHY, BRFIEL TIE, 2017 O ZS>DFEZE, AL WannaCry 2.0 F5EE
NotPetya (7 —H#HE T 4 /VA) YL FE L TOILFAREL LT~ attribution TiX, NCSC
MNEBNLZ B OFLIR D3 H5, LA, attribution D BARAYZ2 FiEIZOWTII 2R #H 72
W, BRI FIEIL, X UMERIE L CEBICET OB FHETHY, MR THLD
TR THD,

FIT, 2014 FITRAELAEHIRHC LD [V =— s F v — R e o =T A A (L,

[V = —BRE] ) Ny T HRETFHIICL T, F U MENNRE D LHIT attribution [ E
AT 200, FOFEEGHTL THID,

10.1 JLEAMIC KDY - —BREIR B EXE DR IG 7

(1) V=—BRERELIAT(BRE O L I ER

Vom—BEL, (A HE 2— eI T AT o E A REL TR, ZAUEAbEAEO R
A S ERORREZ FEELIZLOTHY, ZHUTxiL T 2014 4F 6 H ALFARESNE A 1L,
NI BB TERNWEDFIAZ I L TV,

EIRRE O B EHZ 1 p H#%ICEEZZ 11 A 24 H, Y=—MREOaE 22— 25T
BNLHOPLHT —HPEESI, VAT AEROE R EAE LTI DGRV E o
770 BIZZIMBEH BICEDY ., RIS AT DB TVt ALNA KT —#
DOFNLIERIFIEBIAI T, WRIL, BE O A RCH L JHEICE T2
fEHR . RABIME O =B ARRETHY, 24> UIRERBETH -T2,

TNHDOKEIZELT, 12 H 16 A REROSTH#EE | 24 TDE DD BE [ A A 22—

104 UK, NCSC, The 2017 Annual Review, 12-13.
105 NZ, NCSC, Cyber Threat Report 2017/2018.
106 UK, NCSC, The Annual Review 2018, 25.
----GCSB, Annual Report

107 PR, RIS, 175-177 BB,
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D bRz Ik L2 ud, KRBT na & e Mo R 2R3 5503 b e bahiz,
V=W, < OB T = — 2 EBRH IR A RO T-ZESHY  BE B RO
1A RE LT (% (2 HmD)

(2) REBMF XA OILITEME

12 H 19 H FBLIZ, ALFAEDOILATEWIE T DI E R R LT,

ZHUCE UL, Y= —BE T BT DR S— ) —THY, 11 A 24 HHEBD
B2 1IC1E FBL (i@ Ho72728 il I A DSBS AL, BB ILRFE TE T2,
L DBIFATES /L THAE LR R, LB IS TR S22 R+ 072010
WEIGlz, ZO—H{ %R T ERDOBY THHEL TN,

O AT~V =T (F—2EET 0T T L) OGHTICE, Sz AL EifEc

oo~y =7 EBHEMERHHZEAVHH LI L,

@ HEEIEHEINIZAT7T0, AR AT OB L EHL CDH2L, B,

(FREL ST LA 7T DIP T RL A SN =28,

@ AT DI=E B3, LEAIREIC LD 2013 AHEE ORI TS0~ AAT 4TIk 5K

BUIEDMENDH DL,

10.2 NSA O E#k

2015 4 1 H, FBI EfEOVAN—tFX U7 (EHESFHICHRNT, BV —A NSA £
B CYEE) 1, ALFIfEOIAT THLET D0 BERHHER DI, HAEIZHWT
L. NSA OFEATF1721F Tld7ed, NSA BRfEL7-7 — b BB L TV D BEl <7, Fe,
FBI £'B LRERIC, YV =—Bi |2 LAl m e B LT,

NSA EEORFIZED, NSAITZEDOHAM 7200 TidR A T57 —ZIZBWNThH,
LEAREDILATI EICE BRL TWAZEN 0D, FH Tl NSA MR 7257 — & 0 HAK
FINZE T THAI D,

LRIzl ~_5 5912, 32 LT X-Keyscore DT —4 CNE X RIFWNE L THDHDT
TRV InEE 2 HN5,

(1) X-Keyscore DT—4

Se 9, X-Keyscore DNEBRLIZEROND, Ny —DPIERIS AT DNIPHT — 2G0T
DIeHiBEE T 5L ZNHOIBIE ITEE K EIRA KRR 5288725, EZAT, NSA
TR R RIS T —HXNEE T Ty b7 — LEREEL CRD  IEEHLAIZIE X-Keyscore
EVIOIEE T — X DO —RFLBEEDHEIN WD, Ny —IZL5EE 3D elEb 2D
— B ZD X-Keyscore | ZFLERSALTWD ATREMED VY, 165 T, X-Keyscore DELERT —
BaRGHTTHILIZED NyF 7 DFEEARD S REME S WD TH D, A/ —T 13,
2016 4F 7 AARFAHAIZESEL T X-Keyscore NHEBAL7ZEOE RABRRXTNSH8, L
ZAT, X-Keyscore DFLEMIFIT, FEARMIIAZ T =23 1 # A, 3T 7 —20 3
HREITHsH, NSA EELY=—MEOHREH2 @R EEHEL TWHIENDEZDHE, X-

108 William Snowden, Twitter post, 25 July 2016, last accessed 4 May 2019,.
https://twitter.com/Snowden/status/757573436059287552

--Robert Mackey, “If Russian Intelligence Did Hack the DN C, the NSA Would Know, Snowden Says,” The
Intercept, 27 July 2016, accessed 27 July 2016, https://theintercept.com/2016/07/26/russian-intelligence-hack-
dnc-nsa-know-snowden-says/
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Keyscore |ZFRERSIV TN o T —Z D HTICE BRUIC FIREEDS m W EE 2 89,
7B, A/ —T 0, B HE X-Keyscore L THEIZLD X 7 E2fRIAL
ZENDHDHEEIRARTNDT,

(2) NSA @ C-CNE &%

RIZ. NSA 12X% C-CNE TH 2,

A =T VERHII AT, NSA 13 2010 FEDSALFAED Ry bT — 7125 D1 Y
HEEBRLELT- ., MUNTIEE T 7B A TE TR T, M7 S ET B AL EA R 6
THNELZL TE=DO T, EEHEBIH O —ERE L TH#E D CNE Y4 AT AR ALE
ZA, FEENILFIREOI R (BHE) I~V =T IHEAL W02 F R LT, £Z T, Zihb
ZALFAED Ry N — I %b T 5T — AR REBME IR LIz &), ZL T R AL
FARED U AR D HOMFALFIfE B /RD CNE 7ERRICfE S Tnveb o ¢, Jb#ifiEd CNE
VEME DFRIALEE R LT-Z 1220510,

F7o, BOBEIZE UL, NSA [ TALFARED R NI — 7 ~DARK AR TS )% 2010 4£12BH
LT, ALFAREEBAMR T2 E D Ry T — 7 (ALEAREE IR D A L 5 — o M S B ME
— D) ~NRBELID ALFARENR SN EH T H~L— T TOER~NRBELIZY, 8
FE[E O 215 T BUHZ AR LTz, T O R, AbFIEEOT T MR (54
JAZE THI 6000 N) DAL E 2—H 2y NI —ZZEDEAEZERT L~ LT 2T & EAL
T EDEREENZRA L QN D72 A a0y = — Ml B 82 F R R 5
FETITIIELRDSTED, FEIRHTICED . ALRISEN 2014 49 AIZIZAE T -7 1oy
VT LV THEIZE S T/ = — B DV AT DE A OMERZRATEZE, FEfE~T 9
A NS 11 ARAICHENT T, Y=—RiO 3y N — 72 FHE L C, EERT —4 77
ANERFEL, F12, LB a—F0V— =~ OB {5 F R L CEI-Z eV L
L&D,

10. 3 2018 FAIEAICKB P EavDREER

KENEE L, 2018 4 6 A bR OEESR R4 T 110 M98 =E | 07 a M Tk
TR AREFRFENR O a—F T rrT~—Fva” (Park Jin Hyok) & EEFFL .
FDER 9 AITAFRLIET, BB, 2014 4 11 HOY =—BLHEE 2016 42 H DN
YTTT Y a PR TN DO AR IERE 154 (K 8100 T R/VEGTEL) | 2016~17 Dy ¥ —
Re~—F MK EBIEE~DAET T4y JIHEE 2017 4 5 HOZo A0
WannaCry2.0 DS EILHIZ2 ETH D,

AR 2D = — L 4y 2 RAE . AN 2011 4505 2013 AR T E - ki
ZPLEIZL TS 2014 FR52IZIREL € WEBITALEAREN D DA DRI 5.0 T2 AT

109 Snowden, op. cit.
LLORBRIC OV TR, RH, HiE. 97 HZ M,

111 DOJ, North Korean Regime-Backed Programmer Charged With Conspiracy to Conduct Multiple Cyber
Attacks and Intrusions, 9 September 2018, accessed 12 November 2018, https://www.justice.gov/opa/pr/north-
korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and

112 Criminal Comlaint, U.S. v. Park Jin Hyok(MJ18-1479), 8 June 2018, 5, 23-52, accessed 12 November
2018, https://www.justice.gov/opa/press-release/file/1092091/download
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NIz, TaF LY =R =L DRy T RAL B (VT 2T TR 7= FHER ) 218
S>C, ALFABEN DO FRE LA FFESN2VIDIC L REZEELL TN, TR THIOM O
ALFAREND 4 DD 1P T RL A HOFRHEEE MR E - FEH S TVD,

EFRRONEIL, ERLOBENF LS T JE RD 72, A TlL NSA @ X-Keyscore &
C-CNE BNHEZROMHICEHBRL =L O LHEE TELHEB 2D,

11 FE#BFHEE (Active Cyber Defense)

URUMERNX, A =X 2T R IZB VT, BB E O I TH 'L TV D,
B, RO RN, 2D BARMNE - FIEIXTF U MERBRLL TOREFEHTHY,
INBENTNRN, I T, ARBREA —T V&R E TENIZL T, ZDOFIEE ST
LTHLD,

FERREAEL L (XA DN T, EDOARERH O ERITMEZIL AN —EF 2T ¢
DIWTENE COFRY NI =2k DG BB R | WA ST HRNCZ AL E R ik
WX IIB S 2B Z# A28 | ThD, 22 TlE, BB FRICEE L, Rl
BEELDTENRFEREL ORSILTVD,

WAL MEBNZ LA EA~ D HZ DWW T ELRDDMN, 14 CSE DN
B EENTHD, REEICIE, XA 078 O Z>ORREZR LT, Znb
SEEAFEALTTTOLDEERL TS, —EHELTIAE, RO =>ThD,

D A2 —FyhE DR S TORE
Q@ A —FoNEMICBITH X NEH)
@ HZEEITTO CNE (Hiry b —27 D2 1M, (Fo) EEof) ( Al C-

CNE

U bz nd, o MER G- T 2R BT, A2 —Ry b DR RITE
T EEGRROLDHTDIT, X MERN ., A7 — %y NEH K OMZE I 1T
HIE MUV LS T, BEE FaNIE T OEN TESNTNDHEE 2D,

HCh, BUZERNCRBIT DR HINE, B9 510, B Vv —7 OFRIRIFIC L D581,
BRI e FERR D BT 578, TEIZZAUCOWT DR —F BB RH LD T, T, Fih
Mo R TIT<ZEET D,

11.1 FBEA 132y BFE (Active Dynamic Defence)

NSA /L, Tutelage h=—hJ T LW FERREIEL 27 A% AL TV D, ZHUE NSA 23 C-
CNE 1EENC X > T ERBIRE OB, BN, HiZ2 3z L <, Zaiuaxrd3o%xf
MTPEZFEINHEELIOHETILOTHD,

113 s 1 OHFRELTH, C-CNE fF#AS, attribution [IZHHEKL TV 2D TRV EHEETE 5,

114 UK, National Cyber Strategy 2016-2021, 33.

115 2l CSEC Cyber Threat Capabilities, circa 2011, last accessed 14 May 2019, https://christopher-
parsons.com/Main/wp-content/uploads/2015/03/doc-6-cyber-threat-capabilities-2.pdf

116 o MERIZ X AR E OB TIL, RXOMIZ, A ¥ —x vy MEMIZIBT D3t
B, T, BZERIC BT Db E EfRBEEE) A VED, Ao TR <k, %
J =TGR BRI LR CRIER LTV D, —H, BRI D T A S—1E] TiE, KT A 83—
HOEE LT, BzEMICB T 5 fiE NI FITICR S T 5,
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(1) Tutelage VAT L~EAFIVIIRHE" "7

Tutelage A7 A&1E, ERGBFRIGHEBE R N — 21T T HRABEL F D
C-CNE [ZXVHERNERI L CHHEG 24 A w772 27 A THY | 2009 H-F T2
BASNERLND, 2011 FEEIERD NSA WEEEHILAERDEY TH D,

7 BEfEOBHE 2T A

ERG#aE Oy MY —2 NIPRNet (3, FAE T HATE OB N G @A %
IRT =T THDHN, A X —Fy MEEEH S TND, ZORER, /X — v efRR L
T AN—EBEZ BRI T TWD,

A B =2y e D (gateway) 1L, KEFH LN 7 787, KA 2 777, HAR 1 73708
B, NSO I T 7 AT T A — VDR E S, BEE DO~ Ly = T S TR L T
Do LINL, RED~ /D =T 72 X AR W T& 9, R Y —2NIZIR AZFFLTCLE
IFEFHZNEE 2 BN,

F T, kI, Bkl (gateway) Z il L7 2B A 50ek L7 B C, FEAMICHEEZE
ML T, w727 DO REIBEZBREL T BAREEZERL ., AR OF B 1T
L TRIR A RO T, LinL, 2O E I3 A ZE L, BEN AT DA
(2 R ARG DS BIFR A (SR D0 R EN B o T2,

A Tutelage > A7 LD R

ZZT Tutelage AT LlE, T T —ZZAZKITHHLT DD TIERL, VXU MED %
IEHAL TRy NI — 22 AR DX P E 285D,

NG| WEEFH N~V 2T 2 ERL CTWODEME T, X MEBNZ LD B OE B0
AR L T, 2K T AR KL B A B L TA 2 — Ry MERAUICELE T D,
FIZ, WREORKSCEMNEZRAL T, BEIRAKBNERINLGGEI1TE, ¥
— R MEfE A (gateway) TIR AL |ZXHLL LD LT DD THS,

A SE U SET =

A — T MERE AT E T DX KT RIS B 42 72b O3B0 BEIZ (2013 4FH
1E) BRI SN = FEHIR DB CTh D,

o #iL (Alert/Tip) : RAZMREL T, I X7 A & X MNP BAfRE 128

HEL ., WG IR ~DOXIEEE T,

o A& —1E7(Intercept) : 1R AMIE TR A THIE, £O LT, LEREHAKIC
I, RS R~ ORI & 2 LTl G 2165 55,

R (Substitute) : R AIHE D8, R A IZEHL THE(L, M5 BB REE 5K
(IR A REZR s Bl (5 2255 3D,

ik (Redirect) : RASEIREISELN, ZOT —HEHNBITEEFLIHETHE, 2D
EERELE LTINS T — 2B L2 WIS T 5, 20D LT, BB REAE i
RADXFIGENT,

HEWT (Block) :  #E#E sl Gl {5 2, FIE M AR BUIIEAR R D IP TR AR (57 —4
WED)R—hE I SE - EORERCZEBIEEENT D,

o IBIE (Latency) : HEREAODE(E HIEH 2K NS, FEMZ2BES,

NSA TlE, FIZEZLDORAKHTFBZBR F Cho7em3, BEREWE O LU TIER DO
DINZETHND,

o TCPUEwh(TCP Reset) : BMEENT 7HALIWT =7 P AT 7 AV NEEIAELE
L2, 8Tl E RO T2 et CERWE RO AEFEEET 5,

O

O

O

117 PEH, AiHE. 165—167 HES M,
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o Quantum Tip, Quantum Shooter: BEEIFHAZ W ARNOLOR NBELFIHAL T, B
RIS T HWIEE (=L =7 DE(E) 2 BB FE G5,

TR HPOORABLEZ AIRFICA AL C, WBREIR ARV =T DR AR ES
fTOEVIDIL, IEIZ, CND & CNE, C-CNE O—1{&1{t., —{KHEH TH5,
=T Tutelage > A7 LD KT

FRIEIE L T HIVTOD NG, IRO —DEFRITT 5,

o 2010 FEPIRE mE T D740 7 HWED L
TR UMEBRIZEE ST, PEOKEED CNE 1S L — 712 L DB 3 D%t
@%Ex% 2009 FIZBA%E LB L TRV, ﬁ‘é& 2010 45 10 A 21 H.22 HOH

B SBEARTE R MEEFSATLEDS 4 BEICX LT, PDF 77 AV & flio7-A

1: T T4 T BN ST, NTOC (B ER B 2 —) SR T B A 38 B L
RAZMHIELZ,

o 2010 - (?)12 HZVAS AL —R
NTOC (B EifEik L 2 —) Tld, AV—JVAR<T R A=)V KREIZEMHL Ty eT
ZEUS ZRSEIHET23E A2 RAMLT-T-0, BT 2R ER AL ~D i@ (E &k
LTI B IR L7z,

A XHUTFBEORER D (2011 42 A 11 HELE)

2011 4Ei2ix, BElct R o 28 DB v — T LTS O xf L%t Ht T B
(operational effects) 798 fHZFXEL T8, DED, ZDOHF T, IR FSERBIFR
5 Hs(E /XTA“\O)ij\%.é””E\Z7 JL—"7"281Z25U VT, NSA*TAO 7 /L'— 7 H CNE
RRIZEDZEDIFECH AT OV /e &b — AR EAL , B2 ONHHE 71k 798 fEIC
KT D% E TS TN ZEWIZETH D,

(2) FAF2VIHEDHTR C-CNE(CNE ¥3%K) DERE' '°

Tutelage DEH7eH AT Iy 7 PHEIZE AT HIITZEORFREL T, &7 V—7 1254
% CNE RO BN R A R ThDH, NSA (255 CNE xR O RFHIT 30D/, D
—EME M RO NERE R 0035 D TR THLD,

ZruZ, FEIZED CNE 1E#~D%f 5K (C — CNE) Th D, NSA I+ [E D CNE {E#E 4
KizxfLCle o F - ~7F A (Byzantine Hades) | D2 — R4 ZAHT CTE O L%k

\ZH 72> TD, HEIZED CNE (E¥RITHRE 2 HY | (B L — 7 I T 28R
%7%;%&5&9(3@@\ 12 UL LR NV — T RS HE R S5,

ZNOIER T L—12 NSA BHFT=a—R4I1ZiE, TeFoFr b — ey
VTTE— | TE T TN VR TE T e AT B Te T B
LIz DDy 7 S My ay 7 F AR =R e RTZAR | =Xy 7« Fp—F |
[F =BT e E 4 FRICBIEME ORIV E DR 5 Dbhb, KE#T L—T D
FERIX, BELTRETHLN, [T 4—B /T8 | 7 —T 13 H ARBEERIZL TV,

INHDOET IN—T DIEENIOWT, NSA (37t Z2 00— AL CTOD A3, —

118 2Rl NSA, NTOC, TUTELAGE, circa 2011, 15, last accessed 8 May 2019,
https://edwardsnowden.com/2015/01/18/tutelage/, 798 & DXL HLFBE DN, #J 550 il i L finis
(Redierct) T 5,
LUOOTRH, R, 95-97 HE M,
120 2%kl NSA, NTOC, Byzantine Hades: An Evolution of Collection, June 2010, accessed 19
January 2015, http://www.spiegel.de/media/media-35686.pdf
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FEL TS F o & —  OfEA% NSA WERE B2 > TRAE, RO REIE
WDEBYTHD, BIH 2009 412, EFHE DR RT =7 ZX L TIIEDDMRAL THDD
DIRAISHL, NTOC (& Bk & —) b OIKIEA 51T 72 TAO 7 V— 7" B2 DR EIC
FOH LIz, RAE L, ZLOVE# Pk (hop points) ZFEFH L TR AL TWD | BT
B AR EFARDIP TR AL ZEEINDT-0 | TSR AR E T 2OIXNE AR 7273, &
2, FE N R ERS IR E 5N EA T 52— — TV N E TEIZEN),
ZLTCHEE T — - TN E BT A X — R NEEF DR NT—T AR AL
C, P T R OB 24T CL 2009 4R 10 AliZle T e i B — 1 7 v —7 0
5 DDA 2 —HiHR~DIZF NI LTz, RAITRBILT-0E R IZ X CNE 1Bk HiE
FEOLOLEEND, ZHICIVRZ NV—7 Ok BIEW., B, BST —4# ., 5k
DY B AR CRESANE BT B O NG HE) 281567 — 22 AFT 520
Hsker=Evd,

ZDO IO, Tutelage VAT MMZEDH AT Iy 7BEIL, O MEBID CNE XIRIZE-
TEER B E RN T 5283, AESR Lo T,

2010 FEDOBF T, PEOIE#Z /L —7" 12 12OV T NSA NEDFEEMEIL TV =
Z 5L, Tutelage ¥ AT LADOSPLFREOELE R 7V —F 1%, 12 Z/L—Fh 7~8 Th
o722 16 12 Z =T T~8 T —FZ oW TR EL —EIIARAL T =T
HD. Mg PEIFMICEH CNE 1E# S L — 7 2R F L CTOS ATREMEAS EN 23, NSA D
CNE % R BE B AR 4722 D THHZEN AR H kS,

(3) Tutelage VAT LANDRAYDEIN2*

Tutelage 3 AT LIHD TH 7T AT L THDHIN, BLEHEOOIE, BEIZ 2013 &K D
BEMETC, ARV AT BZHOWTDOWFID3K NSA ER AV B[O CEEEIZ_ E->TnWAZET
Hb,

BIH | NSA #4hR D 2013 4 1 H ONERRLE & RH 12K AUE, NSA O HARGER
&, RV E IS e 27 )T (BSD &G HARGED 73 B CRICH > Tl /) BItR & FF
STEZ/N, M BSI X CND(CN BAE) %5 6 CIE AR E D B CO R 1158 bz LA TV
%, T T NSA ELTE, X UMEEN DOIEHBIREEL2 52D T NSA fEHIRFER R D

121 2Rl NSA, TAO, Byzantine Candor: A TAO Success Story, June 2010, last accessed 8 May 2019,
https://search.edwardsnowden.com/docs/BY ZANTINEHADESAnEvolutionofCollection2015-01-
17_nsadocs_snowden_doc

T22 2 ¥kt TUTELAGE & Byzantine Candor: A TAO Success Story & &bt THMFT 5 &, TEHF
Fr e Ty M=V R TEFTF o e RAR 7 R T Ty 2L V=745 S,
ZTOMIZ Ty ay T e FA b =Ry e XTEAR) 2R T« Fx—F)] O3 T NV—T,
AT I~ VN —T IR TFENPEE SN TOD DRS00 5, £BOBEEHT LHUE, 2009 R T

e Fo - 7% —] OFFIAD NSA DEHE NIZEPN TV Z L8500 5,

123 NTOC, Byzantine Hades: An Evolution of Collection SR &K CIEE & STV 720y, #ix i
INTOLERANT &9 7 L—F 13 EO CNE fF 7 L — 7 D—o> L R s, KM, mifg, 97-98 H
2,

124K R, 248, 261 HEH,

125 2%k, NSA, Information Paper, NSA Intelligence Relationship with Germany -
Bundesnachrichtendienst, 17 January 2013, last accessed 8 May 2019,
https://search.edwardsnowden.com/docs/NSAlntelligenceRelationshipwithGermany%E2%80%93Bundesnachric
htendienst(BND)2014-06-18 nsadocs_snowden_doc

126 Tutelage S AT L EWV I H A A=t F 2 )T i EEHERT LI, TORHRELTOY X

M /1. C-CNE TOMFHILAE LIRE L 25D TH %,

70
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ft, NSA U MR, A BV GEAELEHEGET) . BND GEHGE®RT) 23 To b /) B
RO O S EHE X Tz, £ LT, CND W) D729 | IFHERFER O CND (ZB87°5
THRH 24 NSA & BSI, BND O] Chififi - ~<EZE P Th-o7-,

FE7z, FILL 2013 4 4 AEHO NSA WAMNGOSGE"TIX, [ 4 HR1H 5 HUNTH
I7C? BND BB DKAFIZEEL T, NSA ELTIE, ZOSATIEHRAIIB T A3 —%
X2 U7 kT BB L O E EVITHEE 7T, Tutelage > A7 L% 5 T2 NSA DE A HERL
RAVIZEBITHYFMIED CND ZBICHOWTET2HENHDHEL TD,

ZDEHIT, 2013 FEFET, UKUSA WHiEE TRV —R =74 DRV LD T
5 Tutelage A7 MBI D I 3EEEE /2> TS, £L T, UKUSA #EE DT Mk
BILDORITIE, Tutelage S AT LMZBTHW 1A TWDEZEZDONHKTHS), %
DB IRICADIFHENZ D HDU AT NIERIET 5,

4) NFEDOTART—F 12015 FEFFHEE (2011 FErEm) 128

HFHE DT MERS CSE 13, 2011 AE(21E, 2015 FICFEBL T R L T H A
IR IFHEZRZEL T ZONEIL, DI Tutelage A7 AE[FEIER, &F B
RENETER LI AT v/ Th D,

BEAEONEIL, LTI IT X277 0OWEO BEHEAELT-ZERE P —-
VAT LEFERET D, BRI, A F—Ry MEE T A ENEES T 5 5
R AIFR @Y 1 (gateway) DR TIZ, BIEFHREZTOWHIEE TR —EFKEL T, 2T
DOEESBEIZOWTCT —XNEEATREE T 5, IUEET —2I1E, VFUFHBICH IT B¥ =
V74 BRIZHEZ 5351275,

ZDET VX UMENFIERAL TR NI =7 X2V T4 2R LEO LWL DT, R
D REERBEEEL TS, BIE,

O FBA-KEPEIZEIET DRNCET 5, F R, BB UKUSA GEEEH /1120
72 CNE %% (C - CNE) (2L, #to> CNE AL TR « BUEE AMArE[E PN R b
T — I A TLD0E RN R 5,

@ RITIERIGE « 2 T —ZIEDR AN EFF U5 A 1T, BUBR R ok LA ) s A
DIRFBESCT —F B EERANT 5,

@ RA-KEE EER ETHELEY, SUIRBEE WAL TRBEEZMNZ 20325,

ZOMIBNEIT, Tutelage LV B REOTHTHENEOD | [T AT LEA—IZT D
DToD, 1T 4 CSE X, BEIRL7=d212, XA F Iy /D = S>OEpkEH#EL T, OA
VA= NeDEHE R TOE, @A Z—Fy NMERIZB T DX MNES), Oz
T?D CNE, HIH C — CNE ZZ 17 TEY, 2011 O AT, AT Y R/mNRY A —kF
UT 4 RERIZIUNVT, Tutelage AT LT BT AT LAOBEANZAERL T2 EITHE
VRV Y,

127 2%}, “Briefing on the visit to the NSA of a high-ranking BND official,” Spiegel Online, 18 June 2014,
last accessed 8 May 2019, http://www.spiegel.de/media/media-34117.pdf

128 %, A, 215—216 HBH,

129 WEZROIL, HF A HM L2 < UKUSA ¥ FMalll 2RI L5 CNEXRICE > T, 41
O Tt CNE (X4 2 AN BN AIREL 70 5 2 & Th B,
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|

¥ ZDR A —R | FHED RSN NIARH THS ',

(5) NZ @ CORTEX L RF L

F DI IR —NR | [FlEE, Tutelage AT LFUNFIEELS AT ATIERWVNEE 25
NHDHN,NZ O CORTEX VAT L Thb, CORTEX T AT AZOWTONFEEHIE
I CHVEDFEMIIARI THLN, MDONFRERIEX LM T 5L, CNE *HRIZE - T
LU RME SN QOB EHEE TE D,

7 CORTEX A7 AOHEE!

CORTEX 1%, 2014 (28 AZBILEL 2017 4F 7 HIZ5EKLTZ, NZ O MER
GCSB 2NEH 2@ R AN —Z B ORAR L) THY, ROV AN —tF 2T
AR CTIEAR 72 NE NSO @ E IR~ T =T x5 235, CORTEX (XD IR SR
V. BUMHEES | E AR EME A RO (KRR B3 . = T 72 363 | WFJErkBe
EFEEA L7 T7HER) THHN, [HBIHRA IZIEATK TH D,

A T ANR—Z B E 2017/20181 %2 (2018 4F 12 H/AFE)

WIZ GCSB AR LT VA R —F i 53 2017/2018 1 & B CHAD, AHEEO RIS
WX CORTEX M5ERK LI D 2017 47 AHD 1 F-THY, CORTEX (L DA
LEEND,

RS ZICLIUE, 20 14D NCSC DFLERT DA/ N—F LK, 347 - THHM,
ZDON 25%1E3 AT LOEFFEE IR L 7= DT, ZNEBRINLTIRD 260 H1ZEDFESR
EURANEBPECIX 358, RADHE( B MECTERALIZH D 24% . R A TAEEME 61%., 12
A SUTTEBIEERE 15% ThD, 2D T, BB D3 E F 3 (state-sponsored) DH DI,
134 R RAL, ZDOWNIR AL SUTIEEN BT 12 71 (9%) DA TH -7z,

BN YEfi B P 12 N TAEER P CHRENPHLIE L2 FE 3R 1T, 2R 85% THHDITHL .
EFEELET 91%E, EFEEHEKEO HFNEL, ShRMICHIEL THNDEDOTHD, —
I, AR FEEBBEDO T NLVEB TR EE X DNDLD THLHID, ZHUTIE
FEF EE BT ORI E IS LD NG EFNDHEE ZDHRETHAD,

ZORENLHEWTHE, CORTEX AT LZEWTIE, Tutelage AT LEREIC,
UKUSA ¥ F U Malicd s C - CNE IZEDEHRMNEHIINL TWDLEHEE TELTHAI,

11.2 #thDFEHBEHE (Active Dynamic Defence)

A F T~ TE7= Active Dynamic Defense Tid, CNE % R ICLHE T V—T7 DI #
ZHHALTWDEEB 2 IS,
ZHUZKL, CNE s RIE AR L TODNEN R THLM, A2 —2 MERIC

130 201543 A CSE 1%, HIBKE NS ORI LT, (2 —F VERHIBICBED L DO TH
DA T A 7T AR b OISBE T, L LS BHEORIEST 7 Y T AR LI b0 TR
W) B, TR — R BEIEZEOFFERBL TUINWRNEWNWI =a T VA TEZTWD, [h A
r— R, AT FESE OWBEEBRERROEY O (gateway) & TIZE U —%5E L TTF — & IUE
FAREE THHOMBRBETHY . ZORIZOWVTIERL T ARWAREELH D EE 2D,

131 GCSB website, “Information Assurance,” Our Work, accessed 31 March 2019,
ttps://www.gcsb.govt.nz/our-work/information-assurance/

-- GCSB, Annual Report

132 NZ, NCSC, Cyber Threat Report 2017/2018, 3, 10, 13.
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BUAERNELED CIH ORI T =26 DG A HERL, WA Z DRI
OB E TIPS HHE 25 2 | FEMEL 2L Active Cyber Defense EFFIEH
AT bbb D, T T, ZOMALL T, #[ED ACD &K[ED Einstein 3 O 2 7 CTH L
50

(1) #EE GCHQ M ACD MD#FE"s

ACD (% 2017 4 6 H 23 [E GCHQ MBHIAL 72— A THY | R G0L, Y iiia
HEPCTHLPPRITILKRTE T E THDH, A —ERAOEFIZBNTE, 7V T v
2+ 7L as(BT) B 1L TD,

ACD ORI BT NE, A5 —y MER T AT A RE7RE B OH 2 - THHZIC
RENDBESDIKIL AT ATHY, ZNHO K EREE A B T528128-5 T,
M EIVERBBEBEERZA~OMNISIZTEY TELHINCTHIEThHLESND,

ACD OREREIZIRD 4 D ThHHESND,

O v=THAMERY —E R 77 A RO i METIEE SR L GRS 5, T AL
FTURDO— AR EEO BIE R THY —E R EE,

) ﬁ’%f*f%h%ﬁﬁﬂjt*f =7 7/vr7m7%ftpﬁot9f£ﬁ’%fr7zf*f%%«@%ﬁ%
FLIE9 2P —E A, GCHQ KO HEEDIUELIZT —F VAT LD HEIHTIC
/35110y ‘~§motz> 200 Lh_EDOZAIRERE AN —1E 2%, 3000 ﬁuL@%’:‘éﬁf

A ~DEHGE A LIEL T D, (GCHQ DT —H &3 A/N—ZERIZRBIT DU MNE
B CTHIELDOLHEETES, )

@ WMES—ER Y ANR—TFX2UT 43 Neteraft &1 /1L C, HEBUTFEAIET DA
— VRAEHE WA MaedfZ (takedown) SEHH—E 2, % 1 AFEMICIEENDO T 4
AR 13 T 8398 1A,

ZORER, EENDO LD T 4o T RBEO WU HD DA X, 2016 4 6 HD
5.3%75 2018 4 7 H D 2.4% 2 LT=124,

@ fABA—IV R —EA:DMARC EWVHRAA L Z LIz B IEA— VIRRE Bha—/L
N,

BIE, BICHEER ACD #8 AT 5 RS T ChrlEns,

(2) KE® Einstein 3~ ~KEBBF—HRETRATL®®

E 2SR EE PS5 REITOVAT LARH#E T HL AT L ThDH, ERL
WTEFR Y AN—tF2UT 1 {Ri# A7 2 (National Cybersecurity Protection System) . i
B Einstein ThD, 2003 (25 1 #HAXD Einstein 1 238 A4, 2009 425 2 A%

133 UK, NCSC, The Annual Review 2018, 14-17.

--UK, NCSC, The 2017 Annual Review, 20-23.

134 201943 ACiE, ZOHFEITEIZ 2.0%AKMICE TR LTWD,

--Jeremy Fleming, Director GCHQ's Speech at CYBERUK 2019, accessed 20 May 2019,
https://www.gchq.gov.uk/speech/director-s-speech-at-cyberuk-2019

135 US Government Accountability Office, Information Security: DHS Needs to Enhance Capbilities, Improve
Planning, and Support Greater Adoption of Its National Cybersecurity Protection System (GAO-16-294), January
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