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Development of IoT Security Education Program
for Graduated Schools and Experts

Toshihiro Matsui', Rika Wakatsuki' and Takao Okubo'

Abstract: Institute of Information Security has developed an education course for IoT security targeting graduate students and
engineers of manufacturing industry. In contrast to traditional IT security for PCs and TCP/IP network, our fifteen-unit IoT security
course is programmed to teach securities in embedded systems, composition of the root of trust in IoT devices, hardware security,
securities in car electronics and control systems, emerging loT network security, functional safety, and security-by-design approach.
The course also provides four-unit hands-on classes for encrypted communication on secure devices, threat analysis and
vulnerability testing for devices and network in a smart home. The course was given twice in regular 15 unit course and 16 unit
intensive course for corporate engineers, and evaluated good by the attendees of all classes. In 2020, the course material is planned
to be distributed by IPA.
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