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A Double-Loop Framework for Supply Chain Security (SCS)

MOTOHIRO KAMBASHI'

Abstract: Recent advances in frontier Al have accelerated the speed and scale of cyberattacks, while credential theft and account
hijacking have become increasingly common. At the same time, the emergence of Society 5.0 and Cyber-Physical Systems (CPS)
has created highly interconnected supply chain ecosystems consisting of enterprises, services, loT devices, and APIs, requiring
security governance beyond organizational boundaries.

This paper proposes a Double-Loop Framework for Supply Chain Security (SCS). The framework consists of a Micro Loop, which
enables individual actors to continuously monitor and control suspicious activities, and a Macro Loop, which shares threat
information across the supply chain to identify malicious actors and maintain collective trust.

The framework consists of three key concepts: SCS Standard Messages, Zero Trust-based Dynamic Access Authorization, and SCS
Byzantine Fault Tolerance. In addition, this paper outlines future research issues from technological, organizational, economic, and
institutional perspectives. This study extends conventional static SCS approaches and provides a framework for enhancing cyber
resilience across the entire supply chain.
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